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Section One — Overview

1.0 Overview

1.1 Prerequisites

1.2

1.3

This manual assumes you have a basic understanding of wireless communications, Serial Protocols
(RS-232/422/485), and basic electronics.

Safety Information

WARNING

Exposure to RF energy is an important safety consideration. The FCC has adopted a safety standard
for human exposure to radio frequency electromagnetic energy emitted by FCC regulated equipment
as a result of its actions in Docket 93-62 and OET Bulleting 65 Edition 97-01.

DO NOT Operate unless all RF connectors are secure and any open connectors are
properly terminated

DO NOT Operate the equipment near electrical blasting caps or in an explosive
atmosphere.

All equipment must be properly grounded for safe operations. All equipment should be
serviced only by a qualified technician.

A separation distance of 20 cm or more should be maintained between the antenna of
this device and persons during device operation. To ensure compliance, operation at
closer than this distance is not recommended. The antenna used for this device must not
be co-located in conjunction with any other antenna or transmitter.

Installation Information

Operating Voltage 10to 30 VDC

Maximum Surrounding Ambient Air Temp 74°C

Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal

Wire Range 30to 12 AWG

Tightening Torque 0.5t0 0.6 Nm

Temperature Rating of Field Installed Conductors | 105°C minimum, sized for 60°C ampacity.

Please see the Quick Start Guide for UL Class 1 Division 2 installation instructions.

Page 6



Document Number: pnZXTxRM-0712m

1.4 About this Manual

15

This manual has been created to assist you in installing, configuring, operating, and trouble shooting
your Zlinx® Xtreme Radio Modem.
It is divided into eleven major sections.

Product Information — covers what is included with your radio modem, operating modes, operating
states, and user interface components.

Hardware Installation — covers how to install your radio modem. Additional information is provided
about RF considerations, accessory antennas, and cable selection.

Electrical Installation — covers wiring connections and powering your radio modem.
Software Installation — covers installing the manager software and basic software functionality.

Startup and Configuration — contains more detailed information about how to configure your radio
modem.

Use Cases — contains information concerning the most widely used configurations.
Testing and Troubleshooting — contains information about trouble shooting aids.

Appendix — has additional information.

Product Features Summary

Need to extend an RS-232/422/485 signal across a highway or across the building? Your Zlinx ®
Xtreme Radio Modem will do the job faster, easier, and less expensively than stringing cable. The
Zlinx ® Xtreme Radio Modem connects serial devices which can be set up in point to point or point to
multi goint networks. Easy plug-and-play set-up saves installation and maintenance time. In addition,
Zlinx ~ Xtreme Radio Modem meets the IP67 standard and is built to handle the heat, cold, and
environments of industrial operations.

Modbus compatible — no additional converters needed

RS-232, 422, 485 (2-Wire & 4-Wire) serial communications
Frequency range: ISM band, 902 to 928 MHz or 2.4 to 2.5 GHz
Signal strength indicators aids troubleshooting.

900 MHz or 2.4 GHz antenna included.

256 Bit AES Encryption

Wide, -40 to 74°C, Operating Temperature

Rugged Circuitry for Indoor and Outdoor Applications

IP67 Rated for total protection against dust and water up to 1 meter
Software support Windows XP, Vista, and 7 (32 / 64 Bit)

Field Upgradable Firmware
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Section Two — Product Information

2.0 Product Information

2.1 Zlinx® Xtreme Radio Modem Models

ZXT9-RM - 900 MHz ISM Band Radio Modem
ZXT24-RM — 2.4 GHz ISM Band Radio Modem

2.2 Package Contents

Antenna

ASANENENEN

Zlinx® Xtreme Radio Modem
Software CD
Quick Start Guide

Enclosure Mounting Ears and hardware

NOTE: the Cable Glands cannot be used for Class 1 Division 2 applications.
Please see the Quick Start Guide for additional information about UL Class 1
Division 2 installation instructions.

2.3 Modes of Operation

2.3.1 Point-to-Point Serial

2.3.2

2.3.3

This configuration is used to wirelessly transmit serial data from one location to another. A
Zlinx® Xtreme Radio Modem is configured with another radio modem of same frequency in
a master slave relationship to transmit serial data wirelessly. Typical applications include
connecting a device such as a pressure/flow transmitter to a PLC or SCADA system.

Point-to-Point Serial to Xtreme 1/O

This configuration is employed to connect a PLC/HMI/SCADA system to a remote Xtreme
1/0 or Zlinx /O module to monitor or control discrete devices via Modbus. The serial
master (PLC/HMI/SCADA) is a Modbus RTU master and must be connected to the serial
port of the Radio Modem. Each Xtreme 1/O device populates and updates its own Modbus
map and support Modbus RTU Slave format. The radio modem is connected to the
respective Modbus Master. Typical examples include a Water tank monitoring system
where a float sensor level data is transmitted to a HMI through the wireless network.

Point-to-Multi Point (Serial or Xtreme 1/O)

A Radio Modem is configured to communicate with multiple other modems or 1/O
modules. The “master” modem is connected to the Modbus Master and can communicate
with Modbus Slaves connected to other radio modems or Xtreme I/O units. An example is
a PLC Process control/monitoring application requiring analog, digital and serial data to be
brought to a central PLC.

2.4 Operating States

The Zlinx® Radio Modem has six operating states.
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Idle State

»  Checks for Valid RF Data received and discards invalid data
*  Checks for serial data to be packaged and RF transmitted

* Received Valid RF data in buffer to be output serially

*  Checks if Sleep Mode condition is met

e Checks for Command Mode commands

Transmit State

* Packages serial data (2048 bytes max in RF packet)
o ZXT9RM — 2048 bytes max
o ZXT24RM - 202 bytes max

®* Returns to Idle State

Receive State

* Switches to Receive State to start receiving RF packets if RF data was detected while
in the Idle State

* Returns to Idle State when data is no longer detected or an error is detected

Sleep State
® This allows the radio modem to enter a state of low power consumption when not in
use.

Command Mode

e Enters AT Command mode with +++ sent to serial input with Guard Time before and
after. Exits after Timeout. The guard times and the entry characters are user
configurable.

2.5 User Interface Components

25.1

2.5.2

2.5.3

Signal Strength (RSSI) LED’s

There are eight green LED’s to indicate signal strength (Received Signal Strength
Indicator / “RSSI”). They are arranged to indicate RSSI from weakest (bottom LED lighted)
to strongest (all eight LED’s lighted). See figure 2-1.

Figure 2-1 RSSI Indicator

Transmit LED

The green transmit LED flashes when data is transmitted out the serial port. See figure 2-
2 below.

Receive LED

The green receive LED flashes when data is received by the serial port. See figure 2-2
below.
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Document Number: pnZXTxRM-0712m

Signal
Strength

NS Xtreme

900 MHz, IP67, Outdoor Radio Modem
Model: ZXT9-RM

Arrows show the
direction of serial
data relative to the
Radio Modem

Figure 2-2 Transmit and Receive LED’s

2.5.4 Power LED

The green power LED is ON when power is applied.

JAINY Xtreme

Ingustrinl Wirstees

900 MHz, IP67, Outdoor Radio Modem
Model: ZXT9-RM

Power LED is
ON when Power
is applied

BsB ELECTRONICS

FOC ID:OUR-OXTEND

Figure 2-3 Power LED

2.5.5 Internal User Interfaces

The remaining user interfaces are located inside the radio modem enclosure. To access
these interfaces, the cover must be removed. The cover is held in place with four plastic
Phillips style screws.

2.5.6 Push Button

Push Button PBL1 is located on the circuit board behind the radio modem cover. It is used
to temporarily set the serial port to a know condition. To do this you must use the 232 port
on the modem. Press and hold the button while power cycling the device. Once power
comes up release the button and the unit will temporarily be restored to a know condition
and in command mode for about 20 seconds. You will then be able to connect to the
device using the manger at the settings listed below.

. Baud rate = 9600
. Data bit=8

Page
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. Parity = None

. Stop bit=1

Figure 2-4 Push Button

2.5.7 USB Connector

The USB connector is located on the circuit board inside the radio modem enclosure. It is
used to connect a PC to the radio modem to perform configurations and firmware updates.
The connector is a type b female. Any commercially available USB cable can be used to
connect to the radio modem. Figure 2-5 shows the USB Connector location.

Figure 2-5 USB Connector

2.5.8 Terminal Block

The terminal block is used to connect serial signals and power. Figure 2-6 shows the
location.
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Figure 2-6 Terminal Block

2.5.9 DIP Switch

Document Number: pnZXTxRM-0712m

OFF ON

— Switch RS- RS-422 RS-4§5 4- RS—4§5 2-
- - 232 Wire Wire
4 Wire e 2 Wire 1 OFF OFF OFF ON
4 Wire ) 2 Wire 2 OFF OFF OFF ON
Termination Out =L Termination In 3 OFF OFF* OFF* OFF*
RS-422 RS-485 4 OFF OFF ON ON

Note: The use of built in termination is optional and depends on your application
Note: For RS-232 operation, set all switches OFF

Figure 2-7 DIP Switch
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Section Three — Hardware Installation

3.0 Hardware Installation
3.1 Mechanical Diagram

The mechanical diagram in Appendix C contains information for mounting your radio modem.

NOTE: the Cable Glands cannot be used for Class 1 Division 2 applications. Please see
the Quick Start Guide for UL Class 1 Division 2 installation instructions.

3.2 IP67 Cable Gland Installation

3.2.1 Cable Gland Description

The Cable Gland is used to maintain the water tight rating while allowing a cable to enter
the enclosure. The assembly consists of black molded nylon body, hex nut, cable nut and
a rubber gasket and cable seal.

Figure 3-3 IP67 Cable Gland

MOUNT CABLE RANGE
THREAD | DIA) | A | B | c . D | E | F A G o
PG135 | 0.236-0472 | 0453 | 0591 | 0787 0346 | 1315 | 0062 | 1161 | 0240
- o E -—
Hoel fe GASIET | b i RUBBER CABLE SEAL
I - _
: ‘ \ Ly 1 ZZ
GDIA. = ADIA. =
e = i =
- NUT BODY CABLE NUT
MATERIAL: NYLON -86, UL-34V2 (NUT, BODY & CABLE NUT)
NBR (N) RUBBER (GASKET & CABLE SEAL)
COLOR: BLACK

Figure 3-4 IP67 Cable Gland
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3.2.2 Cable Gland Installation

1. The cable gland will accept cable diameters from 0.236 to 0.472 inches (5.99 to 11.99
mm).

2. Insert the Non-tapered end of the Body (D) through the conduit knock-out on the radio

modem enclosure.

Place the Gasket around the body on the outside of the enclosure.

Thread the Hex Nut onto the Body from the inside of the enclosure.

Place the Cable Nut onto the cable being careful to position the threaded side so that

it can be attached to the Cable Body.

6. Tighten the Cable Nut. This will cause the tapered end of the Cable Body to
compress, ensuring a water-tight seal.

arw

3.3 Watertight Threaded Conduit Hub

Unused conduit openings: Class 1 Division 2 installation requires a UL
Recognized conduit plug (UL Category Code QCRV2) be used when a conduit
opening is not being used.

3.3.1 Description

Another method to bring a cable into the enclosure is to use the water tight threaded
conduit hub. It is used to secure threaded half inch rigid service entrance conduit. It
consists of a Body, Nut, and Gasket.

Figure 3-5 % Inch Threaded Conduit Hub

11/8in

Figure 3-6 % Inch Threaded Conduit Hub
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3.3.2 Water Tight Threaded Conduit Installation

1. Insert the treaded end of the body into the conduit knock-out from the outside of the
enclosure. The rubber gasket should be on the outside of the enclosure.

2. Thread the Nut onto the conduit body from inside the enclosure.

3. 1/2 and 3/8 inch conduit fittings as well as 1/2 Inch, rigid, threaded conduit can be
attached to the threaded hub.

3.4 IP67 Membrane Cable Gland

NOTE: the Cable Glands cannot be used for Class 1 Division 2 applications. Please see
the Quick Start Guide for UL Class 1 Division 2 installation instructions.

3.4.1 Description

The membrane cable gland is used to plug an unused hole in the enclosure.

Figure 3-7 IP67 Membrane Cable Gland

3.4.2 |IP67 Membrane Cable Gland Installation

1. Stuff the cable gland into the knock-out hole with the narrow end toward the inside of
the radio modem enclosure. The enclosure wall will fit into the indentation between
the inside and outside portions of the gland.

3.5 Supplied Antenna

3.5.1 ZXT9-RM Supplied Antenna

Your Zlinx Xtreme 900 MHz product comes supplied with a “rubber duck” style antenna
which can be articulated up to 90 degrees. Then antenna is a ¥ wave dipole with an omni
directional pattern and vertical polarization. It is recommended that your Zlinx Xtreme
product be mounted vertically.
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\V

09'62

2L0°F S91°L

0g’0

00'E ¥ 0'691
8LL'F ¥59'9

Figure 3-8 ZXT9-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female
VSWR 2.0 Max (in-band)
Gain 3.0 dBi
Polarization Vertical
Replacement Part Number | ZXT9-ANT1

3.5.2 ZXT24-RM Supplied Antenna

Your Zlinx Xtreme 2.4 GHz product comes supplied with a “rubber duck” style antenna
which can be articulated up to 90 degrees. Then antenna is a ¥ wave dipole with an omni
directional pattern and vertical polarization.

It is recommended that your Zlinx Xtreme product be mounted with the antenna on the
top, perpendicular with the horizon

#10.0

€£°0F8°82%«
5 %

*82.5+1.0

Figure 3-9 ZXT24-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female
VSWR 2.0 Max (in-band)
Gain 2.1 dBi
Polarization Vertical
Replacement Part Number | ZZ24D-ANT1
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3.6 Optional Antennas

3.6.1 Omni Antenna Description

In some applications, a higher gain Omni directional antenna may be required. An Omni-
directional antenna is an antenna system which radiates power uniformly in one plane with
a directive pattern shape in a perpendicular plane. This pattern is often described as
"donut shaped". Omni-directional antenna can be used to link multiple directional
antennas in outdoor point-to-multipoint communication.

Omni Directional antennas are a good choice if you need to mount your antenna on a
mast to increase its elevation. Please note that mounting brackets must also be

purchased. Also note that these antennas have an N style connector. Refer to section 3.9
to select the correct cable.
T

Figure 3-10 Representative Photograph of Optional Omni Antenna

FG9023 - High Gain Omni Directional (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q
Connector N Female
VSWR 2:1 Max (In Band)
Gain 3 dBi
Polarization Vertical
Length 25 inches (63.5 cm)
Mounting Brackets (Not Included) FM2
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FG9026 — High Gain Omni Directional (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q

Connector N Female

VSWR 2:1 Max (In Band)
Gain 6 dBi

Polarization Vertical

Length 65 inches (165.1 cm)

Mounting Brackets (Not Included)

FM2

FG24008 — High Gain Omni Directional (2.4 GHz)

Use With ZXT24-RM (2.4 GHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 Max (In Band)
Gain 8 dBi

Polarization Vertical

Length 24.5 inches (62.2 cm)

Mounting Brackets (Not Included)

FM2

3.6.2 Yagi Antenna Description

A Yagi-Uda Antenna, commonly known simply as a Yagi antenna or Yagi, is a directional
antenna system consisting of an array of a dipole and additional closely coupled parasitic
elements (usually a reflector and one or more directors). The dipole in the array is driven,
and another element, typically 5% longer, effectively operates as a reflector. Other
parasitic elements shorter than the dipole may be added in front of the dipole and are
referred to as directors. This arrangement increases antenna directionality and gain in the
preferred direction over a single dipole.

Since Yagi Antennas are directional, they must point directly at the other antenna

through a clear line of sight.

W& ANTENEX:

Figure 3-11 Enclosed Yagi — Model YE240015 for 2.4 GHz Models
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Figure 3-12 Representative Yagi Antenna Photograph

YS8963 — High Gain Yagi (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 Max (In Band)
Gain 6 dBi

Polarization Vertical

Length 16.8 inches (42.7 cm)
Mounting Brackets Included

YS8966 — High Gain Yagi (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 Max (In Band)
Gain 9 dBi

Polarization Vertical

Length 27.8 inches (70.6 cm)

Mounting Brackets

Included

YS89612 — High Gain Yagi (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 Max (In Band)

Gain 11 dBi

Polarization Vertical

Length 49 inches (124.5cm)

Mounting Brackets

Included
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YS24008 — High Gain Yagi (2.4 GHz)

Use With ZXT24-RM (2.4 GHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 Max (In Band)
Gain 12.5 dBi

Polarization Vertical

Length 18 inches (45.7 cm)
Mounting Brackets Included

3.7 Antenna Cables

If you decide to use one of the optional antennas, you will need to select the appropriate cable and
connector. It is important to select a cable that matches the radio’s impedance. An impedance
mismatch will cause the radio link to become inefficient and could damage the radio. Selecting the
incorrect cable could also cause significant signal loss. A rule of thumb is for every 3 dB of loss, your
system will lose one half the output power emitted from the radio.

We offer three basic cable types. LMR100, LMR195, and LMR400. LMR400 cable offers lower loss
but is thicker and more difficult to work with. LMR100 is thin and easy to work with, but has a larger
loss. It is recommended that you use the shortest possible cable run in your application.

Cable Type | 900 MHz Loss Per 100 ft | 2.4 GHz Loss Per 100 ft Diameter
LMR-100 22.8dB 38.9dB 0.110in
LMR-195 11.5dB 19.0dB 0.1951in
LMR-400 3.9dB 6.8 dB 0.405 in

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jacket, .405" OD

Figure 3-13 LMR400 Cable Cross Section

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jckt, .195" OD

Figure 3-14 LMR195 Cable Cross Section
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100M

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jckt, .105" OD

Figure 3-15 LMR100 Cable Cross Section

Along with the type of cable, you need to select the correct connector. Our product uses an RPSMA
Male (plug) connector. Therefore, you will need a cable that has a RPSMA Female (jack) on one end.
If you are using one of the optional antennas, you will need an N type Male connector, since these
antennas have an N type Female on them. If you are extending the included antenna, you will need
an RPSMA Male (plug) since the supplied antenna has an RPSMA female (jack).

Antenna Cable Part Numbers

We have a variety of standard cables available for purchase. The cable part number is relatively easy
to interpret.

TTTT-AABB-LLLL
TTTT = Cable Type (400M = LMR400, 195M = LMR195, 100M = LMR195)

AA = Connector A (NM = N-Male, SL = RPSMA Male (Plug)
BB = Connector B (NM = N-Male, SL = RPSMA Male (Plug)
In most cases, this portion of the part number will be NMSL for Zlinx Xtreme products.

LLLL = Length in inches (ex: 6 = six inches, leading zeros are not necessary)

So, 400M-NMSL-24 is an LMR400 cable with a N Male on one end and a RPSMA plug on the other,
24 inches in length.

Lightening Arrestors

When installed properly, a lightning arrestor can prevent damage to your radio due to high energy
transients during lightning strikes. Our arrestors limit surges to less than 45 volts in approximately 100
nanoseconds. A gas discharge tube changes from an open circuit to a short circuit in the presence of
energy and voltage surges giving those surges a direct path to ground, thus protecting equipment.
They are designed with a rugged housing and high quality plated brass "N" connectors. It also
features a user replaceable gas discharge tube (LA350GT). They are available in three models: the
LABH350NN and the LABH2400N both allow bulkhead mounting and connector pass-through and the
LAIL350NN allows inline placement only.
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Section Four — Electrical Installation

4.0 Electrical Installation
Please see the Quick Start Guide for UL Class 1 Division 2 installation instructions.
4.1 Wiring
4.1.1 Terminal Block

Both power and data signals are connected to the terminal block. Figure 4-1 shows the

layout.
Operating Voltage 10 to 20 VDC
Maximum Surrounding Ambient Air Temp 74°C
Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal
Wire Range 30to 12 AWG
Tightening Torque 0.5t0 0.6 Nm
Temperature Rating of Field Installed Conductors 105°C minimum, sized for 60°C ampacity.

Terminal Block Located Inside Enclosure

o

o

=i T

==k P '|1 S |s
o8 0|9 ~ > A |2
> 0> 0@ BlO|0|2|c|?|s|=
~lFlI~FIZ22|RB|FA|HAc|Z|F|Z2|Z|Z
LI |olg|O|lon|n|v|O|=4|(0|+ |,

Figure 4-1 Terminal Block

4.1.2 Power Supply Connections

The radio modem requires power from an external source. The radio modem requires 10
to 30 VDC. Power use depends on the model:

ZXT9RM — 1.7 Watts typical, 5.8 Watts maximum.

ZXT24RM — 1.2 Watts typical, 3.5 Watts maximum.

Connect the positive and negative power leads to the Power In(+) and Power In (-)
terminals on the terminal block.
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4.1.3 RS-232 Connections

4131 RS-232 Signal Convention (DTE / DCE)
There are two types of RS-232 ports, DTE (Data Terminal Equipment)
and DCE (Data Communications Equipment). The signal names and pin
numbers are the same, but signal flow is opposite. The pin labeled TD
can be input, and RD the output.
The two ports types are complementary, the Output signals on a DTE
port are Inputs to a DCE port, and Output signals on a DCE port are
Inputs to a DTE port. The signal names match each other and connect
pin for pin. Signal flow is in the direction of the arrows.
The Radio Modem is a DCE device.
Figure 4-2 shows RS-232 DTE to RS-232 DCE connections with
associated DB9 Pin Numbers and the signal direction.
DTE to DCE
DTE Device (Computer) DBS Connections DCE Device (Modem) DB9S

Pin# DBY RS-232 Signal Names Signal Direction |Pin# DBS  RS-232 Signal Names

#1 Carrier Detector (DCD) CcD <}=7 #1 Carrier Detector (DCD) CcD

#2 Receive Data (Rx) RD @E #2 Receive Data (Rx) RD

#3 Transmit Data (Tx) D — #3 Transmit Data (Tx) D

#4 Data Terminal Ready DTR ﬁ #4 Data Terminal Ready DTR

#5 Signal Ground/Common (SG) GND | | #5 Signal Ground/Common (SG) GND

#6 Data Set Ready DSR | === #5 Data Set Ready DSR

#7 Request to Send RTS :{) #7 Request to Send RTS

#8 Clear to Send CTS |¢===========[#B Clear to Send CTS

#9 Ring Indicator RI <= #9 Ring Indicator RI

Soldered to DBS Metal - Shield FGND Soldered to DBS Metal - Shield FGND

4.1.3.2

Figure 4-2 Terminal Block

Wiring an RS-232 Device to the Radio Modem

The Radio Modem supports TD, RD, RTS, and CTS. Please note that if
Sleep Mode is enabled, the DTR signal is used to “wake up” the device.
Figure 4-3 is a wiring diagram for connecting a DTE device such as a

computer or PLC.
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RS-232 DTE Device
GND
TD
- RD
Radio Modem > C' {TI Ss
Terminal Block DTR
viv I
. . |
= T
312818 2 12|53 I
>BE1Ele|,lx|2|0l2|2|E|2|2|2 DIP Switch
T |0|0|0|w|n|0B|0|-4|0|+ |5 I
[—7e) )
Note: The Radio Modem is a DCE device. | [ . :) gii-gz:: a'::
. - i
The arrows indicate signal direction B | OFF — Termination Out
| | =2 -|orF-Rrs422

through. Asserting DTR (positive state) is | o} e’ it

TN s

Figure 4-3 RS-232 Wiring

4.1.4 RS-485 Two Wire Connections

RS-485 2-Wire Device

- Data A ()
- Data B (+)
GND
Radio Modem _
Terminal Block DIP Switch
\m—Z0

[ —|ON - Two Wire

3 T|g [ ~|ON - Two Wire
S8 (8e S1al2lol®|3 ]
P12~ Zlal0|BIS|2(Z|E|2Z|Z|2 CH® ~|ON - RS-485
T |0/00|vw|vw|T|O0 |40+ |,

Note: A (-) and B (+) Signals are tied
together when the DIP Switch is configured
to 2-Wire Mode.

Figure 4-4 RS-232 Wiring
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415 RS-422/485 Four Wire Connections

RS-422/485 4-Wire Device
» RDA (-)
» RDB (+)
TDA (9
TDB (+)
GND
DIP Switch — RS-485 4-Wire
\—Z0
B -| OFF - Four Wire
N - = 2z B ~| OFF - Four Wire
o = & ® o 2 0] > 0|2 % -
2=z lzlal=z|B|9|B|2|E|2|2|2 [CH® =~| ON - RS-485
T |E|ojlo|lo|low|nw D |04 |0+ ]|,
Radio Modem DIP Switch — RS-422

Terminal Block

_,——2Z0

] | OFF — Four Wire
] ~| OFF — Four Wire
]«
B] ~| OFF — RS-422

Figure 4-5 RS-422 /485 4-Wire Wiring

4.1.6 Termination and Biasing

The radio modem has built in 1.2 kQ pull-up and pull-down resistors R17 and R14). There
is also a built in 120 Q termination resistor (R21). These resistors are located on the PCB
behind the cover. Termination is switchable using DIP Switch Position 3. To enable the
termination, set switch 3 to ON “Termination IN”. To disable the termination, set switch 3
to OFF “Termination OUT".

It is possible to use different value resistors by removing the surface mount components
and placing through-hole resistors (R16, R13, and R19) in the space provided. The
surface mount components are located directly opposite of the through-hole pads that are
visible.

sy
@

w ZR18/RZ1 (o]
Y/

Figure 4-6 Through-hole Resistor Pads

°o 9l
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4.1.7 Fault Output

The radio modem has a sourcing (PNP) 50 mA output that is used as a fault indicator.
This output is activated when the received signal strength drops below a critical level. To
use this function, the RSSI indicator must be set to continuously update. This is
accomplished by setting the RP-RSSI PWM Timer to FF in the diagnostics section of the
advanced modem settings tab. See figures 4-7 and 4-8. Figure 4-9 shows the wiring
connections.

{4 Zlinx Radio Modem 3 o ] 3

Basic Modem Settings - Advanced Modem Settings | RSS! Range Test |

(B9

BsB ELECcCTRONICS

Zling
|zPaD115RM-LR /ZXTaRM  ¥|
Function Set Wersion

|zUnx ssoo/11sk HOPPING | [123 =l

Networking/Security
Serial Interfacing
RF Interfacing
Diagnostics
- 4 VR - Firmware Version
HY - Hardware Version
SH - Serial Number High
SL - Serial Number Low
' Timer [FF] |73
TP - Board Temperature
%V - Board Voltage
DB - Received Signal Strength o
ER - Receive Eror Count
GD - Receive Good Count
TR - Nelivern Failire Connt d

|»

Update Exit Festore Defaults |

Set/read duration of PWM (pulse width modulated) output on pin 11. The Pt#/M output
encodes fade margin [RX signal strength relative to RX sensitivity) by varying the duty
cycle of a 125Hz square wave.

RANGE: 0x0-0<FF

Figure 4-7 RP — RSSI PWM Timer, ZXT9-RM
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Basic Modem Settings  Advanced Modem Settings | RSSI Range Tesll

ﬁgas ELECTRONICS
[ghs
|ZP24D-250RM-SR / ZXT24-RM > |

Function Set
|2Lins 802.15.4 |

Wersion
{1081

=
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Networking & Security

RF Interfacing

Sleep Modes (NonBeacon)
Serial Interfacing

Diagnostics
VR - Firmware Version

DB - Received Signal Strength
EC - CCA Failures
E4 - ACK Failures

AT Command Options

Update Exit

Restore Defaults

and is shut off when the timer expires.
RANGE: 0x0-0xFF

Set/read PwM timer register. Set duration of PWWM [pulse width modulation) signal
output on the RSSI pin [PE). The signal duty cycle is updated with each received packet

Figure 4-8 RP — RSSI PWM Timer, ZXT9-RM

Sourcing - PNP
Output
9 . LOAD
- )
- ) < s
glo|8|e = = % % 50 mA Max
> 2Z 12 Ea|=|BIS2|2|E|12|2|2
T |0jo|0O|lu|ln|v|0|4|0|+|"
Radio Modem —

Terminal Block

Use same ground reference as
radio modem power supply

Figure 4-9  Fault Output Wiring
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Section Five — Software Installation

5.0 Software Installation
5.1 Zlinx® Manager Software Overview

5.1.1 Computer System Requirements

The Zlinx Manager software requires the following computer hardware and operating
systems:

e A PC with a USB port

e  One of the following operating systems installed
e Windows XP (32 or 64 bit)

e  Windows Vista (32 bit or 64 bit)

e  Windows 7 (32 Or 64 bit)

5.2 Installing Zlinx® Manager Software
5.2.1 Installing Zlinx® Manager Software

The manager software is contained on the CD ROM which was included with your radio
modem. Insert the CD into your CD Drive. The installation process should start
automatically. If it does not, navigate to the CD drive in Windows Explorer and double click
the executable file on the CD.

1. The Welcome Screen will be displayed.

i@ Zlinx Manager 3.2.8 Setup |_[Cx] I

Welcome to the Zlinx Manager
3.2.8 Installation Wizard

. Itis strongly recommended that you exit all Windows programs
befare runming this setup program.

Click. Cancel ko quit the setup program, then dose any
programs you have running, Click Mexk ta continue the
installation.

WARNING: This pragram is protected by copyright law and
inkernational treaties,

Unautharized reproduction ar distribution of this program, or
any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law,

< Back, I Next = I Cancel |

Figure 5-1 Installation Welcome Screen
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2. Click the “Next” Button. The software release note screen will be displayed. This
screen displays important information about the latest release of the manager

software.
1% Zlinx Manager 3.2.8 Setup [_ (D]
Readme Information -
The Following infarmation describes this installation, L
-~
Thank you far purchasing ZlinxlQ E
Software Release Notes

3.2.0 - 1/4/2010 - Added support for the Xtreme radios and Xtrerme Y0
modules.

v3.1.0 - 8/13/2009 - Added AES encryption, transmission power level selection,
and RF data rate selection for the LR VO modules

v3.0.0 - 3/20/2009 - Added exception reporting, failsafe values, calibration,
cornm. fail indication, DO inversion, and /0 manitoring. Also added support for
775D (568 MHz) base modules.

2.2.0 - 241972009 - Added support for the ZPB0-24RM-LR radio. Also j

< Back I Mext = I Cancel |

Wise Installation Wizard (R)

Figure 5-2 Software Release Notes Screen

3. Click the Next Button. The software license agreement screen will be displayed.
Accept the license agreement and click the “Next” button.

%3 2linx Manager 3.2.8 Setup [_ o]

License Agreement »”
“ou must agree with the license agreement belaw to procesd. fa
-

PURCHASE AND LICENSE AGREEMENT OF CUSTOM SOFTWARE il
PROGRAM

This Agreernent is entered into prior to this installation (the "Execution
Diate") between B&E Electronics (herein referred to as "B&EB"), with its principal
business office at 707 Dayton Road, Ottawa, IL 61350 and User of Software
(herein referred to as "USER").

1. CERTAIM DEFIMITIOMNS:

Lnless the context ntharwise rennitas as used harrin the follmwinn LI

* I accept the license agreement
I donot accept the license agresment

Reset | < Back, Next > I Cancel |

‘Wise Installation Wizard (R}

Figure 5-3 License Agreement Screen

4. The User Information Screen will be displayed. Fill in the required information and
click the “Next” button.
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i'e!:" Zlink Manager 3.2.8 Setup

User Information
Enter the Following information to personalize vour installation,

& E3

A

Document Number: pnZXTxRM-0712m

Full Kame: II

Organization: I

The settings for this application can be instaled for the current: user or For all users
all users, Install this application for:

* anyone who uses this computer
= Only For me ()

that share this computer. You must have administrator rights to install the settings For

Wise Installation Wizard (R}

< Back | Next = I

Cancel

Figure 5-4 User Information Screen

The Destination Folder Screen will be displayed. You can accept the default location
(C:\Program Files\B&B Electronics) or choose your own location by clicking on the
“Browse” Button. When your selection is complete, click on the “Next” Button.

i';‘!:" Zlinx Manager 3.2.8 Setup !D m

A

Destination Folder

Select a falder where the application will be installed,

The ‘Wise Installation Wizard will install the Files Far Zlinx Manager 3.2.8 in the Following

folder,

To install inta a different Folder, click the Browse butkon, and select another Folder.
%ou can choose not to install Zlink Manager 3.2.8 by clicking Cancel to exit the Wise
Installation Wizard,

Destination Folder
’7C:'I,Program Files\BE Electronics|

Erowse | ‘

‘wise Installation Wizard ...

< Back | Mexk = I

Cancel

Figure 5-5 Destination Folder Screen

The Ready to Install Application Screen will be displayed. Click the “Next” button

when ready.
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ii§ Zlink Manager 3.2.8 Setup [_ o]
Ready to Install the Application o
iZlick. Mexk ko begin installation, L
-

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

‘Wise Installation Wizard (R)

< Back Next » I Cancel I

Figure 5-6 Ready to Install Application Screen

7. The Installation Wizard will start to copy files to your system. It may take a few

minutes to copy all of the required files. The status bar will show the progress of the
installation.

i'c!;‘* Zlinx Manager 3.2.8 Setup

Updating System

The features vou selected are currently being installed.,

Copying new files...

File: MOCOMN,ICO

Directary: C\Program FilesiBE Electronics)ZlinxiZlinxManagerilcons|
Size: 1078

Time remaining: 11 seconds

Wise Installstion Wizard (R}

Cancel

Figure 5-7 Installation Progress Screen

8. The Installation Complete Screen will be displayed. Click the “Finish” button.

1@ Zlinx Manager 3.2.8 Setup [_ o]

2Zlinx Manager 3.2.8 has been
successfully installed.

Click the: Finish button ta exit this installation,

= Back

Cancel |

Figure 5-8 Installation Progress Screen
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5.2.2 Installing USB Drivers

1. The USB Driver is installed with the manager software. You should not connect to the
USB port before installing the manager software.

2. If the found new hardware wizard appears after attaching the cable, follow the wizard.
The drivers are located in the “USB Drivers” folder on the CD.

5.3 Starting Zlinx® Manager Software
5.3.1 Starting the manager software

Double Click on the Zlinx® Desktop Icon or press the start button and locate the software.
The manager software will start. Select the radio modem option on the startup screen.

~Eix]

BB ELEcCTRONICS

l- Zlinx 110

Radlio Modem

S| Exit

Figure 5-9 Zlinx Selection Screen

The Radio Modem Configuration Screen will be displayed. This screen allows you to
configure your radio modem directly or off-line, update the firmware, return to the initial
screen, or exit.

FEE
(B7

BsB ELECTRONICS

Radio Modem Configuration

Radio Madem Configuration (Offline

Radio Modem Firmware Updater

Beturn to Manager Screen

e

<2l e

Figure 5-10 Radio Modem Configuration Screen
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5.3.2 Radio Modem Configuration Screen

The Radio Modem Configuration Screen is used to configure your radio modem

The first screen contains options that configure your PC COM port to communicate with
the radio modem.

Use the pull down menu items to select the following options.

Model: This allows you to specify the model number you are trying to connect to.

x|

BB ELECTRONICS
=l

Model :

Com. Part:
Baud:
Data Bits:
Parity : INone d
Stop Bit: I.I j
Connect Autoggarch Advanced ngm

Command

Figure 5-11 Model Number Selection Pull Down Menu

COM Port: This allows you to specify the COM Port your PC is configured to use to
connect to the radio modem. COM1 through COM16 may be specified.

%]

BeEB ELECTRONICS
todel : I j

Com. Part:

Baud:
D ata Bits:

Farity :

Stop Bit:

8
Auto Search

Advanced

Connect Command

Figure 5-12 COM Port Pull Down Menu
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Baud Rate: This allows you to specify the COM Port baud rate. Choices are from 1200 to

230400 baud.

[ Zlinx Radio Modem

=2

BeB ELECTRONICS

Model : I j
Com. Port: ICDN‘H j
Baud: 5600 =
2400 -
[Drata Bits: 4300
Parity : 13200
38400
. 57600
Stop Bl 1795200 |
230400 -
Connect Auta Search #dvanced Retun
Command

X

Figure 5-13 Baud Rate Pull Down Menu

Data Bits: This allows you to select the number of data bits. Choices are from five to

eight.
I Zlinx Radio Modem
BeEB ELECTRONICS
Maodel I j
Com. Port; ICDM1 j
Baud: |60 |
Data Bits: g j
§ 5
Pauity g
7
Stop Bit:
7 # Ad p d =
Connect Aut Search SREIES Return
Command

x|

Figure 5-14 Data Bits Pull Down Menu

The number of data bits in each character can be 5 (for Baudot code), 6 (rarely used), 7
(for true ASCII), or 8 (for any kind of data, as this matches the size of a byte). Eight data

bits are almost universally used in newer applications. 5 or 7 bits generally only make
sense with older equipment.
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Parity: This allows you to select the parity. Choices are None, Odd, Even, Mark, Space,
or 9 Bit Passing.

(B)

BsesB ELECcTRONICS

x|

Model : I j
Com. Part: ICDM‘I j
Baud:  [3800 |
D ata Bits: I g j
Parity : 9 Bit Pazsing j

Stop Bit ggge

Ewen

ark

Space

= 9 Bit Passing
Auta Search

AT T
Connect Command

Figure 5-15 Parity Pull Down Menu
Parity is a method of detecting errors in transmission. When parity is used with a serial
port, an extra data bit is sent with each data character, arranged so that the number of 1
bits in each character, including the parity bit, is always odd or always even. If a byte is
received with the wrong number of 1's, then it must have been corrupted. However, an
even number of errors can pass the parity check.

The parity bit in each character can be set to none (N), odd (O), even (E), mark (M), or
space (S). None means that no parity bit is sent at all. Mark parity means that the parity bit
is always set to the mark signal condition (logical 1) and likewise space parity always
sends the parity bit in the space signal condition. Some uncommon applications that use
the 9th (parity) bit for some form of addressing or special signaling. Mark or space parity is
also uncommon, as it adds no error detection information. Odd parity is more common
than even, since it ensures that at least one state transition occurs in each character,
which makes it more reliable. The most common parity setting, however, is "none", with
error detection handled by a communication protocol.

Stop Bits: This allows you to select the number of Stop Bits. Choices are 1, 1.5 and
2.

[ Zlinx Radio Modem

BB ELECTRONICS

Com. Part:

Paity

& |
Connect

todel :

Baud:

Data Bits:

Stop Bit:

[camr

(EE]

B

IEI Bit Passing

Ja

15
2

[ T T T K

vy
Auta Search

Advanced
Comnmand

Return

Figure 5-16 Stop Bits Down Menu
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Stop bits sent at the end of every character allow the receiving signal hardware to detect
the end of a character and to resynchronize with the character stream. Electronic devices
usually use one stop bit. If slow devices are used, one-and-one half or two stop bits are
required.

Connect Button: The Connect Button will connect to a radio modem using the
configuration selected using the pull down menu items.

%
BB ELECTRONICS
Madel :
Com. Part: ICDM'I j
Baud: 3600 |
[rata Bits: I =) j
Parity : I 9 Bit Passing j
Stop Bit: I 15 j
# 2
Connect Auto Search .%dvanced Return
ommand

Figure 5-17 Connect Button

When you press the Connect Button, the manager software will attempt to connect to the
radio modem using the settings selected with the pull down options. The Radio Modem
Search Screen will be displayed. If the settings are correct and a Radio Modem is found,
click the “OK” button, the Radio Modem Settings Screen will be displayed.

& Radio Modem Search i x|
Radio Modem Found Progress:
=

Model: ZP24D-250RM-SR / ZXT24-RM Looking for the Modem on COM4 y
Baud 1200,8 Data Bits,None Parity, One Stop Bit

Modem Not Found.
Com. Port: COM4 - l

Laoking for the Modem on COM4

” I Baud 2400,8 Data Bits,None Parity, One Stop Bit
Bt 3600 =z Modem Not Found.
Data Bits: IB vI Looking for the Modem on COM4

Baud 4800,8 Data Bits,None Parity, One Stop Bit

Parity : lm Modem Not Found.

Looking for the Modem on COM4

Stop Bit: 1 j‘ Baud 9600,8 Data Bits,None Parity, One Stop Bit
Modem Found 11!
& 5
= ERENNEEER

Figure 5-18 Radio Modem Search Screen
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=2

Flow Control -

Update | Exit |

{ Basic todam Sefings | Advanced Modem Setfings | ASS| Rangs Test|

BB ELECTRONICS

j'

Function Set Verzion

| | —
Channel Number [fF = mF
Network Identifier [ome =] 00m-FRFE
DestinalionAddiess  [qopp =] D000-FFFF
Baud Rate -

Paiity lﬁ

Stop Bit -

Fiestore Defaults

Document Number: pnZXTxRM-0712m

Figure 5-19 Radio Modem Settings Screen

If the settings are not correct an error screen will be displayed. Correct your COM Port

Settings or use the Auto Search Button.

R adio Modem Mot Found!
1. Check Cable

2. Check Power
3. Retry Search

miodem's COM settings.

ﬁutomdem
Search

I8 Radio Modem Connection

4 |F ¥treme modem, remove power, press+hald PB1
while repowering, then releaze PET to reset

Cancel

x|

Figure 5-20 Radio Modem Not Found Screen
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Auto Search Button: The Auto Search Button will search for Zlinx devices connected to a
COM port and connect. This is useful if you do not know the radio modem configuration.

Camn. Part:

Connect

todel :

Baud:
D ata Bits:
Parity :

Stop Bit:

[ 2linx Radio Modem

=2

BB EL ECTRONICS

|ZP24D-250RM SR / ZXT 24-RM |
fcomt |

| 3800 |

fs =]

| 3 Bit Passing =

|15 |
Aulta Search fidvanced Hg;um

X

Figure 5-21 Auto Search Button

Your PC will attempt to connect to any radio modem connected. The radio modem search
screen will be displayed (figure 5-18). Click the “OK” button and the manager software will
display the Radio Modem Settings Screen (figure 5-19). If a modem is not attached, the
Radio Modem Not Found screen will be displayed (figure 5-20).

Advanced Command Button: The Advanced Command Button is used to select the

character sequence to enter command mode as well as required “quite times” before and
after the command sequence. It is recommended that you do not change these values.

Model :
Com. Part:
Baud:
[Drata Bits:
Parity :

Stop Bit:

Connect

[ 2linx Radio Modem

=2

B&EEB ELECTRONICS

|ZP24D-250RM-SR / ZxT24-RM =l
jcom =l
3600 =

B =
IS Bit Passing j

|15 =]
Autn Search 'Eg\;nar:;:dd Return

x|

Figure 5-22 Advanced Command Button
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Pressing the Advanced Command Button will bring up the following screen.

x|
CC - Command Sequence Im 00 - FF
BT - Guard Time Before Im 00 - FFFF
AT -Guad Time After  [0388 = 00-FFFF

Ok Cancel

Figure 5-23 Advanced Command Button

CC - Command Seguence:

The CC command is used to set/read the ASCII character used

between guard times of the AT Command Mode Sequence (BT + CC + AT). This sequenc
e enters the modem into AT Command Modeso that data entering the modem (from the h
ost) is recognized as a command instead of payload. The default value of 2B is equivalent
to “+” in ASCII.

BT — Guard Time Before & AT — Guard Time After: Sets the required period of silence
before, after and between the Command Mode Characters of the Command Mode
Sequence (GT + CC + GT). The period of silence is used to prevent inadvertent entrance
into AT Command Mode.

Return Button: The Return Button is used to return to the manager main screen.

x|

BeB EL ECTRONICS

Model : I j
Com. Port:

Baud: 9600 =l

Data Bits: I a ﬂ
Parity : I None ﬂ

Stop Bit: I1 ﬂ

Connect Auto Search .Edvanced Feturn
anrmand

Figure 5-24 Return Button
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5.3.2.1 Radio Modem Settings (ZXT9-RM)
=1ox]

Bas|cModemSett\ngS| Advanced Modem Settings I RS51 Range Test |

(B 7
X
s
X
BsB EL ECTRONICS
Zlins-L B
|2PaD115RMLR s 2XT3RM  ~]
Function Set Wersion
|zUn< ss00/1sk HOPPING ] [123 =l
Charnel Number IUD 3: 0o - 09
Network Identifier |3332 3: 0000 - FFFF
Destination Address IDDDD 3: 0000 - FFFF
Baud R ate ISBDD vl
Parity INona vl
Stop Bit |1 Stop Bit 'l
Flow Control INo software flow control j
pdate | E it | Fiestare Defaults
[
Setéread radio modem Yendor [dentification Mumber (WD) Only radio modems with
matching YID s can communicate with each ather.
RAMGE: 0:0-0<7FFF

Figure 5-24 Basic Radio Modem Settings (ZXT9-RM)

Basic Modem Settings Tab:

The Basic Modem Settings Tab is used to configure the following
parameters

Model Number: Displays the model number of the radio modem.
Function Set: Dependent on firmware.
Version: Dependent on firmware.

Channel Number: Set/read spread spectrum channel on which modem
communicates. Separate channels minimize interference between
multiple sets of modems operating in the same vicinity. The Range is:
0x0 to 0x9. Default is 00.

Network ldentifier: Set/read radio modem Vendor Identification Number
(VID). Only radio modems with matching VIDs can communicate with
each other.

The range is 0x0-0x7FFF. Default is 3332.

Destination Address: Set/read module's destination address. The range
is 0X0-OxFFFF. Default is FFF7.

Baud Rate: Select serial interface rate (speed for data transfer between
radio modem and host). Serial data rate does not have to match the RF
data rate which is adjustable using the BR command on the Advanced

Tab. If the serial data rate is set higher than the RF data rate, CTS may
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Basic Modem Settings  Advanced Modem Settings I RASSI Range Tastl

BsB ELECTRONICS

Document Number: pnZXTxRM-0712m

need to be observed to prevent buffer overrun. Range is 1200 to
230400 baud. Default is 9600.

Parity: Refer to section 5.3.2

Stop Bit: Refer to section 5.3.2

Flow Control: Select flow control options. Enables software flow control
(XON/XOFF) between radio modem and host. Choices are Software
Flow Control or No Flow Software Flow Control. Default is No Software
Flow Control.

Click “Update” to save changed settings. Click “Restore Defaults” to
restore the default settings. Click “Exit” to exit.

Advanced Modem Settings Tab:

The Advanced Settings Tab is used to configure Networking/Security,
Serial Interfacing, RF Interfacing, Diagnostics, Sleep (Low Power), and
Command Mode features.

Click “Update” to save changed settings. Click “Restore Defaults” to
restore the default settings. Click “Exit” to exit.

=2 5

P

ZlinzLR

|zPeD-118RMLR 7 ZXTSRM ¥ ]

Function Set Wergion
|zuneseoosisk HOPPING =] [123 =l

pdate

Metworking/Secuiily
Serial Interfacing

RF Interfacing
Diaghostics

Sleep (Low Power)
Cammand Mode Optians

Exit Festare Defaults

Configure addressing, delivery and security options

Figure 5-25 Advanced Radio Modem Settings (ZXT9-RM)
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Networking and Security: Used to configure addressing and security
options.

I Zlinx Radio Modem = =l 3

Basic Modem Settings  Advanced Modem Settings | RSSI Range Test I

7=2 %

N
BeB ELECTRONICS

/

Zlinz LR

|ZPID-11ERMLR / ZAT9RM 7|

Function Set Wergion

|ZLIN% 9600/118K HOPPING | [123 |

B~  Metworking/Security

----- 1D - Modem VID

----- HF - Hopping Channel [0]
----- DT - Destination dddress [0]
----- MY - Source Address [FFFF]
----- MK, - Addreszs Maszk [FFFF]
----- FiR - Feties [4]

----- MT - Multiple-Tranzmit [0]

----- RM - Delay Slotz [0]

----- TT - Streaming Limit [0]

----- KX - AES Encryplion Key [0]

| v

E-  Serial Interfacing |

E-  RF Interfacing

B~  Diaghostics

Bl Sleen | ow Prioerd LI
1 pdate Exit Frestore Defaults

Set/read radio modem Yendor |dentification Mumber [VID]. Only radio modems with
matching YDz can communicate with each other.
RANGE: 0x0-07FFF

Figure 5-26 Networking and Security Options (ZXT9-RM)

ID — Modem VID: Set on the Basic Tab. Set/read radio modem Vendor
Identification Number (VID). Only radio modems with matching VIDs
can communicate with each other.

The range is 0x0 to OX7FFF

HP — Hopping Channel: Set/read spread spectrum channel on which
modem communicates. Separate channels minimize interference
between multiple sets of modems operating in the same vicinity.

The range is 0x0 to 0x9.

DT — Destination Address: Set/read module's destination address. The
range is 0x0 to OxFFFF

MY — Source Address: Set/read module's source address. If set to
OxFFFF, then the DT address is used for both source and destination
addresses.

The range is 0x0 to OxFFFF

MK — Address Mask: Set/read the module address mask for
configuration of local and global address spaces. The range is 0x0 to
OXFFFF.

RR — Retries: Set/read maximum number of RF packet delivery
attempts. If RR is non-zero and MT is zero, packets sent from the radio

will request an acknowledgement, and can be resent up to

RR times if no acknowledgements are received. The range is 0x0 to
OxFF.
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MT — Multiple Transmit: Set/read number or retransmissions. If MT
parameter is a non-zero value, RR is ignored and all packets are sent
MT+1 times, without any delay between the transmissions.

RANGE: 0x0 to OxFF

RN — Delay Slots: Set/read the maximum number of delay slots used
for random back-off algorithm after transmission failure. A delay slot is 5
msec when BR=1 and 54 msec when BR=0. The range is 0x0 to OxFF.

TT — Streaming Limit: Set/read maximum number of continuous bytes
transmitted by one module before forcing a delay that allows other
modules to transmit. O = disabled. The range is 0x0to OXFFFF.

KY — AES Encryption Key: Set/read AES encryption settings. Set 256-
bit key (64 hex digits) on multiple radios for encrypted RF
communication. Set to '0' to disable encryption. Reading parameter
returns a '0" (encryption disabled) or '1' (enabled). The key cannot be
read for security reasons. When this option is highlighted, a SET box
will appear on the right. Clicking this box will bring up the AES
Encryption entry screen.

[ zlinx Radio Modem = o] x|
Basic Madem Settings  Advanced Modem Settings | RSSI Range Test |
-2
i
=4
BsB ELECTRONICS
Zlire-LR
ZPAD11SAM-LR /2XTSAM =
Function Set Version
[zumx ek HOPPING ] [123 |
| [=] Networking/Security ;I
1D - Mndem WD 133371
x|

Clear 0K | Cancel |

TT - ShEarmng Lt (0]

; KoY - AES Enciyption Key [0] et

Serial Interfacing

FIF Intesfacing

Diagnostics

m Slaan (1o Prmerl =l

Wpdate: | Exit | FRestore Defaults |

Set/read AES encryption settings. Set 256-bit key (64 hex digits) on multiple radios for
encippted RF commurication. Set to ' to disable encrpption. Feading parameter ieturms
2 '0' [encryption disabled) ar '1' [enabled). The key cannot be read for security reasans,

Figure 5-27 KY- AES Encryption Entry Screen (ZXT9-RM)
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Serial Interfacing: Used to change modem interfacing options.

I Zlinx Radio Modem

Basic Modem Settings  Advanced Modem Settings | RSSI Range Test |

BsB ELECTRONICS

Zlinz-LR

=2

|2PED115RMALR / 24T3RM ]

Function Set

Version

IZLINX 9E00/115K HOPPING j |123

B Sei
ME
5B
RE

Cs

e RF Interfacing
.. Mizanne s

=

=I5

o=
&

"..“

Vil i

work cLrity
al Interfacing

- Baud Rate [3]

- Parity [0]

- Stop Bits [0]

- Packetization Threshold [2048]

RO - Packetization Timeout [3]
PE -

M aximum RF Packet Size [2048]
- Fin 39 Configuration [0]

- Pinn 10 Configuration [0]

- Pitn 3 Configuration [2]

- Software Flow Control [0]

- Flows Cantral Threshold [BEF]

Update E it

Eestore Defaults

Configure addre:

s5ing, delivery and security options

Figure 5-28 Serial Interfacing (ZXT9-RM)

BD — Baud Rate: Select serial interface rate (speed for data transfer
between radio modem and host). Serial data rate does not have to
match the RF data rate which is adjustable using the BR command. If
the serial data rate is set higher than the RF data rate, CTS may need
to be observed to prevent DI buffer overrun. This is a pull down option.

Selections are:

0-1200
1-2400

2 —4800
3-9600

4 —-19200
5 —-38400
6 - 57600
7 —115200
8 — 230400

NB — Parity: Select parity settings for UART communications. This is a
pull down option. Selections are:

0 — None
1-Even
2-0dd

3 — Mark
4 — Space

SB — Stop Bits: Select number of stop bits used for UART
communications. This is a pull down option. Selections are:

0 — 1 Stop Bit
1 - 2 Stop Bits
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RB — Packetization Threshold: Set/read character threshold. RF
transmission is begun after receiving RB bytes, or after receiving at
least 1 byte and seeing RO character times of silence on the UART.

RO — Packetization Timeout: RF transmission begins after receiving
RB bytes, or after receiving at least 1 byte and seeing RO character
times of silence on the UART. If RO=0, then RB bytes must be received
before beginning transmission.

RANGE: 0x0 to OxFFFF.

PK — Maximum RF Packet Size: Set/read maximum RF packet size.
Must be 256 (0x100) or less for 9600 baud RF rate (BR=0), and 2048
(0x800) or less for 115200 baud RF rate (BR=1).The range is 0x1 to
0x800.

CS — Pin 9 Configuration: Select behavior of serial Terminal Block
position 9 (CTS). This is a pull down option. Selections are:

0 — CTS Flow Control

1 — RS-485 Enable Low
2 — GPO1 Static High

3 — RS-485 Enable High
4 — GPO1 Static Low

RT — Pin 10 Configuration: Select function for serial Terminal Block
position 8 (RTS).
This is a pull down option. Selections are:

0 — Unused
1 — Binary Command Indicator
2 — RTS Flow Control

FL — Software Flow Control: Select flow control options. Enables
software flow control (XON/XOFF) between radio modem and host. This
is a pull down option.

0 — No Software Flow Control

1 — Use Software Flow Control

FT — Flow Control Threshold: Set/read the flow control threshold. De-
assert CTS and/or send XOFF when FT bytes are in the UART receive
buffer. The range is 0x0 to OXFFFF.

RF Interfacing - Change RF interface options.
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=2 B¢

|zPap-115RMLR s 20T9RM 7]
Function Set “Wersion

[zunx seoosse popPNG =] [123 =l

=]

EH-E-E

Netwarking/S ecurity
Serial Interfacing

Diagnostics
Sleep [Low Power)
Command Mode Options

Update: Exit Frestore Defaults

BR - RF Diata Rate [1]

PL - T Pawer Level [4]
T - Tranamit Only [0]

F5 - Forced Syne Time [0]

Change RF interface options

Figure 5-28 REF Interfacing (ZXT9-RM)

BR — RF Data Rate: Select RF data rate (over-the-air transmission
rate). This is a pull down option. Selections are:

0 — 9600 bps
1-115200 bps

Selecting 9600 can extend the radio modem’s range, but limit its
throughput. Selecting 9600 can maximize the throughput, but the range
will be limited.

PL — TX Power Level: Select transmit power level. This is a pull down
option. Selections are:

0-1mw
1-10 mw
2-100 mW
3 -500 mW
4 —1 Watt

TX =Transmit Only: Select TX/RX or TX Only. This is a pull down
option. Selections are:

0 — Transmit and Receive
1 — Transmit Only

ES — Forced Sync Time: Set/read forced re-sync period. Normally only
the first packet of a transmission event contains the sync preamble. This
command allows forced periodic sync preambles during long
transmission events. Zero disables this feature. The range is 0x0 to
OXFFFF.
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SL - Serial Mumber Low
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TF - Board Temperatuie
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GD - Receive Good Count
TR - Delivery Failure Count

=2 Sleep [Low Power]

e} Command Mode Options

Update: Ezit

Kl

Riestore Mefaults

Access diaghostic parameters

Figure 5-29 Diagnostics (ZXT9-RM)

Diagnostics: Access diagnostic parameters.

VR = Firmware Version: Read module firmware version number. Read

Only Function.

HV — Hardware Version: Read module hardware version number.

Read Only Function.

SH — Serial Number High: Read high 16 bits of 32 bit unique serial

number. Read Only Function.

SL — Serial Number Low: Read low 16 bits of 32 bit unique serial

number. Read Only Function.

RP — RSSI PWM Timer: Set/read duration of PWM (pulse width
modulated) output. The PWM output encodes fade margin (RX signal
strength relative to RX sensitivity) by varying the duty cycle of a 125Hz
square wave. The range is 0x0 to OxXFF

TP — Board Temperature: Read current temperature of module in
degrees Celsius (8-bit twos-complement, eg. 26C = 0x1A, -10C =

0xF6). Read Only Function.

%V — Board Voltage: Read supply voltage to module (VCC) multiplied
by 65536 (eg. 5.02V = 5.02*65536 = 0x5051F, maximum of 5 digits

returned). Read Only Function.

DB — Receive Signal Strength: Read signal level of last good packet

received (RSSI) in dB (reports absolute value, eg. -88dBm = 0x58,
accurate between -40 dBm to RX sensitivity). Read Only Function

ER — Receive Error Count: Set/read number of RF Packets rejected
because of bit errors in packet. Read Only Function.
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GD — Receive Good Count: Set/read number of RF Packets
successfully received. Read Only Function.

TR — Delivery Failur Count: Read number of RF packets sent where
retries expire with no ACK received (when RR>0). Read Only Function.

Sleep — Low Power: Radio modem can be put into Sleep Mode to

reduce the amount of power consumed.

I Zlink Radio Modem ] 4

Basic Modem Settings  Advanced Modem Settings I R55I Range Test |

(B9 %
BsB ELECTRONICS
ZlinsLR
|ZPAD115RMALR /ZXTSRM x|
Function Set Wersion
[z g sk HOPPING =] [12a |

B~ Mebworking/Securnty
- Serial Interfacing
#-  AF Interfacing

ST - Time betare Sleep [64]

HT - Time befare ‘W ake-up Initizlizer [FFFF]
LH - ake-up Initializer Timer [1]

P - Pin ' ake-Up [0]

[~  Command Mode Optiors

Update Exit Hestare Defaults

Radio modem can be put inta 5leep Mode to reduce the amount of power consumed

Figure 5-30 Sleep (Low Power) (ZXT9-RM)

SM — Sleep Mode: Select Sleep Mode option. Lowest power is

achieved using the SHDN signal. Cyclic sleep can be used to trade idle
current consumption for transmission latency. This is a pull down option.

Selections are:

0 — No Sleep

1 — Pin Sleep (DTR Pin used for this feature)
2 — Serial Port Sleep

3 — Reserved

4 — Cycle 1 Second

5 — Cycle 2 Seconds

6 — Cycle 4 Seconds

7 — Cycle 8 Seconds

8 — Cycle 16 Seconds

ST —Time Before Sleep: Set/read time period of inactivity (no serial or
RF data is sent or received) before activating Sleep Mode - Only valid
with Cyclic and Serial Port Sleep settings. The range is 0x10 to OxFFFF.

HT — Time Before Wakeup Initializer: Set/read time of inactivity (no
serial or RF data is sent or received) before a Wake-up Initializer is
sent. HT should be set shorter than ST of all remote radios. The range
is 0x0 to OXFFFF.
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LH — Wake-up Initializer Timer: Set/read time of the Wake-up
Initializer used to wake remote radios that are in cyclic sleep mode.
Time of Wake-up Initializer should be longer than that of the remotes
radio's cyclic sleep cycle (SM 4-8). The range is 0x0 to OxFF.

PW — Pin Wake-up: Select pin wake-up options. When PW=1, pin
wake-up from Cyclic Sleep Mode is enabled. This is a pull down option.
Selections are:

0 — Disable
1 - Enable

Command Mode Options — Commands that change AT command
mode behavior.

=2

[zl seooisk HoPPNG = [123 =l

o-E-E-E-E-E

MNetworking/Secuity
Serial Interfacing
RF Interfacing
Diagnostics

Sleep [Low Power]

BT - Guard Time Befare [4]

CC - Command 5equence Character [2B]
AT - Guard Time After [4]

LT - Command Mode Timeout [C5]

W plate: Ezit Restore [efaulls

Commands that change AT command mode behavior

Figure 5-28 Command Mode Options (ZXT9-RM)

BT — Guard Time Before: Set/read required DI pin silent time before
the Command Sequence Characters of the Command Mode Sequence
(BT+CC_AT). The DI silent time is used to prevent inadvertent entrance
into Command Mode. The range is 0x0 to OxFFFF.

CC - Command Sequence Character: Set/read ASCII character to be
used between Guard Times of the AT Command Mode Sequence
(BT+CC+AT). The AT Command Mode Sequence causes the radio
modem to enter Command Mode (from Idle Mode).

The range is 0x20 to Ox7F.

AT — Guard Time After: Set/read required DI pin silent time after the
Command Sequence Characters of the AT Command Mode Sequence
(BT+CC+AT). The DI silent time is used to prevent inadvertent entrance
into Command Mode. The range is 0x2 to Ox7FFC.

CT — Command Mode Timeout: Set/read time period of inactivity (no
valid commands received) after which the radio modem automatically

exits from Command Mode and returns to Idle Mode. The range is 0x2
to OXFFFF.
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Radio Modem Settings (ZXT24-RM)

SR/ ZXT24 ik g

Set Yersion

Updatz, | Exit | Restare Diefaults

Figure 5-29 Basic Radio Modem Settings (ZXT24-RM)

Basic Modem Settings Tab:

The Basic Modem Settings Tab is used to configure the following
parameters

Model Number: Displays the radio modem model number.
Function Set: Functions supported by firmware.
Version: Firmware version.

Channel Number: Set/read the channel number (Uses 802.15.4 channel
numbers). The range is OxC to 0x17

Network Identifier: Set the PAN (Personal Area Network) ID. Use
OxFFFF to send message to all PAN's. The range is 0x0 to OxFFFF.

Destination Address: Set/read the lower 32 bits of the 64 bit destination
address. Set the DH register to zero and DL less than OxFFFF to
transmit using a 16 bit address. 0x000000000000FFFF is the broadcast
address for the PAN. The range is 0x0-OxFFFFFFFF.

Baud Rate: Set/read the serial interface baud rate for communication
between modem serial port and host. Request non-standard baud rates
with values above 0x80 using a terminal window. Read BD register to
find actual baud rate achieved

Parity: Not Selectable

Stop Bit: Not Selectable

Flow Control: Not Selectable
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Click “Update” to save changed settings. Click “Restore Defaults” to
restore the default settings. Click “Exit” to exit.

Advanced Modem Settings Tab:

The Advanced Settings Tab is used to configure Networking/Security,
RF Interfacing, Sleep Modes (Non Beacon), Serial Interfacing,
Diagnostics, and AT Command Mode features.

Click “Update” to save changed settings. Click “Restore Defaults” to
restore the default settings. Click “Exit” to exit.

H zlinx Radio Modem o]

Basic Modem Settings  Advanced Modem Settings | R5SI Range Test |

(B8

BsB ELECTRONICS

Zinz-SR

ZP24D-250RM SR / ZHT24RM =

Function Set Version
[2Lirw a0215.4 =l [ =]

FF Interfacing
Sleep Mades [NonBeacan]
Serial Interfacing

: Diagnostics

AT Command Options

Update Exit Restare Defauls

Change networking settings

Figure 5-30 Advanced Radio Modem Settings (ZXT24-RM)

Networking and Security: Used to configure addressing and security
options.

[l 2lin Radio Modem =) x|

Basic Modem Sellings  Advanced Modem Setlings | B3| Rangs Test |

7 =24 Y

ParaN
BsB ELECTRONICS

ZlinxSH
ZP24D-250RM-SR / ZXT24-RM =
Function Set Version

ZLinx: B02.15.4 B 1081 B

annel
D - PAN ID [3332]
DH - Deestination Address High [0]

DL - Deslination #ddress Low [0]

MY - 1B-bit Source Address [0]

SH - Serial Number High

5L - Seral Number Low

FiN - Random Delay Slots [0]

MM - MAL Mode 0]

CE - Coardinater Enable [0]

SC - Scan Channels [1FFE]

5D - Gean Duration [4]

A1 - End Device Association [0]

. el <cerision 11 I

Update: Exit Restare Defaults |

Change netioiking sellings

Figure 5-31 Network and Security Settings (ZXT24-RM)
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Networking and Security: Set/read the channel number (Uses
802.15.4 channel numbers). The range is OxC to 0x17.

ID — PAN ID: Set the PAN (Personal Area Network) ID. Use OXFFFF to
send message to all PAN's. The range is 0x0 to OxFFFF.

DH — Destination Address High: Set/read the upper 32 bits of the 64
bit destination address. Set the DH register to zero and DL less than
OXFFFF to transmit using a 16 bit address. 0x000000000000FFFF is the
broadcast address for the PAN. The range is 0x0 to OXFFFFFFFF.

DL — Destination Address Low: Set/read the lower 32 bits of the 64 bit
destination address. Set the DH register to zero and DL less than
OXFFFF to transmit using a 16 bit address. 0x000000000000FFFF is
the broadcast address for the PAN. The range is 0x0 to OxFFFFFFFF

MY — 16 Bit Source Address: Set/read the 16 bit source address for
the modem. Set MY = OxFFFF to disable reception of packets with 16
bit addresses. 64 bit source address is the serial number and is always
enabled. The range is 0x0 to OxFFFF.

RM — Random Delay Slots: Set/Read the minimum value of the back-
off exponent in the CSMA-CA algorithm that is used for collision
avoidance. If RN=0, collision avoidance is disabled during the first
iteration of the algorithm (802.15.4 - macMIinBE). The range is 0x0 to
0x3.

MM — Mack Code: Set/Read MAC Mode value. MAC Mode
enables/disables the use of a the header in the 802.15.4 RF packet.
When Mode 0 is enabled (MM=0), duplicate packet detection is enabled
as well as certain AT commands. Modes 1 and 2 are strict 802.15.4
modes. This is a pull down option. Selections are:

0 — 802.15.4 + MaxStream® Header
1-802.15.4 No ACKS’s
2 —802.15.4 With ACK’s

CE — Coordinator Enable: Set/Read the coordinator setting. This is a
pull down option. Selections are:

0 - End Device
1 - Coordinator.

SC — Scan Channels: Read/set list of channels to scan for Active and
Energy Scans as bitfield. Scans may be initiated by ATAS, ATED
commands and during End Device Association and Coordinator startup:
Bit 15 - Ch. Ox1A ... Bit 0 -Ch. Ox0B (bits 15, 14 and 0 not available on
ZLinx). The range is 0x0 to OXFFFF.

SD — Scan Duration: Set read the Scan duration exponent. The
exponent configures the duration of the active scan during association.
Set End Device SD = BE of beaconing coordinator. Scan Time = N* (2
A SD) * 15.36ms. N=# channels: ZLinx = 16, ZLinx/Pro = 13. The range
is 0x0 to OxOF.
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Al — End Device Association: Set/read End Device association
options. Options enabled when bits are set: bit3 - Poll coordinator on pin
wake, bit2 - Auto Associate, bitl - Allow Channel reassignment, bitO -
Allow Panld reassignment. This is a pull down option. Selections are:

0 — 0000b
1-0001b
2-0010b
3-0011b
4 —0100b
5-0101b
6 —0110b
7-0111b
8 — 1000b
9 -1001b
10 - 1010b
11 -1011b
12 - 1100b
13 -1101b
14 -1110b
15-1111b

A2 — Coordinator Association: Set/read Coordinator association
options. Options enabled when bits are set: bit2 - Allow Association,
bitl - Allow Channel reassignment, bitO - Allow Panld reassignment.
This is a pull down option. Selections are:

0 - 000b
1-001b
2-010b
3-011b
4 —100b
5-101b
6 — 110b
7-111b

RF Interfacing: Used to change RF interface options.

El zlinx Radio Modem — =] x|
Basic Modem Settings Advanced Modem Seitings | Fi5S1 isngs Test|
=2
&

?S.?B ELECTRONICS

ZP24D-250RM-5R / Z<T24-RM =

Function Set Version

[ZLine 80215.4 | [roet =l

inge |

g
FL - Pover Level [4]
- CCA4 Threshold [20]

Sleep Modes (NonBeacon]

Seial Interfacing

Diagnostics

4T Command Options

E-E-E-E

Update, Exit Restare Defaults

Change networking saflings

Figure 5-32 RF Interfacing (ZXT24-RM)
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PL — Power Level: Select/Read transmitter output power. This is a pull
down option. Selections are:

0 — 10dBm (Lowest)

1-12dBm (Low)

2 — 14dBm (Medium)
3 —16dBm (High)

4 — 18dBm (Highest)

CA — CCA Threshold: Set/read the Clear Channel Assessment (CCA)
threshold. If the modem detects energy above the CCA Threshold, if will
not transmit. The CCA parameter is measured in units of -dBm. The
range is 0x0 to 0x50.

Sleep Mode (Non Beacon): Configure low power options for non-
beaconing systems.

[l 2linx Radio Modem o |l 3]
Baasic Modem Seltings  Advanced Modem Settings | Ri5S1 Rangs Test |
B? %]
A
BB ELECTRONICS
ZlinzSR
ZF24D-250RM-SF / ZXT24RM ¥
Function Set Version
[ZLine B02.15.4 | [ioet |

Networking & Securty
&)

le=p Modes (NonBeacan)
Sh - Sleep Mode (0]

ST - Time before Sleep (1388]

SP - Cuelic Sleep Period (0]

DP - Disassoriated Cyclic Sleep Period [3E8]

Serial Inteifacing

Disgnastics

AT Command Options

Update Exit FRestare Detau(ts

Configure low power options for non beaconing systems

Figure 5-33 Sleep Mode (Non Beaconing) (ZXT24-RM)

SM — Sleep Mode: Set/read sleep mode: Pin Hibernate is lowest power,
Pin Doze provides the fastest wake up, Cyclic Sleep Remote with or
without pin wake up. This is a pull down option. Selections are:

0 — No Sleep
1 — Pin Hibernate
2 — Pin Doze

3 — Reserved (NOT USED)
4 — Cycle Sleep Remote
5 — Cycle Sleep Remote with Pin

ST — Time Before Sleep: Set/read time period of inactivity (no serial or
RF data is sent or received) before activating Sleep Mode. The ST
parameter is used only with Cyclic Sleep settings (SM=4-5). Set ST on
Cyclic Sleep Coordinator to match Cyclic Sleep Remotes. Range is 0x1
to OXFFFF.
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SP — Cycle Sleep Period: Set/read Cyclic sleep period for cyclic
sleeping remotes. Set SP on Coordinator to match End Device.
Coordinator will discard indirect messages after a period of 2.5*SP, set
Coordinator SP = 0 to send direct messages. Maximum sleep period is
268 seconds (0x68B0).

Range is 0x0 to 0x68B0.

DP — Disassociated Sleep Period: Set/read sleep period for cyclic
sleeping remotes that are configured for Association but that are not
associated to a Coordinator. Maximum sleep period is 268 seconds
(0x68B0). Range is 0x1 to 0x68B0.

Serial Interfacing: Change modem interfacing options.

O0-E-8-E

Networking & Securly
R Interfacing
Sleep Mades [WonBeacon]

ED - Interface Data Rate [3]

RO - Packstization Timeout [3]

D7 - DIO7 Configuration [1]

D6 - DIOE configuration [0]

05 - D105 configuiation [1]

PO - Pr/M0 Contfiguration [1]

AP - 4P Enable (0]

FF - Pullup Riesistor Enable [FF]
Diagnstics
AT Command Options

[Uprate: Exit Festore efaults

Change mademn interfacing options

Figure 5-34 Serial Interfacing (ZXT24-RM)

BD — Interface Data Rate: Set/read the serial interface baud rate for
communication between modem serial port and host. Request non-
standard baud rates with values above 0x80 using a terminal window.
Read BD register to find actual baud rate achieved. This is a pull down
option. Selections are:

0-1200
1-2400

2 —4800
3-9600

4 —19200
5 —-38400
6 — 57600
7 —-115200

RD — Receive Packetization Timeout: Set/read nhumber of character
times of inter-character delay required before transmission begins. Set
to zero to transmit characters as they arrive instead of buffering them
into one RF packet. The range is 0x0 to OXFF.
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D7 — DIO7 Configuration: Configure options for the DIO7 line of the
module. Options include: CTS flow control. This is a pull down option.
Selections are:

0 — Disable
1 - CTS Flow Control

D6 — DIO6 Configuration: Configure options for the DIO6 line of the
module. Options include: RTS flow control. This is a pull down option.
Selections are:

0 — Disable
1 - RTS Flow Control

D5 — DIOS Configuration: Configure options for the DIO5 line of the
module. Options include: Associated LED indicator (blinks when
associated). This is a pull down option. Selections are:

0 — Disable
1 — Associated Indicator

PO - PWMO Configuration: Select/Read function for PWMO. This is a
pull down option. Selections are:

0 — Disable
1-RSSI

AP — API| Enable: Enables APl mode. This is a pull down option.
Selections are:

0 — API Disabled
1 - API Enabled
2 — API Enabled with PPI

PR — Pull Up Resistor Enable: Set/read bitfield to configure internal
pullup resistors status for I/O lines. 1=internal pullup enabled, 0=no
internal pullup. Bitfield map: Bit 7 - DIN (P3), Bit 6 - IO8/SLEEP_RQ
(P9), Bit 5 - DIOB/RTS (P16), Bit 4 - DIOO (P20), Bit 3 - DIO1 (P19), Bit
2 - DIO2 (P18), Bit 1 - DIO3 (P17), Bit 0 - DIO4 (P11). The range is 0x0
to OxFF

Diagnostics: Access diagnostic parameters.
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Figure 5-35 Diagnostics (ZXT24-RM)

RP — RSSI PMW Timer: Set/read PWM timer register. Set duration of
PWM (pulse width modulation) signal output. The signal duty cycle is
updated with each received packet and is shut off when the timer

expires. The range is 0x0 to OxFF.

AT Command Options: Change AT command mode behavior.

I8 Zlinx Radio Modem

Basic Modem Settings  Advanced Modem Settings | R55| Range Testl

BB ELECTRONICS
Zinz-5H

|ZP24D-250RM-SR / Z2T24RM x|
Funstion Set
|ZLinw 802.15.4

Wersion

=] [ios

=

=l01x]

MNetworking & Secuiity

RF Interfacing

Sleep Modes [MorBeacon]
Serial Interfacing

O-8-E8-8-8-8

. AT Command Options
é CT - AT Command Mode Timeout [E4]

GT - Guard Times [3E8]
CC - Command Sequence Character [2B]

Update Exit Fiestore Defaults

\hooess disgnostic parameters

Figure 5-36 AT Command Options (ZXT24-RM)
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CT — AT Command Mode Timeout: Set/read command mode timeout
parameter. If no valid commands have been received within this time
period, modem returns to Idle Mode from AT Command Mode. The
range is 0x2 to OxFFFF

GT — Guard Times: Set required period of silence before, after and
between the Command Mode Characters of the Command Mode
Sequence (GT + CC + GT). The period of silence is used to prevent
inadvertent entrance into AT Command Mode. The range is 0x2 to
OxFFFF.

CC — Command Seguence Character: Set/read character value to be
used to break from data mode to command mode. The default value
<2Bh> is the ASCII code for the plus ('+') character. The range is 0x0 to
OXFF.

Radio Modem Configuration Screen (Off-Line)

The Off-Line Configuration is used to view the normal default settings for the radio modem
when a modem is not connected.

This can be used when providing telephone assistance to a field technician, and to look at
the settings available while reviewing the manual.

Radio Modem Firmware Update Screen

From time to time firmware updates will become available. These updates are installed
through the firmware update screen.

B
(87

BsB ELECTRONICS

E Radio Modem Configuration
g Radio Modem Configuration (Offline

ﬁ Radio Modem Firmware Updater
@ Return to Manager Screen

<l et

Figure 5-37 Manager Screen

Clicking the Radio Modem Firmware Updater link will take you to the firmware update
screen. Section six contains instructions to update the firmware.
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BB ELEC TFIDNIGS‘
Modem Function Set Wersion
ZP24D-250RM-SR / ZXT24-RM lz,_in,‘ 802.15.4 -:‘ |1 084 _'J

[

UPDATE |

Exit |

Figure 5-38 Firmware Update Screen

5.3.5 Return to Manager

The Return to Manager Link is used to take you out of the radio modem screen back to

the main ZIlinx® screen
5.3.6 Exit

Exit is used to exit the program.

Page

59



Document Number: pnZXTxRM-0712m

Section Six — Startup and Configuration

6.0 Startup and Configuration

6.1 Basic Settings

=~

Zlinx-SR

Function Set

Zlinx Radio Modem 9

Basic Modem Settings | Advanced Modem Settings | RSS! Range Test |

=2

BsB EL ECcCTRONICS

ZP24D-250RM-SR / ZXT24-AM ¥

Version

Defaulls

=loix]

ZLinx 802.15.4 - -
Channel Number fic = o
Netwark Identifier 3332 =] 0000-FFFF
Destination Address 0000 3: 0000 - FFFF
Baud Rate T
Paiity l—;l
Stop Bit |—;|
Flow Control =
Update | Exit | Restore
I
Set/iead the channel number [Uses 802.15.4 channel numbers).
RANGE: 0+C-0x17
Figure 6-1 Radio Modem Basic Settings

6.1.1 Channel Number

This identifies the channel within the 900 MHz or 2.4 GHz band that you are using. The
channel you select must be the same on every Zlinx® product you desire to communicate
with. If interference is experienced from other devices outside your control, you can
change to another channel to improve communications.

6.1.2 Network Identifier

The network identifier is used to separate Zlinx® products into networks. The network
identifier must be the same on each product you desire to communicate with.

6.1.3 Baud Rate, Stop Bits, Parity, and Flow Control

Refer to section 5.3.2.1 and 5.3.2.2

6.2 Advanced Settings

Advanced modem tab is described in section five.
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6.3 RF Modem Operation

6.3.1

6.3.2

6.3.3

Transport Operation

By default, modem operates in Transparent Mode. When operating in this mode, the
modems act as a serial line replacement - all received UART data is queued up for RF
transmission. When RF data is received, the data is sent out of the modem.

Serial to RF Packetization

Data is buffered in the input buffer until one of the following causes the data to be
packetized and transmitted:

No serial characters are received for the amount of time determined by the RO
(Packetization Timeout) parameter. If RO = 0 packetization begins when a character is
received.

The maximum number of characters that will fit in an RF packet (2048 for ZXT9-RM) (202
for ZXT24-RM) is received.

The Command Mode Sequence (GT + CC + GT) is received. Any character buffered in
the input buffer before the sequence is transmitted.

If the modem cannot immediately transmit (for instance, if it is already receiving RF data),
the serial data is stored in the input buffer. The data is packetized and sent at any RO
timeout or when the maximum packet size is received.

If the input buffer becomes full, hardware or software flow control must be implemented in
order to prevent overflow (loss of data between the host and modem).

API Operation

API (Application Programming Interface) Operation is an alternative to the default
Transparent Operation. The frame-based API extends the level to which a host application
can interact with the networking capabilities of the modem.

When in APl mode, all data entering and leaving the modem is contained in frames that
define operations or events within the modem.

Transmit Data Frames (received by modem) include:

RF Transmit Data Frame

Command Frame (equivalent to AT commands)

Receive Data Frames (sent out by modem) include:

RF-received data frame
Command response

Event notifications such as reset, associate, disassociate, etc.

The API provides alternative means of configuring modems and routing data at the host
application layer. A host application can send data frames to the modem that contain
address and payload information instead of using command mode to modify addresses.
The modem will send data frames to the application containing status packets; as well as
source, RSSI and payload information from received data packets.
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The API operation option facilitates many operations such as the examples cited below:
Transmitting data to multiple destinations without entering Command Mode
Receive success/failure status of each transmitted RF packet

Identify the source address of each received packet

To implement API operations, refer to API| sections.

Flow Control

Input Buffer

When serial data received by modem, the data is stored in the input Buffer until it can be
processed.

Hardware Flow Control (CTS). When the input buffer is 17 bytes away from being full; by
default, the modem de-asserts CTS (high) to signal to the host device to stop sending
data [refer to FT (Flow Control Threshold) and CS (GPO1 Configuration) Commands].
CTS is re-asserted after the Buffer has 34 bytes of memory available.

Software Flow Control (XON). XON/XOFF software flow control can be enabled using
the FL (Software Flow Control) Command. This option only works with ASCII data.

How to eliminate the need for flow control:

e Send messages that are smaller than the input buffer size. The size of the input buffer
varies according to the packet size (PK parameter) and the parity setting (NB
parameter) used.

e Interface at a lower baud rate [BD (Interface Data Rate) parameter] than the RF data
rate (BR parameter).

Two cases in which the input Buffer may become full and possibly overflow:

e |If the serial interface data rate is set higher than the RF data rate of the modem, the
modem will receive data from the host faster than it can transmit the data over-the-air.

e |If the modem is receiving a continuous stream of RF data or if the modem is
monitoring data on a network, any serial data that arrives on the modem is placed in
the Input Buffer. The data in the input buffer will be transmitted over-the-air when the
modem no longer detects RF data in the network.

Output Buffer

When RF data is received, the data enters the output buffer and is sent out the serial port
to a host device. Once the output buffer reaches capacity, any additional incoming RF
data is lost. The output buffer stores at least 2.1 KB.

Hardware Flow Control (RTS). If RTS is enabled for flow control (RT Parameter = 2),
data will not be sent out the output buffer as long as RTS (pin 10) is de-asserted.

Software Flow Control (XOFF). XON/XOFF software flow control can be enabled using

the FL (Software Flow Control) Command. This option only works with ASCII data.

Two cases in which the output buffer may become full and possibly overflow:

e If the RF data rate is set higher than the interface data rate of the modem, the modem
will receive data from the transmitting modem faster than it can send the data to the
host.

e If the host does not allow the modem to transmit data out from the output buffer
because of being held off by hardware or software flow control.
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6.3.5 Sleep Mode

Sleep Modes enable the module to enter states of low-power consumption when not in
use. Three software Sleep Modes are supported:

e Pin Sleep (Host Controlled)
e Serial Port Sleep (Wake on Serial Port activity)
e Cyclic Sleep (Wake on RF activity)

In order to enter Sleep Mode, one of the following conditions must be met (in addition to
the modem having a non-zero SM parameter value):

e The modem is idle (no data transmission or reception) for the amount of time defined
by the ST (Time before Sleep) parameter. [NOTE: ST is only active when SM = 4-5.]

e SLEEP (DTR) is asserted (only for the 'Pin Sleep' option).

When in Sleep Mode, the modem will not transmit or receive data until the modem first
transitions to Idle Mode. All Sleep Modes are enabled and disabled using SM Command.
Transitions into and out of Sleep Modes are triggered by various mechanisms as shown in
the table below.

The SM (Sleep Mode) command is central to setting all Sleep Mode configurations. By
default, Sleep Modes are disabled (SM = 0) and the modem remains in Idle/Receive
Mode. When in this state, the modem is constantly ready to respond to serial or RF
activity.

Refer to the 'Hardware Sleep' section of the 'Shutdown Mode' section to enable the
modem's lowest power-consuming state.

6.3.5.1 Pin Sleep Mode

Pin Sleep (SM =1)
e  Pin/Host-controlled

This mode is voltage level activated. When DTR/SLP is asserted, the
modem will finish any transmitting or receiving activity; enter Idle Mode;
then enter a state of sleep. When in Pin Sleep Mode, the modem wiill
not respond to serial or RF activity.

After enabling Pin Sleep, the SLEEP pin controls whether the modem is
active or sleeping. When SLEEP is de-asserted, the modem is fully
operational. When SLEEP is asserted, the modem transitions to Sleep
Mode and remains in its lowest power-consuming state until the pin is
de-asserted.

Note: The modem will complete a transmission or reception before
activating Pin Sleep.

6.3.5.2 Serial Port Sleep Mode

Serial Port Sleep (SM = 2)
e Wake on serial port activity

Serial Port Sleep is a Sleep Mode in which the modem runs in a low
power state until serial data is detected on the modem.
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The period of time the modem sleeps is determined by ST (Time before
Sleep) Command. Once a character is received through the input, the
modem returns to Idle Mode and is fully operational.

6.3.5.3 Cycle Sleep Mode

Cyclic Sleep (SM = 4-8)

Cyclic Sleep Modes allow modems to periodically wake and check for
RF data. The modem wakes according to the times designated by the
Cyclic sleep settings. If the modem detects a wake-up initializer during
the time it is awake, the modem synchronizes with the transmitting
modem and receives data after the wake-up initializer runs its duration.
Otherwise, the modem returns to Sleep Mode and continues to cycle in
and out of activity until a wake-up initializer is detected.

While the modem is in Cyclic Sleep Mode, CTS is de-asserted (high) to
indicate that data should not be sent to the modem. When the modem
awakens to listen for data, CTS is asserted and any data received on
the modem input is transmitted.

The modem remains in Sleep Mode for a user-defined period of time
ranging from 0.5 seconds to 16 seconds (SM parameters 4 through 8).
After this interval of time, the modem returns to Idle Mode and listens for
a valid data packet for 100 ms. If the modem does not detect valid data
(on any frequency), the modem returns to Sleep Mode. If valid data is
detected, the modem transitions into Receive Mode and receives the
incoming RF packets. The modem then returns to Sleep Mode after a
period of inactivity determined by the ST "Time before Sleep"
parameter.

The modem can also be configured to wake from cyclic sleep when
DTR/SLP is de-asserted. To configure a modem to operate in this
manner, PW (Pin Wake-up) Command must be issued. Once the
SLEEP pin is de-asserted, the modem is forced into Idle Mode and can
begin transmitting or receiving data. It remains active until data is no
longer detected for the period of time specified by the ST Command, at
which point it resumes its low-power cyclic state.

Cyclic Scanning. Each RF transmission consists of an RF Initializer
and payload. The RF initializer contains initialization information and all
receiving modems must wake during the wake-up initial-izer portion of
data transmission in order to be synchronized with the transmitting
modem and receive the data.

6.3.6 Command Mode

To modify or read RF modem parameters, the modem must first enter into Command
Mode (state in which incoming characters are interpreted as commands). Two command
types are supported: AT Commands and Binary Commands.

For modified parameter values to persist in the modem registry, changes must be saved

to non-volatile memory using the WR (Write) command. Otherwise, parameters are
restored to previously saved values when the modem is powered off and then on again.
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Modem Configuration Switch

The Configuration Switch provides an alternate method for entering into
Command Mode.

To enter Command Mode at the default RF data rate of the modem,
remove power, hold the Configuration Switch (PB1) down and power up
the modem, then release the Configuration Switch.

The Serial port default is 115200, 8, N, 1.

AT Command Mode

Entering AT Command Mode

Send the 3-character command sequence "+++" and observe guard

times before and after the command characters.

Default AT Command Mode Sequence (for transition to Command

Mode):

e No characters sent for one second [refer to the BT (Guard Time
Before) Command]

e Input three plus characters (“+++”) within one second [refer to the
CC (Command Sequence Character) Command ].

e No characters sent for one second [refer to the AT (Guard Time
After) Command]

All of the parameter values in the sequence can be modified to reflect
user preferences.

Sending AT Commands

Send AT commands and parameters using the syntax shown below.

Syntax for sending AT Commands

"AT" ASCII
Prefix Command

Space = Parameter + Carriage
(Optional) (Optional, HEX) Return

Example: ATDL 1F<CR>

6.3.6.5

To read a parameter value stored in the RF modem’s register, omit the
parameter field.

The preceding example would change the RF modem Destination
Address (low) to “Ox1F.” To store the new value to non-volatile (long
term) memory, subsequently send the ATWR (Write) command before
powering off the modem.

System Response. When a command is sent to the modem, the
modem will parse and execute the command. Upon successful
execution of a command, the modem returns an OK message. If the
execution of a command results in an error, the modem returns an
“Error” message.

Exit AT Command Mode

If no valid AT Commands are received within the time specified by the
CT (Command Mode Timeout) Command, the RF modem automatically
returns to Idle Mode.
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To exit the AT command mode, send the ATCN (Exit Command Mode)
command (followed by a carriage return).

Binary Command Mode

Sending and receiving parameter values using binary commands is the
fastest way to change operating parameters of the modem. Binary
commands are used most often to sample signal strength [refer to DB
(Received Signal Strength) parameter] and/or error counts; or to change
modem addresses and channels for polling systems when a quick
response is necessary. Since the sending and receiving of parameter
values takes place through the same serial data path as 'live’ data
(received RF payload), interference between the two types of data can
be a concern.

Common questions about using binary commands:
What are the implications of asserting CMD while live data is being sent
or received?

After sending serial data, is there a minimum time delay before CMD
can be asserted?

Is a time delay required after CMD is de-asserted before payload data
can be sent?

How does one discern between live data and data received in response
to a command?

The CMD pin (pin 10) must be asserted in order to send binary
commands to the modem. The CMD pin can be asserted to recognize
binary commands anytime during the transmission or reception of data.
The status of the CMD signal is only checked at the end of the stop bit
as the byte is shifted into the serial port. The application does not allow
control over when data is received, except by waiting for dead time
between bursts of communication.

If the command is sent in the middle of a stream of payload data to be
transmitted, the command will essentially be executed in the order it is
received. If the modem is continuously receiving data, the radio will wait
for a break in the received data before executing the command. The
CTS signal will frame the response coming from the binary command.
A minimum time delay of 100 ps (after the stop bit of the command byte
has been sent) must be observed before the CMD pin can be de-
asserted. The command executes after all parameters associated with
the command have been sent. If all parameters are not received within
0.5 sec-onds, the modem returns to Idle Mode.

Note: When parameters are sent, they are two bytes long with the least
significant byte sent first. Binary commands that return one parameter
byte must be written with two parameter bytes.

Commands can be queried for their current value by sending the
command logically ORed (bit-wise) with the value 0x80 (hexadecimal)
with CMD asserted. When the binary value is sent (with no parameters),
the current value of the command parameter is sent back through the
DO pin.

IMPORTANT: In order for the modem to recognize a binary command,
the RT (GPI1 Configuration) parameter must be set to one. If binary
programming is not enabled (RT parameter value is not equal to ‘1’), the
modem will not recognize that the CMD pin is asserted and therefore
will not recognize the data as binary commands.
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6.4 ZXT9-RM Configuration

6.4.1 Advanced Programming

6.4.1.1 Programming examples using AT Commands

The programming examples in this section require the installation of a
hyper terminal program and a connection to a PC.

‘CR’ stands for carriage return:

Method 1 (One line per command)

Send AT Command System Response_
+H+ OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1AOD <Enter> OK <CR> (Modify Destination Address)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Mode)

Method 2 (Multiple commands on one line)

Send AT Command_ System Response_
+Ht OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1AO0D,WR,CN <Enter> OK <CR> (Execute commands)
6.4.1.2 Programming using binary commands

Example: Use binary commands to change the RF modem's destination
address to 0x1A0D and save the new address to non-volatile memory.

1. RT Command must be setto '1'in AT Command Mode to enable binary
programming

2. Assert CMD (Pin 10 is driven high). (Enter Binary Command Mode)
3. Send Bytes [parameter bytes must be 2 bytes long]:

00 (Send DT (Destination Address) Command)
0D (Least significant byte of parameter bytes)
1A (Most significant byte of parameter bytes)
08 (Send WR (Write) Command)

4. De-assert CMD (pin 10 is driven low). (Exit Binary Command Mode)

Note: CTS is high when a command is being executed. Hardware flow
control must be disabled as CTS will hold off parameter bytes.
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Modems expect numerical values in hexadecimal. Hexadecimal values are designated by
a “Ox” prefix. Decimal equivalents are designated by a “d” suffix.

é-cl)-mmand Binary Command | AT Command Name Parameter Range (C:gtrzgnoi;d ie?grtr?esd Default
0x2CCCA - Ox5BFFA [read-
%V 0x3B (59d) Board Voltage only] Diagnostics 4 -
Networking &
AM 0x40 (64d) Auto-set MY - Security - -
AP Serial
v2.x20* - APl Enable 0-2 Interfacing 1 0
Command
AT 0x05 (5d) Guard Time After 2 - (ATST-3) [x 100 msec] Mode Options | 2 0xO0A (10d)
0 - 8 (standard rates)
0x39 - 0x1C9C38 (non- Serial
BD 0x15 (21d) Interface Data Rate standard rates) Interfacing 4 3
BR 0x39 (57d) RF Data Rate 0-1 RF Interfacing | 1 1
Command
BT 0x04 (4d) Guard Time Before 0 - OXFFFF [x 100 msec] Mode Options | 2 0xO0A (10d)
Command Sequence Command 0x2B ["+"
CC 0x13 (19d) Character 0x20 - Ox7F Mode Options | 1 (43d)
Serial
CD 0x28 (40d) GPO2 Configuration 0-4 Interfacing 1 2
Command
CF - Number Base 0-2 Mode Options | 1 1
Command
CN 0x09 (9d) Exit Command Mode - Mode Options | - -
Serial
CS O0x1F (31d) GPO1 Configuration 0-4 Interfacing 1 0
Command Mode Command
CT 0x06 (6d) Timeout 2 - OXFFFF [x 100 ms] Mode Options | 2 0xC8 (200d)
Received Signal
DB 0x36 (54d) Strength Ox6E - 0x28 [read-only] Diagnostics 2 -
Networking &
DT 0x00 (0d) Destination Address 0 - OxFFFF Security 2 0
Command
EO 0x0A (10d) Echo Off - Mode Options | - -
Command
E1l 0x0B (11d) Echo On - Mode Options | - -
ER 0xOF (15d) Receive Error Count 0 - OxFFFF Diagnostics 2 0
Force Wake-up Sleep (Low
FH 0x0D (13d) Initializer - Power) - -
Serial
FL 0x07 (7d) Software Flow Control | 0-1 Interfacing 1 0
FS 0x3E (62d) Forced Sync Time 0 - OXxFFFF [x 10 msec] RF Interfacing | 2 0
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FT
GD

HP

HT
HV

KY

LH

MD
v2.x20*
MK

MT

MY

NB

PB
v2.x20*
PD
v2.x20*
PE
v2.x20*

PK
PL

PW

RB

RC
RE

RM
RN

0x24 (36d)
0x10 (16d)

0x11 (17d)

0x03 (3d)

0x27 (39d)
0x3C (60d)
0x0C (12d)
0x31 (49d)
0x12 (18d)
0x3D (61d)
Ox2A (42d)
0x23 (35d)

0x45 (69d)

0x47 (71d)
0x46 (70d)

0x29 (41d)
0x3A (58d)

0x1D (29d)

0x20 (32d)

OxOE (14d)

0x19 (25d)

Flow Control
Threshold
Receive Good Count

Hopping Channel
Time before Wake-up
Initializer

Hardware Version

Modem VID

AES Encryption Key
Wake-up Initializer
Timer

RF Mode

Address Mask
Multi-Transmit
Source Address
Parity

Polling Begin Address

Minimum Polling
Delay

Polling End Address
Maximum RF Packet
Size

TX Power Level

Pin Wake-up
Packetization
Threshold

Ambient Power -
Single Channel
Restore Defaults
Ambient Power - All
Channels

Delay Slots

0 - (DI buffer size - 0x11)
[Bytes]

0 - OXFFFF

0-9

0 - OXFFFF [x 100 msec]

0 - OXFFFF [read-only]
0x11 - OX7FFF (user-
settable)

0x8000 - OxFFFF (factory-
set, read-only)

0 - (64 hex digits all set to
IFI)

0 - OxFF [x 100 msec]
0-6

0 - OXFFFF

0 - OxFF

0 - OXFFFF

0-4

0 - OXFFFF

0 - OXFFFF

(Base: (x 1 ms), Remote:
[x 10 ms])

0 - OXFFFF

1 - 0x800 [Bytes]
0-4

0-1
1 - Current value of PK

0 - 0x31 [dBm, read-only]

No parameter - 0x7D0
0 - OxFF [slots]
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Serial
Interfacing
Diagnostics
Networking &
Security
Sleep (Low
Power)
Diagnostics

Networking &
Security
Networking &
Security
Sleep (Low
Power)
Networking &
Security
Networking &
Security
Networking &
Security
Networking &
Security
Serial
Interfacing
Networking &
Security

Networking &
Security
Networking &
Security

RF Interfacing
RF Interfacing
Sleep (Low
Power)

Serial
Interfacing

Diagnostics
(Special)

Diagnostics
Networking &

DI buffer size
minus 0x11
0

0

OXFFFF
(65535d)

0x3332
(13106d)

0 (disabled)

0
OXFFFF
(65535d)
0
OXFFFF
(65535d)

0

varies
4 (1 Watt)

0

0x800 (2048d)
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RO
RP

RR
RT
sB
SH
SL
SM
ST
TP

TR

T
X

VL
VR

0x21 (33d)
0x22 (34d)

0x18 (24d)
0x16 (22d)
0x37 (55d)
0x25 (37d)
0x26 (38d)
0x01 (1d)
0x02 (2d)
0x38 (56d)

0x1B (27d)

Ox1A (26d)
Ox3F (63d)

0x14 (20d)
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Security
0 - OXFFFF [x UART Serial

Packetization Timeout | character time] Interfacing 2 3

RSSI PWM Timer 0 - OxFF [x 100 msec] Diagnostics 1 0x20 (32d)
Networking &

Retries 0 - OxFF Security 1 0x0A (10d)
Serial

GPI1 Configuration 0-2 Interfacing 1 0
Serial

Stop Bits 0-1 Interfacing 1 0

Serial Number High 0 - OXFFFF [read-only] Diagnostics 2 varies

Serial Number Low 0 - OXFFFF [read-only] Diagnostics 2 varies
Sleep (Low

Sleep Mode 0- 8 (3is reserved) Power) 1 0

(ATAT+3) - Ox7FFF [x 100 Sleep (Low

Time before Sleep msec] Power) 2 0x64 (100d)

Board Temperature 0 - Ox7F [read-only] Diagnostics 1 -

Delivery Failure Count | O - OXFFFF [read-only] Diagnostics 2 0
Networking &

Streaming Limit 0 - OXFFFF [0 = disabled] Security 2 0

Transmit Only 0-1 RF Interfacing | 1 0

Firmware Version -

verbose Returns string Diagnostics - -

Firmware Version 0 - OXFFFF [read-only] Diagnostics 2 -

*Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)

6.4.2.1 Command Descriptions

Command descriptions in this section are listed alphabetically.
Command categories are designated within "< >" symbols that follow
each command title. Zlinx Xtreme Radio Modems expect parameter
values in hexadecimal (designated by the "0x" prefix).
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Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories are designated within "< >"
symbols that follow each command title. Zlinx Xtreme Radio Modems expect parameter values in hexadecimal

(designated by the "Ox" prefix).

%YV (Board Voltage) Command

<Diagnostics> %V Command is used to read the current voltage of the mdem circuit
board.

Sample Output:
5.02 V (when ATCF = 0)
5051F (when ATCF = 1) *
5.02 (when ATCF = 2)

* When CF = 1 (default), a hex integer is shown that is equal to (voltage * 65536d).

AM (Auto-set MY) Command

<Networking & Security> AM Command is used to automatically set the MY
(Source Address) parameter from the factory-

set serial number of the modem. The address is formed with bits 29, 28 an
d 13-0 of the serial number (in that order).

The resulting value is displayed as a result of this command.

AP (API Enable) Command

<Serial Interfacing> The AP command is used to enable the RF modem to operate
using a frame-based API instead of using the default Transparent (UART) mode.

AT (Guard Time After) Command

<Command Mode Options> AT Command is used to set/read the time-of-

silence that follows the command sequence character (CC Command) of the AT Com
mand Mode Sequence (BT + CC + AT). By default, 1 second must elapse before and
after the command sequence character.

The times-of-
silence surrounding the command sequence character are used to prevent inadvertent
entrance into AT Command Mode.

Refer to the ‘AT Command Mode' section for more information regarding the ATComm
and Mode Sequence.
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AT Command: AT%V

Binary Command: 0x3B (59 decimal)

Parameter Range (read-only):
0x2CCCA - 0x5BFFA
(2.80 - 5.75 decimal)

Number of bytes returned: 4

AT Command: ATAM

Binary Command: 0x40 (64 decimal)

AT Command: ATAP

Parameter Range:0 - 2

Parameter Configuration
0 API Disabled
(Transparent operation)

APl enabled

1 (w/out escaped
characters)

2 API enabled (with

escaped characters)

Default Parameter Value:0

Number of Bytes Returned:1

Minimum Firmware Version Required:
v2.x20

AT Command: ATAT

Binary Command: 0x05 (5 decimal)

Parameter Range:
2- (ATST-3),
up to O0x7FFC[x 100 milliseconds
]

Default Parameter Value: 0x0A (10 deci
mal)

Number of bytes returned: 2

Related Commands: BT (Guard Time Be
fore),
CC (Command Sequence Character)

71



Document Number: pnZXTxRM-0712m

AT Command: ATBD

BD (Interface Data Rate) Command Binary Command: 0x15 (21 decimal)

<Serial Interfacing> The BD command is used to set and read the serial interface data
rate (baud rate) used between the RF modem and host. This parameter determines t

Parameter Range: O - 8 (standard rates)
0x39-0x1C9C38 (non-standard rates)

he rate at which serial data is sent to the modem from the host. Modified interface dat Parameter Configuration (bps)
a rates do not take effect until the CN (Exit AT Command Mode) command is issued a 0 1200
nd the system returns the 'OK' response.

1 2400
When parameters 0-8 2 4800
are sent to the module, the respective interface data rates are used (as shown in the t

: 3 9600

able on the right).

4 19200
The RF data rate is not affected by the BD parameter. If the interface data rate is set 5 38400
higher than the RF data rate, a flow control configuration may need to be implemente = =760
d.

7 115200

The range between standard and non-standard baud rates (0x09 - 0x38) is invalid. Default Parameter Value:3

Non-
standard baud rates supported as of
firmware v2.x20

Number of bytes returned: 4

Non-standard Interface Data Rates:

Any value above 0x38 will be interpreted as an actual baud rate. When a value above
0x38 is sent, the closest interface data rate represented by the number is stored in the
BD register. For example, a rate of 19200 bps can be set by sending the following command line "ATBD4B00".

When the BD command is sent with a nonstandard interface data rate, the UART will adjust to accommodate the requested int
erface rate. In most cases, the clock resolution will cause the stored BD parameter to vary from the parameter that was sent (r
efer to the table below). Reading the BD command (send "ATBD" command without an associated parameter value) will return
the value actually stored in the module’'s BD register

BD Parameter Sent (HEX) Interface Data Rate (bps) | BD Parameter Stored (HEX)
0 1200 0
4 19,200 4
7 115,200 7
12C 300 12B
1C200 115,200 1B207

* The 115,200 baud rate setting is actually at 111,111 baud (-3.5% target UART speed).

BR (RF Data Rate) Command

<RF Interfacing> The BR command is used to set and read the RF data rate (rate _ AT Command: ATBR

that RF data is transmitted over-the-air) of the modem. Binary Command: 0x39 (57 decimal)

Parameter Range: 0 - 1

Baud (bps)
Parameter Configuration
0 9600
1 115200

Default Parameter Value: 1

Number of bytes returned: 1

BT (Guard Time Before) Command AT Command: ATCC

Binary Command: 0x13 (19 decimal)—

<AT Command Mode Options> The CC command is used to set/read the ASCII
character used between guard times of the AT Command Mode Sequence (BT +

Parameter Range: 0x20 - Ox7F

CC + AT). This sequence enters the module into AT Command Mode so that data Detgul Fardmetse \alue. (2B (ASEIS)

Number of bytes returned: 1

Related Commands: AT (Guard Time Atfter),
BT (Guard Time Before)
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entering the module (from the host) is recognized as commands instead of payload.

Refer to the ‘AT Command Mode’ section for more information regarding the AT Command Mode Sequence.

CC (Command Sequence Character) Command

<AT Command Mode Options> The CC command is used to set/read the ASCII ¢
haracter used between guard times of the AT Command Mode Sequence (BT + C
C + AT). This sequence enters the modem into AT Command Mode so that data
entering the modem (from the host) is recognized as commands instead of payloa
d.

Refer to the ‘AT Command Mode’ section for more information regarding the AT C
ommand Mode Sequence

CD (GPO2 Configuration) Command

<Serial Interfacing> CD Command is used to select/read the behavior of the GPO
2 line (pin 3).

CF (Number Base) Command

<Command Mode Options> CF command is used to set/read the command forma
tting setting. The following commands are always entered and read in hex, no mat
ter the CF setting:

VR (Firmware Version)
HV (Hardware Version)
KY (AES Encryption Key)

CN (Exit AT Command Mode) Command

<Command Mode Options> The CN command is used to explicitly exit the RF
modem from AT Command Mode.
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AT Command: ATCC

Binary Command: 0x13 (19 decimal)

Parameter Range: 0x20 - Ox7F

Default Parameter Value: 0x2B
(ASCII "+")

Number of bytes returned: 1

Related Commands: AT (Guard Time After),
BT (Guard Time Before)

AT Command: ATCD

Binary Command: 0x28 (40 decimal)

Parameter Range: 0 — 8 (standard rates)

Parameter Configuration
0 RXLED
1 Default High
2 Default Low
3 (reserved)
4 RX LED

(valid address only)

Default Parameter Value: 2

Number of bytes returned: 1

AT Command: ATCF

Parameter Range: 0 - 2

Parameter Configuration
Commands utilize default
0 number base; decimal
commands may output units
1 All commands forced to

unsigned, unit-less hex

Commands utilize their
2 default number base; no
units are output

Default Parameter Value: 1

Number of bytes returned: 1

AT Command: ATCN

Binary Command: 0x09 (9 decimal)
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CS (GPO1 Configuration) Command

<Serial Interfacing> CS Command is used to select the behavior of the GP0O1 pin
(pin 9). This output can provide RS-

232 flow control, control the TX enable signal (for RS-485 or RS-

422 operations).

By default, GPO1 provides RS-232 CTS (Clear-to-Send) flow control.

CT (Command Mode Timeout) Command

<Command Mode Options> The CT command is used to set and read the
amount of inactive time that elapses before the RF modem automatically exits
from AT Command Mode and returns to Idle Mode.

Use the CN (Exit AT Command Mode) command to exit AT Command Mode
manually.

DB (Received Signal Strength) Command

<Diagnostics> DB Command is used to read the receive signal strength (in decib
els relative to milliWatts) of the last received packet. This parameter is useful in
determining range characteristics of the RF modules under various conditions.

In default mode, this command shows the power level in signed decimal format
with the units (dBm). If CF = 1, the magnitude of the value is presented in unsign
ed hex. If CF = 2, the value is presented in decimal, but without the units.

Sample Output:

-88 dBm(when ATCF =0)
58 (when ATCF = 1)
-88 (when ATCF = 2)

AT Command: ATCS

Binary Command: 0x1F (31 decimal)

Parameter Range: 0 — 4

Parameter Configuration
RS-232 CTS
0
flow control
1 RS-485 TX enable |
2 High
3 RS-485 TX enable high
4 Low

Default Parameter Value: 0

Number of bytes returned: 1

Related Commands: RT (GPI1 Configuration),
TO (GPO1 Timeout)

AT Command: ATCT

Binary Command: 0x06 (6 decimal)

Parameter Range:2 - OxFFFF [x 100
milliseconds]

Default Parameter Value: 0xC8 (200d)

Number of bytes returned: 2

Related Command: CN (Exit AT Command
Mode)

AT Command: ATDB

Binary Command: 0x36 (54 decimal)

Parameter Range (read-only): 0X6E - 0x28
(-110 to -40 Decimal

Number of bytes returned: 2

NOTE: If the DB register is read before the modem has received an RF packet, the modem will return a value of 0x8000 (whic

h means an RF packet has not yet been received)

DT (Destination Address) Command

<Networking & Security> DT Command is used to set/read the networking addre
ss of an RF modem. The modems utilize three filtration layers: Vendor ID Numb
er (ATID), Channel (ATHP), and Destination Address (ATDT). The DT command
assigns an address to a radio that enables it to communicate with other radios i
n the network. The simplest use of this command is that when MY=0xFFFF and
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AT Command: ATDT

Binary Command: 0x00

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Commands: HP (Hopping Channel),
ID (Modem VID), MK (Address Mask),
MY (Source Address)
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MK=0xFFFF on all radios in a network, only radios with matching DT's will communicate with each other.

If MY is not OxFFFF, then DT acts as a transmit address and MY acts as a receive address. For example, MY can be set to uni
que values 1, 2, 3, etc. on unique radios in the network. Then set DT on the transmitting radio to match the MY of the receiving

radio you intend to communicate with.

Setting DT=0xFFFF will broadcast to all radios in the network. Refer to the 'Addressing' section for more information

EO (Echo Off) Command

<Command Mode Options> EO Command turns off character echo in AT Comm
and Mode.
By default, echo is off.

E1 (Echo On) Command

<Command Mode Options> E1 Command enables character echo in AT Comm
and Mode. Each typed character will be echoed back to the terminal when ATE1
is active. EO (Echo Off) is the default

ER (Receive Error Count) Command

<Diagnostics> The ER command is used to set/read the number of receive-
errors. The error count records the number of packets partially received then ab
orted on a reception error. This value returns to O after a reset and is hot non-
volatile (Value does not persist in the modem's memory after a power-

up sequence). Once the Receive Error Count reaches its maximum value (up to
OxFFFF), it remains at its maximum count value until the maximum count value
is explicitly changed or the modem is reset.

The ER parameter is not reset by pin, serial port or cyclic sleep modes

FH (Force Wake-up Initializer) Command

<Sleep (Low Power)> The FH command is used to force a Wake-

AT Command: ATEO

Binary Command: 0x0A (10 decimal)

AT Command: ATE1

Binary Command: 0x0B (11 decimal)

AT Command: ATER

Binary Command: 0xOF (15 decimal)

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Commands: GD (Receive Good Count)

AT Command: ATFH

Binary Command: 0x0D (13 decimal)

up Initializer to be sent on the next transmission. Use only with cyclic sleep modes active on remote modems.

ATFH will not send a long header if ATHT = OxFFFF. WR (Write) Command does not need to be issued with FH Command.

FL (Software Flow Control) Command

<Serial Interfacing> The FL command is used to configure software flow control.

Hardware flow control is implemented with the modem as the GPO1 pin (CTS pi
n of the RF modem), which regulates when serial data can be transferred to the
module.

FL Command can be used to allow software flow control to also be enabled. The
XON character used is 0x11 (17 decimal). The XOFF character used is 0x13 (1
9 decimal)
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AT Command: ATFL

Binary Command: 0x07 (7 decimal)

Parameter Range: 0 - 1

Parameter  Configuration
0 Disable software flow control
1 Enable software flow control

Default Parameter Value: 0

Number of bytes returned: 1
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FS (Forced Synch Time) Command

<RF Interfacing> The FS command only applies to streaming data. Normally, on
ly the first packet of a continuous stream contains the full RF initializer. The RF
modems then remain synchronized for subsequent packets of the stream. This p
arameter can be used to periodically force an RF initializer during such streamin
g. Any break in UART character reception long enough to drain the Input Buffer
(UART receive buffer) and cause a pause in RF data transmission will also caus
e an RF initializer to be inserted on the next transmission

FT (Flow Control Threshold) Command

<Serial Interfacing> The FT command is used to set/read the flow control thresh
old. When FT bytes have accumulated in the DI buffer (UART Receive), CTS is
de-asserted or the XOFF software flow control character is transmitted.

GD (Receive Good Count) Command

<Diagnostics> The GD command is used to set/read the count of good received
RF packets. Its parameter value is reset to O after every reset and is not non-
volatile (The parameter value does not persist in the RF module's memory after
a power-

p sequence). Once the "Receive Good Count" reaches its maximum value (up t
o OxFFFF), it remains at its maximum count value until the maximum count valu
e is manually changed or the modem is reset.

The GD parameter is not reset by pin, serial port or cyclic sleep modes

HP (Hopping Channel) Command

<Networking & Security> The HP command is used to set/read the RF modem'
shopping channel number. A channel is one of three layers of filtration available
to the modem.

In order for modems to communicate with each other, the modems must have t
he same channel number since each channel uses a different hopping sequenc
e.Different channels can be used to prevent modems in one network from listeni
ng to transmissions of another.

HT (Time before Wake-up Initializer) Command

<Sleep (Low Power)> The HT command is used to set/read the time of inactivity
(no serial or RF data is sent or received) before a wake-

up initializer is sent by a TX (transmitting) RF modem. The HT parameter should
be set shorter than inactivity timeout [ST Command] time of any RX (receiving)
modems operating in Cyclic Sleep (SM=4-8). The wake-

up initializer sent by the TX modem instructs all RX modems to remain awake to
receive RF data.

From the RX modem perspective: After HT time elapses and the inactivity timeo
ut [ST Command] is met, the RX modem goes into cyclic sleep. In cyclic sleep, t
he RX modem wakes once per sleep interval [SM Command] to check for a wak
e-up initializer. When a wake-

up initializer is detected, the modem stays awake to receive data. The wake-

AT Command: ATFS

Binary Command: 0x3E (62 decimal)

Parameter Range: 0 - OxFFFF
[x 10 milliseconds]

Default Parameter Value: 0

Number of bytes returned: 2

AT Command: ATFT

Binary Command: 0x24 (36 decimal)

Parameter Range:
0 - (Input buffer size minus 0x11) [Bytes]

Default Parameter Value:
Buffer size minus 0x11 (17 decimal)

Input

Number of bytes returned: 2

AT Command: ATGD

Binary Command: 0x10 (16 decimal)

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Commands: ER (Receive Error Count)

AT Command: ATHP

Binary Command: 0x11 (17 decimal)

Parameter Range: 0 —9

Default Parameter Value: O

Number of bytes returned: 1

Related Commands: ID (Modem VID), DT
(Destination Address), MK (Address Mask)

AT Command: ATHT

Binary Command: 0x03 (3 decimal)

Parameter Range:

0 — OxFFFF [x 100 milliseconds]

Default Parameter Value:
up initializer will not be sent

OxFFFF (wake-

Number of bytes returned: 2

Related Commands: LH (Wake-up Initializer
Timer), SM (Sleep Mode), ST (Time before
Sleep)

up initializer must be longer than the cyclic sleep interval to ensure that sleeping modems detect incoming data.
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When HT time elapses, the TX modem knows it needs to send a wake-
up Initializer for all RX modems to remain awake and receive the next transmission.

HV (Hardware Version) Command AT Command: ATHV

Parameter Range: 0 - 0xFFFF [Read-only]

<Diagnostics> The HV command is used to read the hardware version of the

Minimum Firmware Version Required: v1.x80
RF modem. d

ID (Modem VID) Command AT Command: ATID

Binary Command: 0x27 (39 decimal)

<Networking & Security> The ID command is used to set/read the VID (Vendor |
dentification Number) of the RF modem. RF modems must have matching VIDs
in order to communicate

Parameter Range:

0x11 - OX7FFF (user-settable)
0 - 0x10 & 0x8000 - OXFFFF (factory-set)

Default Parameter Value: 0x3332
(13106 decimal)

Number of bytes returned: 2

KY (AES Encryption Key) Command AT Command: ATKY

<Networking & Security> The KY command is used to set the 256- Binary.Command:0x3€ (60'decimal)

Parameter Range: 0 - (

bit AES (Advanced Encryption Standard) key for encrypting/decrypting data. On 64 hex digits al st to )

ce set, the key cannot be read out of the modem by any means. The entire payl

oad of the packet is encrypted using the key and the CRC is computed across th ~ Default Parameter Value: 0 (disabled)

e ciphertext. When encryption is enabled, each packet carries an additional 16 b Number of bytes returned: 2

ytes to convey the random CBC Initialization Vector (IV) to the receiver(s). The -
KY value may be “0” or any 256- Number Base: Always Hexadecimal

bit value (= 64 hex digits = 32 bytes). Any other value, including entering ATKY by itself with no parameters, causes an error.

A modem with the wrong key (or no key) will receive encrypted data, but the data driven out the serial port will be meaningless
. Likewise, a modem with a key will receive unencrypted data sent from a modem without a key, but the output will be meaning
less. Because CBC mode is utilized, repetitive data appears differently in different transmissions due to the randomly-
generated V.

NOTE: For international (non-U.S.) variants of 9XTend modems, the encryption key is 128-

bit AES. The command operates the same except the key length is 16 bytes rather than 32 bytes. This pertains to part number
s ending with -NA or -128 (the -NA and -

128 suffix mean the same thing), no matter what firmware version is loaded. This also pertains to the Australia version of firmw
are 22xx, no matter what part number 9XTend it is loaded onto.

LH (Wake-up Initializer Timer) Command AT Command: ATLH

Binary Command: 0x0C (12 decimal)

<Sleep (Low Power)> The LH Command is used to set/read the duration of time

during which the wake- Parameter Range:
up initializer is sent. When receiving modems are in Cyclic Sleep Mode, they po 0 - OXFF [x 100 milliseconds]
wer-

. . . . ) . Default Parameter Value: 1
down after a period of inactivity (as specified by the ST parameter) and will perio

dically wake and listen for transmitted data. In order for the receiving modems to
remain awake, they must detect ~35ms of the wake-up initializer.

LH Command must be used whenever a receiving modem is operating in Cyclic
Sleep Mode. The Wake-

Number of bytes returned: 1

Related Commands: HT (Time before Wake-
up

Initializer), SM (Sleep Mode), ST (Time before
Sleep)

up Initializer Time must be longer than the cyclic sleep time that [as determined by SM (Sleep Mode) parameter]. If the wake-
up initializer time were less than the Cyclic Sleep interval, the connection would be at risk of missing the wake-

up initializer transmission.
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AT Command: ATMD
MD (RF Mode) Command

Binary Command: 0x31 (49 decimal)

<Networking & Security> The MD command is used to select/read the settings th ~ Parameter Range: 0 - 6

at enable the Polling and Repeater Modes on the modem.

Parameter Configuration
Polling Mode - 0 Transparent Operation
A ‘Polling Base’ is responsible for polling remotes. A ‘Polling Remote’ requir (Repeater Base)
es a poll in order to transmit. 1 [reserved - not used]

[reserved - not used]

Repeater Mode - A ‘Repeater’ re- :
sends RF data unless the transmission is addressed to it or if the transmission h Polling Base

2
3
as already been detected. A ‘Repeater End Node’ handles repeated messages, 4 Polling Remote
but will not repeat the message over-the-air.
5 Repeater

Refer to the Polling and Repeater Mode sections of the ‘RF Communication Mod 6 Repeater End Node

es' chapter for more information Defllt Parameter Value

Number of bytes returned: 1

Minimum Firmware Version Required: 2.x20

MK (Address Mask) Command AT Command: ATMK

. . . Binary Command: 0x12 (18 decimal)
<Networking & Security> The MK command is used to set/read the Address Ma

sk of a modem. All RF data packets contain the Destination Address of the TX (t
ransmitting) modem. When a packet is received, the TX modem Destination Ad Parameter Range: 0 - OxFFFF

dress is logically "ANDed" (bitwise) with the Address Mask of the RX (receiving) -
modem. The resulting value must match the Destination Address or Address Ma Default Parameter Value: 0xFFFF (65535d)

sk of the RX modem for the packet to be received and sent out the RX modem's Number of bytes returned: 2

DO (Data Out) pin. If the "ANDed" value does not match the Destination Addres  —goited Gommands: DT (Destination Address)
s or Address Mask of the RX modem, the packet is discarded. HP (Hopping Channél), ID (Modem VID), MY '

(Source Address)

Shniffer Mode (when MK =0): ACK requests are ignored and every RX (receive) frame is sent to the UART, without regar
d for repeated frames.

All “0” values are treated as irrelevant values and ignored.

Refer to the ‘Addressing’ section for more information.

MT (Multi-transmit) Command AT Command: ATMT

Binary Command: 0x3D (61 decimal)

<Networking & Security> The MT command is used to enable multiple transmi
ssions of RF data packets. When Multi-

transmit Mode is enabled (MT > 0), packets do not request an ACK (acknowle Parameter Rance:0.-0xkF

dgement) from the receiving RF modem(s). MT takes precedence over RR, so
if both MT and RR are non- Default Parameter Value: 0 ( no forced

zero, then MT+1 packets will be sent (with no ACK requests).
Retransmissions)

When a receiving modem receives a packet with remaining forced retransmiss Number of bytes returned: 1

ions, it calculates the length of the packet and inhibits transmission for the am Related Commands: Networking (DT, MK, MY,
ount of time required for all retransmissions. Thereafter, a random number of d RN, TT), Serial Interfacing (BR, PK, RB, RO), RF
elay slots are inserted between 0 and RN before transmission is allowed from Interfacing (FS)

the receiving modem(s).
This prevents all listening modems from transmitting at once upon conclusion of a multiple transmission event (when RN > 0).

NOTE: The actual number of forced transmissions is the parameter value plus one. For example, if MT = 1, two transmissions
of each packet will be sent.
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MY (Source Address) Command

<Networking & Security> The MY command is used to set/read the Source Ad
dress of the RF modem.

Refer to the DT command and the 'Addressing' section for more information.

NB (Parity) Command

<Serial Interfacing> The NB command is used to select/read the parity settings
of the RF modem for UART communications

PB (Polling Begin Address) Command

<Networking & Security> PB command is used to set/read the modem’s Pollin
g Begin Address - the first address polled Polling Mode is enabled.

Polling Operations: The ‘Polling Base' (MD = 3) cycles through a sequential r
ange of addresses, polling each ‘Polling Remote’ (MD = 4). The base then wai
ts for a response & proceeds to the next ‘Polling Remote’. Each ‘Polling Remo
te’ responds by sending the data from the Data In buffer following the RB & R
O parameters. When there is no eligible data to send, the ‘Polling Remote’ will
not respond. The 'Polling Base’ will move to the next address in the polling se
quence after a short delay.

PD (Minimum Polling Delay) Command

<Networking & Security> The PD command is used to set/read Polling Delay
(Base, MD=3) or Polling Timeout (Remote, MD=4).

Polling Delay {Base) is the time between polling cycles. The Polling Base
will start the polling cycle after sending the first poll. After the polling cycle ha
s completed, the timer is restarted.

Polling Timeout (Remote) is the amount of time the remote unit will hold d
ata from the serial port before discarding it. Data entered within the PD time
of the poll is transmitted and not discarded.
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AT Command: ATMY

Binary Command: 0x2A (42 decimal)

Parameter Range: 0 - OXFFFF

Default Parameter Value: OXFFFF (Disabled -

DT (Destination Address) parameter serves as
both source and destination address.)

Number of bytes returned: 2

Related Commands: DT (Destination Address),
HP (Hopping Channel), ID (Modem VID), MK
(Address Mask)

AT Command: ATNB

Binary Command: 0x23 (35 decimal)

Parameter Range:0 - 4

Parameter Configuration
0 8-bilt (no pa.rity') or
7-bit (any parity)
1 8-bit even
2 8-bit odd
3 8-bit mark
4 8-bit space

Default Parameter Value:0

Number of bytes returned: 1

AT Command: ATPB

Binary Command: 0x45 (69 decimal)

Parameter Range: 0 - OXFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Minimum Firmware Version Required: 2.x20

Related Commands: MD (RF Mode), PE (Polling
End Address), PD (Minimum Polling Delay)

AT Command: ATPD

Binary Command: 0x47 (71 decimal)

Parameter Range: 0 - OXFFFF

(Base: [x 1ms], Remote: [x 10ms])

Default Parameter Value: 0

Number of bytes returned: 2

Minimum Firmware Version Required: 2.x20

Related Commands: MD (RF Mode), PB (Polling
Begin Address), PE (Polling End Address)
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PE (Polling End Address) Command

<Networking & Security> PE command is used to set/read the modem’s Polli
ng End Address - the last address polled when Polling Mode is enabled.

Polling Operations: The ‘Polling Base’ (MD = 3) cycles through a sequent
ial range of addresses, polling each 'Polling Remote’ (MD = 4). The base the
n waits for a response & proceeds to the next ‘Polling Remote’. Each 'Polling
Remote’ responds by sending data from the DI buffer following the RB & RO
parameters. When there is no eligible data to send, the ‘Polling Remote’ will
not respond. The ‘Polling Base' will move to the next address in the polling s
equence after a short delay.

PK (Maximum RF Packet Size) Command

<RF Interfacing> The PK command is used to set/read the maximum size of

RF packets transmitted from an RF modem. The maximum packet size can b
e used along with the RB and RO parameters to implicitly set the channel dw
ell time. If PK is set above 256 and BR is subsequently changed to 0, PK will
automatically be lowered to 256 and a warning will be raised (refer to the BR

(RF Data Rate) and WN (Warning Data) commands for details).

Changes to the PK parameter may have a secondary effect on the RB (Pack
etization Threshold) parameter. RB must always be less than or equal to PK.
If PK is changed to a value that is less than the current value of RB, the RB
value is automatically lowered to be equal to PK.
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AT Command: ATPE

Binary Command: 0x46 (70 decimal)

Parameter Range: 0 - OXFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Minimum Firmware Version Required: 2.x20

Related Commands: MD (RF Mode), PB (Polling
Begin Address), PD (Minimum Polling Delay)

AT Command: ATPK

Binary Command: 0x29 (41 decimal)

Parameter Range: 1- 0x800 [Bytes]

Default Parameter Value: 0x100* or 0x800*
(256 or 2048 decimal)

Number of bytes returned: 2

Related Commands: BR (RF Data Rate) RB
(Packetization Threshold), RO (Packetization
Timeout), WN (Warning D)

* When BR = 0 (9600 baud), the maximum PK value is 0x100 (256d). When BR =1 (115,200 baud), the maximum PK value is

0x800 (2048d).

PL (TX Power Level) Command

<RF Interfacing> The PL command is used to set/read the power level at whi
ch the RF modem transmits data

PW (Pin Wake-up) Command

<Sleep (Low Power)> Under normal operation, an RF modem in Cyclic Sl

eep Mode cycles from an active state to a low-

AT Command: ATPL

Binary Command: 0x3A (58 decimal)

Parameter Range: 0 - 4

Parameter Configuration
0 1 mwW
1 10 mwW
2 100 mW
3 500 mwW
4 1000 mW (1 Watt)

Default Parameter Value: 4

Number of bytes returned: 1

AT Command: ATPW

Binary Command: 0x1D (29 decimal)

power state at regular intervals until data is ready to be received. If the PW para
meter is set to 1, the SLEEP pin (pin 8) can be used to awaken the modem from
Cyclic Sleep. When the SLEEP Pin is de-

asserted (low), the modem will be fully operational and will not go into Cyclic Sle

ep.

Once the SLEEP pin is asserted, the modem will remain active for the period of ti
me specified by the ST (Time before Sleep) parameter and will return to Cyclic SI
eep Mode (if no data is ready to be transmitted). PW Command is only valid if Cy
clic Sleep has been enabled.
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Parameter Range: 0 — 1

Parameter Configuration
0 Disabled
1 Enabled

Default Parameter Value: 0

Number of bytes returned: 1

Related Commands: SM (Sleep Mode), ST
(Time before Sleep)
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RB (Packetization Threshold) Command

<Serial Interfacing> The RB command is used to set/read the character threshold

value.

RF transmission begins after data is received in the Input Buffer and either of the

following criteria is met:

e RB characters received by the UART

e RO character times of silence detected on the UART receive lines (after
receiving at least 1 Byte of data)
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AT Command: ATRB

Binary Command: 0x20 (32 decimal)

Parameter Range: 0 - PK parameter value
(up to 0x800 Bytes)

Default Parameter Value: 0x800 Bytes

Number of bytes returned: 2

Related Commands: BR (RF Data Rate), PK (
RF
Packet Size), RO (Packetization Timeout)

If PK (Max. RF Packet Size) is lowered below the value of RB, RB is automatically lowered to match the PK value. If (RO = 0),
RB bytes must be received before beginning transmission.

Note: RB and RO criteria only apply to the first packet of a multi-

packet transmission. If data remains in the Input Buffer after the first packet, transmissions will continue in a streaming manner

until there is no data left in the Input Buffer (UART receive buffer).

RC (Ambient Power - Single Channel) Command

<Diagnostics> The RC command is used to examine and report the power level o

n a given channel.
Sample output:-78 dBm [when CF = 0]

4e [when CF =1]
-78 [when CF = 2]

RE (Restore Defaults) Command

<Diagnostics> The RE command is used to restore all configurable parameters to

their factory default settings.

AT Command: ATRC

Parameter Range: (read-only): 0 -
0x31 [dBm]

Number of bytes returned: 1

Related Commands: RM (Ambient Power -
All
Channels)

AT Command: ATRE

Binary Command: 0x0OE (14 decimal)

The RE Command does not cause default values to be stored to nonvolatile (persistent) memory. For the restored default setti
ngs to persist in the modem’s non-volatile memory and be saved in the event of RF modem reset or power-

down, the WR (Write) command must be issued prior to power-down or reset.

RM {Ambient Power - All Channels) Command

<Diagnostics> The RM command is used to examine and report power levels on
all channels. If no parameter is given, the channels are scanned one time. If a par
ameter is given, the channels are repeatedly scanned for that number ofseconds.
The maximum power level seen for each channel is reported (i.e. peak hold).

AT Command: ATRM

Parameter Range: no parameter - 0x7D0

Number of bytes returned: 2

Related Commands: RC (Ambient Power -
Single channel)

A graphical spectrum analyzer can be implemented by repeatedly sending the RM command (with no arguments) and reading

the resultant 50 power levels (this is easiest to do when CF = 1 or 2).

Sample output [when CF = Q]

Sample output [when CF = 1]

Sample output [when CF = 2]:

Ch 0: -100 dBm
Ch 1: -103 dBm
Ch 49: -99 dBm
64
67
63

100

-103
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-99

AT Command: ATRN

RN (Delay Slots) Command Binary Command: 0x19 (25 decimal)

Parameter Range: OxFF [38 ms slots]

<Networking & Security> The RN command is used to set/read the time delay tha
t the transmitting RF modem inserts before attempting to resend a packet. If the tr ~ Default Parameter Value: 0
ansmitting modem fails to receive an acknowledgement after sending a packet, it ~ —(n@delay slots inserted)

inserts a random number of delay slots (ranging from 0 to (RN minus 1)) before at ~ Number of bytes returned: 1

tempting to resend the packet. Each delay slot is 5 msec (when BR=1) and 54 ms  Related Commands: RR (Retries), TT
ec (when BR=0). (Streaming Limit)

If two modems attempt to transmit at the same time, the random time delay after packet failure allows only one modem to tran
smit the packet successfully; while the other modem waits until the channel available for RF transmission.

RN Command is only applicable if retries have been enabled [RR (Retries) Command] or if forced delays will be inserted into a
transmission [TT (Streaming Limit) Command]

RO (Packetization Timeout) Command AT Command: ATRO

RP (RSSI PWM Timer) Command

Binary Command: 0x21 (33 decimal)

<Serial Interfacing> The RO command is used to set/read the Packetization Time Parameter Range: 0 - OXFFFF
out setting. RF transmission begins when data is in the Input buffer and either of t [x UART character times |

he following criteria are met: Default Parameter Value: 3

Number of bytes returned: 2

e RO character times of silence on the UART receive lines (after receiving
at least 1 byte) Related Commands: RB (Packetization
Threshold)

e RB characters have been received by the UART

RB and RO criteria only apply to the first packet of a multipacket transmission. If data remains in the Input Buffer (UART receiv
e) after the first packet, transmissions will continue in a streaming manner until there is no data left in the Input Buffer.

When RO is the transmission-

beginning criteria: The actual time between the reception of the last character from the UART and the beginning of RF tra
nsmission will be at least 800 psec longer than the actual RO time to allow for transmission setup. Additionally, it is subject to
100-200 psec of additional uncertainty, which could be significant for small values of RO at high UART bit rates.

The correct UART character time (10, 11, or 12 bits) is calculated based on the following criteria:

1 start bit

8 data bits

0 or 1 parity bit [as determined by the NB (Parity) Command)
1 or 2 stop bits [as determined by SB (Stop Bits) Command]

AT Command: ATRP

Binary Command: 0x22 (34 decimal)

<Diagnostics> RP Command is used to enable a PWM ("Pulse Width Modulation" Rarameter Range: 0:- OxEF

) output on the Config/RSS! pin (pin 11 of the RF Modem). The pin is calibrated to [x 100 miliseconds |
show the difference between received signal strength and the sensitivity level of t _ Default Parameter Value: 0x20 (32d)

he RF modem. PWM pulses vary from zero to 95 percent. Zero percent means th Number of bytes returned: 1

e received RF signal is at or below the published sensitivity level of the module.

The following table shows dB levels above sensitivity and PWM values (T he total time period of the PWM output is 8.32 ms. P
WM output consists of 40 steps and therefore the minimum step size is 0.208 ms.):
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dB above Sensitivity

PWM percentage (high period
/ total period)

10 20%
20 35%
30 50%

RT (GPI1 Configuration) Command

SB (Stop Bits) Command

A non-

zero value defines the time that PWM output is active with the RSSI value of the last received RF packet. After the set time wh
en no RF packets are received, PWM output is set low (0 percent PYWM) until another RF packet is received. PWM output is al
so set low at power-

up. A parameter value of OxFF permanently enables PWM output and always reflects the value of the last received RF packet.

The Config/RSSI pin is shared between PWM output and Config input. When the modem is powered, the Config pin is an input
. During the power-up sequence, if RP parameter is a non-
zero value, the Config pin is configured as an output and set low until the first RF packet is received.

With a non-zero RP parameter, the Config pin is an input for RP ms after power up.

RR (Retries) Command AT Command: ATRR
<Networking & Security> The RR command is used to set/read the maximum nu Binary Command: 0x18 (24 decimal)
mber of retries sent for a given RF packet. When RR Command is enabled (RR> Parameter Range: 0 - OxFF

0), RF packet retries and ACKs (acknowledgements) are enabled.
Default Parameter Value: 0xO0A (10d)

Exceptions: If the MT command is enabled (MT>0) or if a broadcast Destination A Number of bytes returned: 1

ddress is used (DT = OxFFFF); RF packet retries and ACKs are disabled.

After transmitting a packet, the transmitting RF modem waits to receive an acknowledgement from a receiving modem. If the a
cknowledgement is not received in the period of time specified by RN (Delay Slots) Command, the original packet is transmitte
d again. The RF packet is transmitted repeatedly until an acknowledgement is received or until the packet is sent RR times.

AT Command: ATRT

Binary Command: 0x16 (22 decimal)

<Serial Interfacing> The RT command is used to set/read the behavior of the GP _Parameter Range: 0 -2

I1 pin (pin 10) of the RF Modem. The pin can be configured to enable binary pro Parameter Configuration

gramming or RTS flow control.

0 Disabled

1 Enable Binary
Programming

5 Enable RTS
Flow Control

Default Parameter Value: 0

Number of bytes returned: 1

1dCds(sld)s

AT Command: ATSB

Binary Command: 0x37 (55 decimal)

<Serial Interfacing> The SB Command is used to set/read the number of stop bit ~ Parameter Range: 0 -1

s in the data packet.

Parameter Configuration
0 1 stop bit
1 2 stop bits

Default Parameter Value: 0

Number of bytes returned: 1
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SH (Serial Number High) Command

<Diagnostics> SH Command is used to set/read the serial number high word of th
e RF modem.

SL (Serial Number Low) Command

<Diagnostics> SL Command is used to set/read the serial number low word of th
e RF modem.

SM (Sleep Mode) Command
<Sleep Mode (Low Power)> The SM Command is used to set/read the RF mode
m's Sleep Mode settings that configure the modem to run in states that require m
inimal power consumption.

For more information regarding Sleep Modes, refer to the Sleep Mode sections

ST (Time before Sleep) Command
<Sleep Mode (Low Power)> The ST Command is used to set/read the period of ti
me (in milliseconds) in which the RF modem remains inactive before entering Sle
ep Mode.

For example, if the ST Parameter is set to 0x64 (100 decimal), the module will ent
er into Sleep mode after 10 seconds of inactivity (no transmitting or receiving).

This command can only be used if Cyclic Sleep or Serial Port Sleep Mode setting
s have been selected using SM (Sleep Mode) Command.
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AT Command: ATSH

Binary Command: 0x25 (37 decimal)

Parameter Range (read-only): 0 - OxXFFFF

Default Parameter Value: varies

Number of bytes returned: 2

Related Commands: SL (Serial Number Low)

AT Command: ATSL

Binary Command: 0x26 (38 decimal)

Parameter Range (read-only): 0 - OxFFFF

Default Parameter Value: varies

Number of bytes returned: 2

Related Commands: SH (Serial Number High)

AT Command: ATSM

Binary Command: 0x01 (1 decimal)

Parameter Range: 0 — 8 (3 is reserved)

Parameter Configuration
0 Disabled
1 Pin Sleep
2 Serial Port Sleep
3 [reserved]

Cyclic 1.0 second sleep
4 (RF module wakes every
1.0 seconds)

5 Cyclic 2.0 second sleep
6 Cyclic 4.0 second sleep
7 Cyclic 8.0 second sleep
8 Cyclic 16.0 second sleep

Default Parameter Value: 0

Number of bytes returned: 1

Related Commands:

Pin Sleep - PC (Power-up Mode), PW (Pin
Wake-up)

Serial Port Sleep - ST (Time before Sleep)
Cyclic Sleep - ST (Time before Sleep), LH
(Wake-

up Initializer Timer), HT (Time Before
‘Wake-up Initializer), PW (Pin Wake-up)

AT Command: ATST

Binary Command: 0x02 (2 decimal)

Parameter Range: (ATAT+3) - Ox7FFF
[x 100 milliseconds]

Default Parameter Value: 0x64 (100 decimal)

Number of bytes returned: 2

Related Commands: SM (Sleep Mode), LH
(Wake-up Initializer Timer), HT (Time before
Wake-up Initializer)

84



TP (Board Temperature) Command

<Diagnostics> TP Command is used to read the current
temperature of the board.
Sample Output: 26 C [when ATCF = (]

1A [when ATCF =1]

26 [when ATCF = 2].

TR (Transmit Error Count) Command

<Diagnostics> The TR command is used to report the number of retransmit failur
es. This number is incremented each time a packet is not acknowledged within th
e number of retransmits specified by the RR (Retries) parameter. The number of
packets therefore are counted that were not successfully received and subseque
ntly discarded.

Document Number: pnZXTxRM-0712m

AT Command: ATTP

Binary Command: 0x38 (56 decimal)

Parameter Range (read-only): 0- Ox7F

Number of bytes returned: 1

Related Command: WN (Warning Data)

AT Command: ATTR

Binary Command: 0x1B (27 decimal)

Parameter Range: 0- OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Command: RR (Retries)

The TR parameter is not non-volatile and is reset to zero when the RF modem is reset.

TT (Streaming Limit) Command

<Networking & Security> The TT command is used to set/read the limit on the nu
mber of bytes that can be sent out before a random delay is issued.

If an RF modem is sending a continuous stream of RF data, a delay is inserted w
hich stops its transmission and allows other modems time to transmit (once it sen
ds TT bytes of data). Inserted random delay lasts between 1 & 'RN + 1' delay slot
s, where each delay slot lasts 38 ms.

The TT command can be used to simulate full-duplex behavior.

TX (Transmit Only)

<RF Interfacing> The TX command is used to set/read the transmit/receive beha
viors of the RF modem. Setting a module to TX-

only (TX = 1) may reduce latency because the transmitting modem will never be
confined to receiving data from other modems.

VL (Firmware Version - Verbose)

<Diagnostics> The VL command is used to read the verbose firmware version of
the RF modem.

VR (Firmware Version - Short) Command

<Diagnostics> The VR command is used to read the firmware version of the RF
modem.

Note: Firmware versions contain four significant digits -
“A.B.C.D". If B=2, the modem is programmed for operation in Australia only.
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AT Command: ATTT

Binary Command: 0x1A (26 decimal)

Parameter Range: 0- OxFFFF

Default Parameter Value: O (disabled)

Number of bytes returned: 2

Related Command: RN (Delay Slots)

AT Command: ATTX

Binary Command: 0x3F (63 decimal)

Parameter Range: 0 — 1

Parameter Configuration
0 TX & RX
1 TX-only

Default Parameter Value: 0

Number of bytes returned: 1

AT Command: ATVL

Parameter Range: returns string

Default Parameter Value: 0

Number of bytes returned: 2

AT Command: ATVR

Binary Command: 0x14 (20 decimal)

Parameter Range (read-only): 0 - OXFFFF

Number of bytes returned: 2
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WA (Active Warning Numbers) Command

AT Command: ATWA

<Diagnostics> The WA command reports the warning numbers of all active warni ~ Parameter Range: Returns string - one
ngs - warning number per line.

one warning number per line. No further information is shown and warning counts are not reset.

Sample Output (indicates warnings 1 and 3 are currently active): 1

OK

WN (Warning Data) Command AT Command: ATWN

. : ; 5 ; Parameter Range: Returns strin
<Diagnostics> WN command is used to report the following data for all active and 2 g

sticky warnings:

e Warning number & description
e Number of occurrences since the last WN or WS command

e Whether the warning is currently active

Warnings, which are not currently active and have not been active since the last issuance of the WN or WS commands, are no
t displayed. The WN command also resets all non-

zero warning counts; except for warnings that are presently active, which are setto 1.

Sample output: Warning 4: Over-temperature

5 occurrences; presently inactive.

Warning
#

Description

1
2

Under-voltage. This is caused if the supply voltage falls below the minimum threshold for the lowest power level (2.8 V). IfAwhen the voltage

rises above the threshold, the warning is deactivated. The modem will not transmit below this voltage threshold.

Over-voltage. This is caused if the supply voltage exceeds 5.75 V. Transmission is not allowed while this warning is active.

Under-temperature. This is caused if the temperature sensed by the modem is less than -40 C. The modem does not artificially limit operation

while this warning is active, but modem functionality is not guaranteed.

Over- temperature This is caused if the temperature sensed by the modem is greater than 105 C. The modem does not allow transmission nor

reception while this warning is active. The warning is deactivated when the temperature falls to 100 C.

Power reduced. This is caused if the transmit power has to be reduced from the level programmed by 'PL Command due to insufficient supply
_voltage. The 1 W power level requires 4.75 V or higher; 500 mW requires 3.0 V or higher; 100 mW, 10 mW and 1 mW require 2.8 V or higher.

Default calibration data in flash. This is caused if the modem-specific power calibration data is either not present or is invalid, or if none of the

parameters have been modified from their default values. Power levels may be incorrect.

Default confguratlon parameters in flash. This is caused if user-modifiable parameters (| ¢. those stored by a WR' command) in flash are all the

compiled-in default values. This is caused if the user configuration is found to be not present or invalid at power-up and there is no custom

configuration, or if no user-modifiable parameters have been modified from the compiled-in defaults. Modification of one or more parameters

without the subsequent WR to commit the changes to flash will not deactivate this warning, since it reflects the status of the parameters in flash.

Note that this warning does not reflect usage of the custom configuration defaults, only usage of the compiled-in defaults.

Default factory configuration parameters in flash. This is caused if the factory parameters in flash are all the default values. This is caused if the
| factory configuration is found to be not present or invalid at power-up, or if no factory parameters have been modified.

WR (Write) Command

AT Command: ATWR
<(Special)> The WR command is used to write configurable parameters to non- Binary Command: 0x08 (8 decimal)
volatile memory (Values remain in the module's memory until overwritten by anot
her use of WR Command).

If changes are made without writing them to non-
volatile memory, the module will revert back to previously saved parameters the next time the module is powered-on.

If the non-volatile user configuration is not correct, WR will re-
attempt (up to 3x). If all three attempts fail, the command will return an ERROR alert.
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WS (Sticky Warning Numbers) Command
AT Command ATWS

<Diagnostics> The WS command reports warning numbers of all warnings active Parameter Range (read-only): 1-8

since the last use of the WS or WN command (including any warn-

ings which are currently active). This command also resets all non- Nuraborof BYtes fembe 4

zero warning counts, except for warnings that are presently active, which are set to 1.

API Operation

By default, Zlinx Xireme Radio Modems act as a serial line replacement (Transparent Operation) - all UART data received
through the DI pin is queued up for RF transmission. When the modem receives an RF packet, the data is sent out the DO pin
with no additional information.

Inherent to Transparent Operation are the following behaviors:
+ If modem parameter registers are to be set or queried, a special operation is required for transitioning the modem

into Command Mode.

+ In pointto-multipoint systems, the application must send extra information so that the receiving modem(s) can
distinguish between data coming from different remotes.

As an alternative to the default Transparent Operation, API (Application Programming Interface) Operations are available. API
operation requires that communication with the modem be done through a structured interface (data is communicated in
frames in a defined order). The API specifies how commands, command responses and modem status messages are sent
and received from the modem using a UART Data Frame.

API Frame Specifications
Two API modes are supported and both can be enabled using the AP (APl Enable) command. Use the following AP parameter
values to configure the modem to operate in a particular mode:
+ AP =0 (default): Transparent Operation (UART Serial line replacement) APl modes are disabled.
+ AP =1: APl Operation
+ AP =2: API Operation (with escaped characters)

Any data received prior to the start delimiter is silently discarded. If the frame is not received correctly or if the checksum fails,
the data is silently discarded.

API Operation (AP Parameter = 1)

When this mode is enabled (AP=1), the UART data frame and structure is defined as follows:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2.3) {Bytes 4-n) (Byten + 1)
[ xTE I MSB l LsSB I l APi-specific Structure | 1 Byte

MSB = Most Significant Byte, LSB = Least Significant Byte

API Operation - with Escape Characters (AP parameter = 2)
When this API mode is enabled (AP = 2), the UART data frame structure is defined as follows:

Start Delimiter Length Frame Data Checksum
{Byte 1) {Bytes 2.3) {Bytes 4-n) {Byten + 1)
OxTE | MSB LsSB | ‘ APi-spacific Structure I 1 Byte l
L ]
Characters Eulaped If Neaded
Page
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MSB = Most Significant Byte, LSB = Least Significant Byte

Escape characters. When sending or receiving a UART data frame, specific data values must be escaped (flagged) so they
do not interfere with the UART or UART data frame operation. To escape an interfering data byte, insert 0x7D and follow it
with the byte to be escaped XOR'd with 0x20.

Data bytes that need to be escaped:

+  OX7E - Frame Delimiter
+  0X7D - Escape

+  0x11-XON

+  0x13 - XOFF

EXAMPLE: Raw UART Data Frame (before escaping interfering bytes). Ox7E 0x00 0x02 0x23 0x11 0xCB
0x11 needs to be escaped which results in the following frame:
O0x7E 0x00 0x02 0x23 0x7D 0x31 0xCB

NOTE. In the above example, the length of the raw dala (exciuding the checksum) is 0x0002 and the
checksum of the non-escaped data (excluding frame delimiter and length) is calculated as:

OXFF - (0x23 + 0x11) = (OXFF - 0x34) = 0xCB.

Checksum: To test data integrity, a checksum is calculated and verified on non-escaped data.

To calculate: Not including frame delimiters and length, add all bytes keeping only the lowest 8 bits of the result and subtract

from OxFF.
To verify: Add all bytes (include checksum, but not the delimiter and length). If the checksum is correct, the sum will equal
OxFF.
API Types
Frame data of the UART data frame forms an API-specific structure as follows:
Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2.3) {Bytes 4-n) _(Bytens )
0XTE ‘ | MSB l LSB | J APl-specific Structure | 1 Byte
11dentifier Identifier-specific Data
emdID ’ I cmdData

The cmdID frame (API-identifier) indicates which APl messages will be contained in the cmdData frame (Identifier-specific
data). Refer to the sections that follow for more information regarding the supported API types. Note that multi-byte values are
sent big endian.

Modem Status
API Identifier: 0x8A

RF modem status messages are sent from the modem in response to specific conditions.
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Start Delimiter Length Frame Data Checksum
0x7TE ’ ’ MSB’ LSB I | APl-specific Structure H 1Byte ‘
AP Identifier Identifier-specific Data
Ox8A I ’ emdData
Status (Byte 5)
0 = Hardware reset

1= Watchdog timer reset

TX (Transmit) Request: 16-bit address
API Identifier Value: 0x01
A TX Request message will cause the modem to send RF Data as an RF Packet.

Start Delintsr Lengin Frame Data C
Ox7E | | MsB | LSB l { APl-specific Structure l | 1 Byte |
AP1 IdentiSer Identifier apecific Data
I 0x01 IJ cmdData l
Frame ID (Byte 5) Destination Address (Bytes 6-7) Options (Byte 8) RF Data (Byte(s) 9-n

Identifies the UART data frame for the host to MSB first, LSB last. (1]=St i

comelate with a subsequent ACK (acknowiedgement). roadcast = Disable Up to 2048 Bytes per packet
Setting Frame 1D to ‘0" will disable response frame. B Loiiad AL

Figure 1 TX Packet (16-bit address) Frames

Byte 1 Bytes 23 Byte 4 Byte 5 Bytes 67 Byte 8 Bytes 3-11 Byte 12
| O«7E [’omo‘om” 001 l |R(0)62)| ’ OxFFFF ’omol |1(0x31)‘2(0x32)}3(0x33)|‘ ox18 l

Start Delimiter Length” APlldentfier Frame D™ Destination Address Option RF Data Checksum

* Length [Bytes] = AP Identifir + Frame ID + Option + RF Data
**“R" value was arbitranly selected

TX (Transmit) Status
API Identifier Value: 0x89

When a TX Request is completed, the module sends a TX Status message. This message will indicate if the packet was
transmitted successfully or if there was a failure.

Start Dellmitsr Lengih Frame Data Checksum
0x7E ||usa| LssHAptspeoiﬁcsuuamH 1Byte ’
AP| Ientifier IgentiNer-specitc Data
0x89 ’ | cmdData
Frame D (Byte 5) Status (Byte 6)

Identifies UART data frame being reported.
Note: If Frame ID = 0 in the TX Reguest, no
AT Commeand Response will be given.

0 = Success
1=No ACK (Acknowledgement) received

NOTE: "STATUS = 1" occurs when all retries are expired and no ACK is received.
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"STATUS = 3" occurs when a packet is purged due to a 'Polled Remote' not receiving a poll.

RX (Receive) Packet: 16-bit address
API Identifier Value: 0x81

When the module receives an RF packet, it is sent out the UART using this message type.

Start Delimitsr Lengin Frame Data C
| Ox7E I | MSB | LSB I I APlspecific Structure I | 1 Byte ‘
AP Igereter Igenifer speciic Data
[ 0x81 ‘ ’ cmdData
Source Address (Bytes 5-6) RSSI (Byte 7) Options (Byte 8) RF Data (Byte(s) 9-n)
Received Signa Strength Indicator - kit 0 = ACK
MSB (most significant byte) first, Hexadecimal equivalent of (-<dBm) value. b’(1;lndﬁebmadm Up to 2048 Bytes per
LSB (least significant) last (For example: If RX signal strength = 40 bits 27 | e packet
dBm, “0x28" (40 decimal) is retumed)
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6.5 ZXT24-RM Configuration
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6.5.1 Advanced Programming

Setup

The programming examples in this section require the installation of a hyper terminal program and a serial
connection to a PC. (B&B stocks RS-232 and USB boards to facilitate interfacing with a PC.)

Mount the RF module to an interface board, then connect the module assembly to a PC.

Launch the temminal software and select the 'PC Settings' tab. Verify the baud and parity settings of the
Com Port match those of the RF module.

NOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch. Ensure the
‘Baud’ setting on the ‘PC Settings’ tab matches the interface data rate of the RF module. By default,
the BD parameter = 3 (which corresponds to 9600 bps).

Sample Config: Modify RF Destination Address

‘CR’ stands for carriage return:
Method 1 (One line per command)

Send AT Command
+++
ATDL <Enter>
ATDL1AOD <Enter>
ATWR <Enter>
ATCN <Enter>

Method 2 (Multiple commands on one line)
Send AT Command_

+++
ATDL <Enter>

ATDL1AOD,WR,CN <Enter>

System Response_

OK <CR> (Enter into Command Mode)

{current value} <CR> (Read Destination Address Low)
OK <CR> (Modify Destination Address Low)

OK <CR> (Write to non-volatile memory)

OK <CR> (Exit Command Mode)

System Response_

OK <CR> (Enter into Command Mode)

{current value} <CR> (Read Destination Address Low)

OK, OK, OK <CR> (Command execution is triggered upon each
instance of the comma)
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Command Reference Table
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Zlinx Radio Modems expect numerical values in hexadecimal. Hexadecimal

values are designated

by a “"0x” prefix. Decimal equivalents are designated by a “d” suffix.

Commands are contained

within the following command categories (listed in the order that their

tables appear):

e Special

¢ Networking & Security
¢ RF Interfacing

¢ Sleep (Low Power)

¢ Serial Interfacing

e I/O Settings

¢ Diagnostics

e AT Command Options

All modules within a PAN should operate using the same firmware version.

Commands-Special

AT_
Command

Command | o nd Description

_ Category

Parameter

Range Default

Write. Write parameter values to
non-volatile memory so that
parameter modifications persist
through subsequent power-up or
reset. Note: Once WR is issued, no
additional characters should be sent
to the module until after the
response "OK\" is received.
Restore Defaults. Restore module
parameters to factory defaults.
Software Reset. Responds
immediately with an OK then
performs a hard reset ~100ms later.

WR Special

RE Special

FR (v1.x80") | Special

*Firmware version in which the command was first introduced (firmware

versions are numbered in hexadecimal notation.)

Commands-Networking & Security (Sub categories designated within {brackets})

AT_ Command= Name and Description Parameter Default
Command | Category Range
Channel. Set/Read the channel
: number used for transmitting and
CH Bl\e(?mdr(:er:s"l]r? ; receiving data between RF 05‘303(3'_05‘21’*7 0x0C (124)
g modules (uses 802.15.4 protocol
channel numbers).
PAN ID. Set/Read the PAN
D Networking (Personal Area Network) ID._ Use 0- OXFFFF 0x3332_
{Addressing} 0xFFFF to broadcast messages (13106d)
to all PANs.
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DH

Networking
{Addressing}

Destination Address High.
Set/Read the upper 32 bits of the
64-bit destination address. When
combined with DL, it defines the
destination address used for
transmission. To transmit using a
16-bit address, set DH parameter
to zero and DL less than 0xFFFF.
0x000000000000FFFF is the
broadcast address for the PAN.

0- OXFFFFFFFF

DL

Networking
{Addressing}

Destination Address Low.
Set/Read the lower 32 bits of the
64-bit destination address. When
combined with DH, DL defines the
destination address used for
transmission. To transmit using a
16-bit address, set DH parameter
to zero and DL less than 0xFFFF.
0x000000000000FFFF is the
broadcast address for the PAN.

0- OXFFFFFFFF

MY

Networking
{Addressing}

16-bit Source Address.Set/Read
the RF module 16-bit source
address. Set MY = OxFFFF to
disable reception of packets with
16-bit addresses. 64-bit source
address (serial number) and
broadcast address
{(0x000000000000FFFF) is
always enabled.

0- OXFFFF

SH

Networking
{Addressing}

Serial Number High. Read high
32 bits of the RF module's unique
|IEEE 64-bit address. 64-bit
source address is always
enabled.

0 - OxFFFFFFFF
[read-only]

Factory-set

SL

Networking
{Addressing}

Serial Number Low. Read low
32 bits of the RF module's unique
|IEEE 64-bit address. 64-bit
source address is always
enabled.

0 - OXFFFFFFFF
[read-only]

Factory-set

RR (v1.xA0%)

Networking
{Addressing}

Retries. Set/Read the maximum
number of retries the module will
execute in addition to the 3 retries
provided by the 802.15.4 MAC.
For each retry, the 802.15.4 MAC
can execute up to 3 retries.

0-6

RN

Networking
{Addressing}

Random Delay Slots. Set/Read
the minimum value of the back-off
exponent in the CSMA-CA
algorithm that is used for collision
avoidance. If RN = 0, collision
avoidance is disabled during the
first iteration of the algorithm
{802.15.4 - macMinBE).

0 - 3 [exponent]

MM (v1.x80%)

Networking
{Addressing}

MAC Mode.Set/Read MAC Mode
value. MAC Mode
enables/disables the use of a
B&B header in the 802.15.4 RF
packet. When Mode 0 is enabled

0-2
0=1=
B&B Mode
1=802.15.4
{no ACKs)
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(MM=0), duplicate packet 2=802.15.4

detection is enabled as well as (with ACKs)
certain AT commands. Modes 1
and 2 are strict 802.15.4 modes.

Node Identifier.Stores a string
identifier. The register only
accepts printable ASCI| data. A
string can not start with a space.
Carriage return ends command.
Command will automatically end 20

: -character
when maximum bytes for the ASCIl string -
string have been entered. This
string is returned as part of the
ND {(Node Discover) command.
This identifier is also used with
the DN (Destination Node)
command.

Networking

NI | Adensication

Node Discover.Discovers and
reports all RF modules found. The
following information is reported
for each module discovered (the
example cites use of Transparent
operation (AT command format) -
refer to the long ND command
description regarding differences
between Transparent and API
operation).

MY<CR>

SH<CR> Optional
SL<CR> 20-character NI
DB<CR> value
NI<CR><CR>

The amount of time the module
allows for responses is
detemined by the NT parameter.
In Transparent operation,
command completion is
designated by a <CR> (carriage
return). ND also accepts a Node
Identifier as a parameter. In this
case, only a module matching the
supplied identifier will respond.

Networking

ND (VI80") | dentification}

Node Discover Time.Set/Read
the amount of time a node will
wait for responses from other 0x01 - 0xFC 0x19
nodes when using the ND (Node
Discover) command.

Networking

NT(VADY) | g entification}

Destination Node. Resolves an
NI (Node Identifier) string to a
physical address. The following
events occur upon successful
command execution: P —
1. DL and DH are set to the ASCII string -
address of the module with the
matching Node Identifier.

2. “OK”is returned.

3. RF module automatically exits
AT Command Mode If there is no

Networking

DR x607) {Identification}
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response from a module within
200 msec or a parameter is not
specified (left blank), the

command is teminated and an
“ERROR” message is returned.

0-10=End
Device_ 1= 0
Coordinator

Networking Coordinator Enable. Set/Read

CElvil.x80) {Association} the coordinator setting.

Scan Channels. Set/Read list of
channels to scan for all Active
and Energy Scans as a bitfield.
This affects scans initiated in
command mode (AS, ED) and
during End Device Association
and Coordinator startup:

bit0-0x0B  bit4 - OxOF ?b;tgg';]FFF OX1FFE
bit 8- 0x13  bit12- 0x17

bit 1- 0x0C  bit 5 - 0x10
bit9- 0x14  bit13 - 0x18
bit2- 0x0D  bit 6 - 0x11
bit 10 - 0x15 bit14 - 0x19
bit 3- 0x0E  bit 7 - 0x12
bit 11-0x16 bit 15 - 0x1A

Networking

SR80 | oxsoastiony

Scan Duration. Set/Read the
scan duration exponent. £nd
Device- Duration of Active Scan
during Association. On beacon
system, set SD =BE of
coordinator. SD must be set at
least to the highest BE parameter
of any Beaconing Coordinator
with which an End Device or
Coordinator wish to discover.
Coordinator If ‘ReassignPANID’
option is set on Coordinator [refer
to A2 parameter], SD detemines
the length of time the Coordinator
will scan channels to locate
existing PANS. If
‘ReassignChannel’ option is set,
SD detemmines how long the 0-0x0F [exponent] | 4
Coordinator will perform an
Energy Scan to determine which
channel it will operate on. ‘Scan
Time’ is measured as (# of
channels to scan] * (2 * SD) *
15.36ms). The number of
channels to scan is set by the SC
command. The modem can scan
up to 16 channels (SC = 0xFFFF).
Example: The values below show
results for a 13 channel scan:
IfSD =0, time = 0.18 sec

SD =8, time =47.19 sec

SD =2, time = 0.74 sec

SD =10, time = 3.15 min

SD =4, time = 2.95 sec

SD =12, time = 12.58 min

Networking

S0i(v1.x40) {Association}
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SD =6, time = 11.80 sec
SD =14, time = 50.33 min

A1 (v1.x80%)

Networking
{Association}

End Device Association.
Set/Read End Device association
options.

bit 0 - ReassignPanID

0 - Will only associate with
Coordinator operating on PAN ID
that matches module ID

1 - May associate with
Coordinator operating on any
PANID

bit 1 - ReassignChannel

0 - Will only associate with
Coordinator operating on
matching CH Channel setting

1 - May associate with
Coordinator operating on any
Channel

bit 2 — AutoAssociate

0 - Device will not attempt
Association

1 - Device attempts Association
until success

Note: This bit is used only for
Non-Beacon systems. End
Devices in Beacon-enabled
system must always associate to
a Coordinator

bit 3 — PollCoordOnPinWake

0 - Pin Wake will not poll the
Coordinator for indirect (pending)
data

1 - Pin Wake will send Poll
Request to Coordinator to extract
any pending data bits 4 - 7 are
reserved

0- OxOF [bitfield] | 0

A2 (v1.x80%)

Networking
{Association}

Coordinator Association.
Set/Read Coordinator association
options.

bit 0 - ReassignPanlID

0 - Coordinator will not perform
Active Scan to locate
available PAN ID. It will
operate on ID (PAN ID).

1 - Coordinator will perform
Active Scan to detemrmine
an available ID (PAN ID). If
a PAN ID conflict is found,
the ID parameter will
change.

bit 1 - ReassignChannel -
0 - Coordinator will not
perform Energy Scan to
determine free channel. It
will operate_ on the
channel determined by the
CH parameter.

0- 7 [bitfield] 0
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1 - Coordinator will perform
Energy Scan to find a free
channel, then operate on
that channel.
bit 2 - AllowAssociation —
0 - Coordinator will not
allow any devices to
associate to it.
1 - Coordinator will allow
devices to associate to it.
bits 3 - 7 are reserved

Al (v1.x80%)

Networking
{Association}

Association Indication. Read
errors with the last association
request:

0x00 - Successful Completion -
Coordinator successfully started
or End Device association
complete

0x01 - Active Scan Timeout

0x02 - Active Scan found no
PANs

0x03 - Active Scan found PAN,
but the
CoordinatorAllowAssociation bit is
not set

0x04 - Active Scan found PAN,
but Coordinator and End Device
are not configured to support
beacons

0x05 - Active Scan found PAN,
but the Coordinator ID parameter
does not match the ID parameter
of the End Device

0x06 - Active Scan found PAN,
but the Coordinator CH parameter
does not match the CH parameter
of the End Device

0x07 - Energy Scan Timeout
0x08 - Coordinator start request
failed_

0x09 - Coordinator could not start
due to invalid parameter

0x0A - Coordinator Realignment
is in progress

0x0B - Association Request not
sent

0x0C - Association Request timed
out - no reply was received

0x0D - Association Request had
an Invalid Parameter

0x0E - Association Request
Channel Access Failure. Request
was not transmitted - CCA failure
0x0F - Remote Coordinator did
not send an ACK after
Association Request was sent
0x10 - Remote Coordinator did
not reply to the Association

0- 0x13 [read-
only]
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Request, but an ACK was
received after sending the request
0x11 - [reserved]

0x12 - Sync-Loss - Lost
synchronization with a Beaconing
Coordinator

0x13 - Disassociated - No longer
associated to Coordinator

DA (v1.x80%)

Networking
{Association}

Force Disassociation. End
Device will immediately
disassociate from a Coordinator
(if associated) and reattempt to
associate.

FP (v1.x80")

Networking
{Association}

Force Poll. Request indirect
messages being held by a
coordinator.

AS (v1.x80%)

Networking
{Association}

Active Scan. Send Beacon
Request to Broadcast Address
(0xFFFF) and Broadcast PAN
(0xFFFF) on every channel. The
parameter detemmines the time
the radio will listen for Beacons
on each channel. A
PanDescriptor is created and
returned for every Beacon
received from the scan. Each
PanDescriptor contains the
following information:
CoordAddress (SH, SL)<CR>
CoordPanlD (ID)<CR>
CoordAddrMode <CR>
0x02 = 16-bit Short Address
0x03 = 64-bit Long Address _
Channel (CH parameter) <CR> _
SecurityUse<CR> _
ACLEntry<CR> _
SecurityFailure<CR> _
SuperFrameSpec<CR> (2 bytes):

bit 15 - Association Pemmitted

(MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order
GtsPemit<CR>
RSSI<CR> (RSSI is returned as -
dBm)
TimeStamp<CR> (3 bytes)
<CR>
A carriage return <CR> is sent at
the end of the AS command. The
Active Scan is capable of
returning up to 5 PanDescriptors
in a scan. The actual scan time
on each channel is measured as
Time =[(2 "SD PARAM) * 15.36]

0-6
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ms. Note the total scan time is
this time multiplied by the number
of channels to be scanned. Also
refer to SD command description.

Energy Scan. Send an Energy
Detect Scan. This parameter
detemines the length of scan on
each channel. The maximal
energy on each channel is
returned & each value is followed
by a carriage return. An additional
carriage return is sent at the end

of the command. The values 0-6 -
returned represent the detected
energy level in units of -dBm. The
actual scan time on each channel
is measured as Time =[(2 "ED) *
15.36] ms. Note the total scan
time is this time multiplied by the
number of channels to be
scanned (refer to SD parameter).

Networking

BR80T | v

AES Encryption Enable.
Disable/Enable 128-bit AES
encryption support. Use in 0-1
conjunction with the KY
command.

0
(disabled)

Networking

EE (vIA0) | oo

AES Encryption Key. Set the
128-bit AES (Advanced

Encryption Standard) key for g -I (a;w 16:Ete -
encrypting/decrypting data. The vl
KY register cannot be read.

Networking

KY (VISAD) | tseeurity)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)
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AT _ Command_
Command | Category
PL RF Interfacing
CA (v1.x80") RF Interfacing

Name and
Description

Power Level. Select/Read the
power level at which the RF
module transmits conducted
power.

CCA Threshold. Set/read the
CCA (Clear Channel
Assessment) threshold. Prior to
transmitting a packet, a CCA is
performed to detect energy on
the channel. If the detected
energy is above the CCA
Threshold, the module will not
transmit the packet.

Parameter
Range
0-4

=-10/10 dBm
1=-6/12dBm
2=-4/14dBm
3=-2/16 dBm
4=0/18 dBm

0 - 0x50 [-dBm]

Default

0x2C
(-44d dBm)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-Sleep (Low Power)

Page

::\T* Ll Name and Description RaraIercE Default
ommand | Category Range
0-5
0 =No Sleep
1=Pin
Hibernate
2 =Pin Doze
3 =Reserved
4 = Cyclic
sleep
remote
5 = Cyclic
Slaops [Low Sleep Mode. <NonBeacon sleep
SM Power) fimware> Set/Read Sleep Mode remote 0
ower) . .
configurations. w/ pin
wake-up
6 = [Sleep
Coordinator]
for
backwards
compatibility
wf v1.x6
only; otherwise,
use CE
command.
Time before Sleep.<NonBeacon
fimware> Set/Read time period of
inactivity (no serial or RF data is
ST g;;‘e)a (Com sent or received) before activating ! (E)):T;:] ?5)(3333)
Sleep Mode. ST parameter is only
valid with Cyclic Sleep settings (SM
=4-5). Coordinator and End
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AT_
Command

PL

CA (v1.x80%)

Command_
Category

RF Interfacing

RF Interfacing

Name and
Description

Power Level. Select/Read the
power level at which the RF
module transmits conducted
power.

CCA Threshold. Set/read the
CCA (Clear Channel
Assessment) threshold. Prior to
transmitting a packet, a CCA is
performed to detect energy on
the channel. If the detected
energy is above the CCA
Threshold, the module will not
transmit the packet.

Parameter
Range
0-4
0=-10/10dBm
1=-6/12dBm
2=-4/14dBm
3=-2/16 dBm
4=0/18 dBm

0 - 0x50 [-dBm]

Default

0x2C
(-44d dBm)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-Sleep (Low Power)

AT_
Command

Command_
Category

Name and Description

Parameter
Range

Default

SM

ST

Sleep_ (Low
Power)

Sleep_ (Low
Power)

Sleep Mode. <NonBeacon
fimware> Set/Read Sleep Mode
configurations.

Time before Sleep.<NonBeacon
fimware> Set/Read time period of
inactivity (no serial or RF data is
sent or received) before activating
Sleep Mode. ST parameter is only
valid with Cyclic Sleep settings (SM
=4-5). Coordinator and End

Page

0-5
0 =No Sleep
1=Pin
Hibernate
2 =Pin Doze
3 =Reserved
4 = Cyclic
sleep
remote
5 = Cyclic
sleep
remote
w/ pin
wake-up
6 = [Sleep
Coordinator]
for
backwards
compatibility
w/ v1.x6
only; otherwise,
use CE
command.

1 -0xFFFF
[x 1 ms]

0x1388
(5000d)
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Device ST values must be equal.
Also note, the GT parameter value
must always be less than the ST
value. (If GT > ST, the
configuration will render the
module unable to enter into
command mode.) If the ST
parameter is modified, also modify
_the GT parameter accordingly.
Cyclic Sleep Period <NonBeacon
fimware> Set/Read sleep period
for cyclic sleeping remotes.
Coordinator and End Device SP
values should always be equal. To
send Direct Messages, set SP = 0.
End Device- SP determines the

Sleep_ (Low sleep period for cyclic sleeping 0- 0x68B0 [x
SP : S 0
Power) remotes. Maximum sleep period is 10ms]
268 seconds (0x68B0).

Coordinator If non-zero, SP
determmines the time to hold an
indirect message before discarding
it. A Coordinator will discard
indirect messages after a period of
(257 SP).
Disassociated Cyclic Sleep
Period.<NonBeacon fimware> _
End Device - Set/Read time period
of sleep for cyclic sleeping remotes
that are configured for Association
but are not associated to a
Coordinator. (i.e. If a device is
configured to associate, configured
as a Cyclic Sleep remote, but does
not find a Coordinator, it will sleep
for DP time before reattempting
association.) Maximum sleep
period is 268 seconds (0x68B0).
DP should be > 0 for NonBeacon
systems.

Sleep_ (Low
Power)

1- 0x68B0 [x 0x3E8_

DP (1.x80%) 10 ms] (1000d)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)
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gT— LT Name and Description LD Default
ommand | Category Range
Interface Data Rate. Set/Read the | 0- 7 (standard
serial interface data rate for baud rates)
communications between the RF 0=1200 bps
module serial port and host. 1=2400
Request non-standard baud rates 2 =4800
Serial with values above 0x80 using a 3=9600
BD Interfaciag terminal window. Read the BD 4=19200 3
register to find actual baud rate 5=38400
achieved. 6= 57600
7=115200
0x80 - 0x1C200
{non-standard
baud rates)
Packetization Timeout. Set/Read
number of character times of inter-
: 0- OxFF
Serial charac?er.delay required before [ character
RO | = transmission. Set to zero to : 3
nterfacing ; : times)
transmit characters as they arrive
instead of buffering them into one
RF packet.
AP| Enable. Disable/Enable API 0-2
Mode. 0 = Disabled
1=API
2 Serial _ enabled
AR (b0 Interfacing 2 = APl enabled .
{(w/escaped
control
characters)
Pull-up Resistor Enable.
Set/Read bitfield to configure
internal pull-up resistor status for
10 lines
Bitfield Map:
bit 0 - AD4/DIO4 (pin11)
bit 1- AD3 /DIO3 (pin17)
" Serial _ bit 2 - AD2/DIO2 (pin18)
PROAXSITD [ rtarfacing bit 3- ADY/DIOT (pin19) 0- OxFF OxFF

bit 4 - ADO / DIOO (pin20)

bit 5- RTS / AD6 / DIO6 (pin16)
bit 6 - DTR / SLEEP_RQ / DI8
(pin9)

bit 7 - DIN/CONFIG (pin3)

Bit set to “1” specifies pull-up
enabled; “0” specifies no pull-up

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-l/O Settings (sub category designated within {brackets})
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21-_ Celiipt il Name and Description ERtOMeCE Default
ommand | Category Range
DI8 Configuration. Select/Read Oaloswmd
D8 1/O Settings options for the DI8 line (pin 9) of 3=D 0
the RF module. (1,24 & 5 /)
0-1
DIO7 Configuration. Select/Read ‘1] § g?ng'fd
. ; . = ow
settings for the DIO7 line (pin 12) Control
D7 (v1.x80") 11O Settings of the RF module. Options include 2= (Wa) 1
CTS_ flow control and I/O line 3=DI
seftings. 4= DO low
5=D0 high
0-1
DIOB Configuration. SelectiRead ‘1] g g?gl;]'zfv
settings for the DIO6 line (pin 16) control
D6 (v1.x80%) 1O Settings of the RF module. Options include 2= (wa) 0
RTS_ flow control and I/O line 3=D|
seftings. 4=DO low
5=D0 high
0-1
D105 Configuration. Configure 0 = Disabled
settings for the DIO5 line {pin 15) 1 = Associated
> z of the RF module. Options include indicator
DSy || desssty Associated LED indicator (blinks 2=ADC i
when associated) and I/O line 3=DI
sefttings. 4 =DO low
5= DO high
(DIO4 -DIO4) Configuration. 0-1
Select/Read settings for the 0 = Disabled
following lines: ADO/DIOO (pin 1={(n/a)
DO- D4 _ 20), AD1IDIQ1 {pin 19), 2=ADC
(V15A0") 1O Settings AD2/DIO2 (pin 18), AD3/DIO3 3=DI 0
’ {pin 17), AD4/DIO4 (pin 11). 4 =DO0 low
Options include: Analog-to-digital 5=DO0 high
converter, Digital Input and Digital
Output.
IfO Output
Enable Disables/Enables /O data 01
U (XA | /O Settings receited Zz:tel:‘:is:‘aﬂ’ﬁ- 0= Disabld 1
=Enabled
frame regardless of the current
AP parameter value.
Samples before TX.Set/Read the
number of samples to collect
ITWAxA0Y) | 1O Settings e I W 1
aximum number of samples is
dependent upon the number of
enabled inputs.
Force Sample.Force aread of all | 8-bit bitmap (each
enabled inputs (DI or ADC). Data bit represents the
IS (v1.xA0") 1/O Settings is returned through the UART. If level of an I/O line

no inputs are defined (DI or ADC),
this command will return error.

Page
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10 (v1.xA0%)

110 Settings

Digital Output Level.Set digital
output level to allow DIO lines that
are setup as outputs to be
changed through Command
Mode.

IC (w1.xA0")

110 Settings

DIO Change
Detect.Enables/Disables the
monitoring of the change detect
feature on DIO lines 0-7. If a
change is detected, data is
transmitted with DIO data only.
Any samples queued and waiting
for transmission will be sent first.

0- OxFF [bitfield]

0
(disabled)

IR (v1.xA0")

110 Settings

Sample Rate. Set/Read sample
rate. When set, this parameter
causes the module to sample all
enabled inputs at a specified
interval.

0-0xFFFF [x 1
msec]

AV (v1.xA0%

1/0 Settings

ADC Voltage Reference.
Set/Read ADC reference voltage
switch.

0-1
0 = VREF pin
1 = Internal

IA (v1.XA0Y)

1/O Settings {I/O
Line Passing}

IfO Input Address. Set/Read
addresses of module to which
outputs are bound. Setting all
bytes to 0xFF will not allow any
received I/O packet to change
outputs. Setting address to
0xFFFF will allow any received
IfO packet to change outputs.

0-
OXFFFFFFFFFFFF
FFFF

OXFFFFFF
F
FFFFFFFF
F

T0-T7
(1.XA0Y)

1fO Settings {I/O
Line Passing}

(D0 - D7) Output Timeout.
Set/Read Output timeout values
for lines that correspond with the
DO - D7 parameters. When output
is set (due to I/O line passing) to
a non-default level, a timer is
started which when expired will
set the output to it default level.
The timer is reset when a valid
If0 packet is received.

0- OxFF
[x 100 ms]

OxFF

PO

1/O Settings {I/O
Line Passing}

PWMO0 Configuration.
Select/Read function for PWMO0
pin.

0-2
0 = Disabled
1=RSSI
2 = PWM Output

P1 (v1.xA0")

1fO Settings {I/O
Line Passing}

PWM?1 Configuration.
Select/Read function for PYWM1

pin.

0-2
0 = Disabled
1=RSSI
2 = PWM Output

MO (v1.xA0%)

1/O Settings {I/O
Line Passing}

PWMO Output Level. Set/Read
the PWMO output level.

0- 0x03FF

M1 (w1 XA0%)

1/O Settings {I/O
Line Passing}

PWM1 Output Level. Set/Read
the PWMO output level.

0 - 0x03FF

PT (v1.XA0%)

IfO Settings {I/O
Line Passing}

PWM Output Timeout. Set/Read
output timeout value for both
PWM outputs. When PWM is set
to a non-zero value: Due to /O
line passing, a time is started

0- OxFF
[x 100 ms]

OxFF

Page

105




Document Number: pnZXTxRM-0712m

which when expired will set the

PWM output to zero. The timer is

reset when a valid I/O packet is

received.]

RSSI PWM Timer.Set/Read

PWM timer register. Set the

duration of PYWM (pulse width
1/O Settings {I/O | modulation) signal output on the 0- OxFF
Line Passing} RSSI pin. The signal duty cycle is | [x 100 ms]

updated with each received

packet and is shut off when the

timer expires.]
*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

RP 0x28 (40d)

Commands-Diagnhostics

Parameter
Range

AT Command_

Command | Category Default

Name and Description

Firmware Version. Read fimware | 0- OxFFFF
version of the RF module. [read-only]
Firmware Version - Verbose.
Read detailed version information
VL (v1.x80%) Diagnostics (including application build date, -
MAC, PHY and bootloader
versions).
Hardware Version. Read
HV (v1.x80%) Diagnostics hardware version of the RF
module.
Received Signal Strength. Read
signal level [in dB] of last good
packet received (RSSI). Absolute
DB Diagnostics value is reported. (For example:
0x58 = -88 dBm) Reported value is
accurate between -40 dBm and RX
sensitivity.
CCA Failures.Reset/Read count of
CCA (Clear Channel Assessment)
failures. This parameter value
increments when the module does
not transmit a packet because it
detected energy above the CCA
threshold level set with CA
command. This count saturates at
its maximum value. Set count to “0”
to reset count.
ACK Failures. Reset/Read count
of acknowledgment failures. This
parameter value increments when
the module expires its transmission
EA (v1.x80%) Diagnostics retries without receiving an ACK on | 0- OxFFFF

a packet transmission. This count

saturates at its maximum value.

Set the parameter to “0” to reset

count.

VR Diagnostics Factory-set

0- OXFFFF

[read-only] Factory-set

0 - 0x64
[read-only]

EC (v1.x80%) Diagnostics 0- OxFFFF
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Energy Scan. Send ‘Energy
Detect Scan’. ED parameter
determines the length of scan on
each channel. The maximal energy
on each channel is returned and
each value is followed by a

ED (v1.x80%) Diagnostics carriage return. Values returned 0-6 -
represent detected energy levels in
units of -dBm. Actual scan time on
each channel is measured as Time
=[(2" SD) * 15.36] ms. Total scan
time is this time multiplied by the
number of channels to be scanned.

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-AT Command Options

AT ST Name and Description LTS Default
Command | Category Range

Command Mode
Timeout.Set/Read the period of
inactivity (no valid commands
received) after which the RF
module automatically exits AT
Command Mode and returns to
Idle Mode.

Exit Command Mode. Explicitly
exit the module from AT Command | -- -
Mode.

Apply Changes. Explicitly apply
changes to queued parameter - -
value(s) and re-initialize module.
Guard Times. Set required period
of silence before and after the
Command Sequence Characters of
AT Command the AT Command Mode Sequence | 2- 0x0CE4 0x3E8
Mode Options (GT+ CC + GT). The period of [x 1 ms] (1000d)
silence is used to prevent
inadvertent entrance into AT
Command Mode.

Command Sequence Character.
Set/Read the ASCII character
value to be used between Guard
AT Command Times of the AT Command Mode 0- 0xFF 0x2B
Mode Options Sequence (GT+CC+GT). The AT (+" ASCII)
Command Mode Sequence enters
the RF module into AT Command
Mode.

AT Command
Mode Options

2- OXFFFF

cr [x 100 ms]

0x64 (100d)

AT Command

Z Mode Options

AT Command

AC (v1.xA0") Mode Options

GT

cC

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)
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Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories
are designated within "< >" symbols that follow each command title. Zlinx Radio
Modems expect parameter values in hexadecimal (designated by the "0x" prefix).

All modules operating within the same network should contain the same firmware

version.
A1 (End Device Association) Command AT Command: ATA1
<Networking {Association}> The A1 Parameter Range: 0 - 0xOF [bitfield]
command is used to set and read
association options for an End Device. Default Parameter Value: 0
Related Commands: ID (PAN ID), NI
Use the table below to determine End (Node Identifier), CH (Channel), CE
Device (Coordinator Enable), A2 (Coordinator
behavior in relation to the A1 parameter. Association)
Minimum Firmware Version Required:
v1.x80
Bit number | End Device Association Option

0 - Will only associate with Coordinator operating on PAN ID that matches Node
0-ReassignPanlD | Identifier
1 - May associate with Coordinator operating on any PAN ID
) 0 - Will only associate with Coordinator operating on Channel that matches CH setting
1 - ReassignChannel - - - - -
1 - May associate with Coordinator operating on any Channel
0 - Device will not attempt Association

2. AutoAssociate 1- Device attempts Association until success_Note: This bit is used only for Non-
Beacon systems. End Devices in a Beaconing system must always associate to a
Coordinator

7 3- [ 0 - Pin Wake will not poll the Coordinator for pending (indirect) Data
PollCoordOnPinWake | 1- Pin Wake will send Poll Request to Coordinator to extract any pending data

4-7 I [reserved]

A2 (Coordinator Association) Command
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<Networking {Association}> The A2 AT Command: ATA2
command is used to_set and read association Parameter Range: O - 7 [bitfield]
options of the Coordinator.

Default Parameter Value: O

Use the table below to determine Related Commands: ID (PAN ID),
Coordinator NI (Node Identifier), CH (Channel),
behavior in relation to the A2 parameter. CE (Coordinator Enable), Al (End

Device Association), AS Active
Scan), ED (Energy Scan)
Minimum Firmware Version
Required: v1.x80

Bit number | End Device Association Option

0 - Coordinator will not perform Active Scan to locate available PAN ID. It will operate on
0- ID (PAN ID).

ReassignPanlD 1 - Coordinator will perform Active Scan to determine an available ID (PAN ID). If a PAN
| ID conflict is found! the ID parameter will change.

0 - Coordinator will not perform Energy Scan to detemmine free channel. It will operate on

1- the channel determined by the CH parameter.
ReassignChannel | 1. Coordinator will perform Energy Scan to find a free channel, then operate on that
channel.

. 0 - Coordinator will not allow any devices to associate to it.
2 -AllowAssociate | - - - ; :
1 - Coordinator will allow devices to associate to it.

3-7 | [reserved]

AC (Apply Changes) Command
<AT(C’<)>’r:1x1and Mgode) Options> The AC AT Command: ATAC

command is used to explicitly apply Minimum Firmware Version
changes to module parameter values. Required: v1.xA0

‘Applying changes' means that the module is

re-initialized based on changes made to its parameter values. Once changes are
applied, the module immediately operates according to the new parameter values.

This behavior is in contrast to issuing the WR (Write) command. The WR command
saves parameter values to non-volatile memory, but the module still operates
according to previously saved values until the module is re-booted or the CN (Exit AT
Command Mode) command is issued.

Refer to the "AT Command - Queue Parameter VValue" API type for more information.
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Al (Association Indication) Command AT Command: ATAI

<Networking {Association}> The Al Parameter Range: 0 - 0x13

command is used to indicate occurrences [read-only]

of errors during the last association Related Commands: AS (Active Scan),
request. ID (PAN

ID), CH (Channel), ED (Energy Scan),

Use the table below to determine meaning A1 (End

of the returned values.

Device Association), A2 (Coordinator
Association), CE (Coordinator Enable)
Minimum Firmware Version Required:
v1.x80

Returned | Association Indication

Value

(Hex)

0x00 Successful Completion - Coordinator successfully started or End Device association
complete

0x01 Active Scan Timeout

0x02 Active Scan found no PANs

0x03 Active Scan found PAN, but the Coordinator Allow Association bit is not set

0x04 ﬁctive Scan found PAN, but Coordinator and End Device are not configured to support

eacons
0x05 gctiye Scan found PAN, but Coordinator ID (PAN ID) value does not match the ID of the End
evice

0x06 Active S(_:an found PAN, but Coordinator CH (Channel) value does not match the CH of the
End Device

0x07 Energy Scan Timeout

0x08 Coordinator start request failed

0x09 Coordinator could not start due to Invalid Parameter

0x0A Coordinator Realignment is in progress

0x0B Association Request not sent

0x0C Association Request timed out - no reply was received

0x0D Association Request had an Invalid Parameter

0x0E Association Request Channel Access Failure - Request was not transmitted - CCA failure

0x0F Remote Coordinator did not send an ACK after Association Request was sent

0x10 Remote C_oordinator did not reply to the Association Request, but an ACK was received _
after sending the request

0x11 [reserved]

0x12 Sync-Loss - Lost synchronization with a Beaconing Coordinator

0x13 Disassociated - No longer associated to Coordinator
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AP (API Enable) Command :

<8erial Interfacing> The AP command is AT Command:ATAP

used to Parameter Range:0 - 2

enable the RF module to operate using a Datamater Configuration
framebased

APl instead of using the default 0 Disabled (Transparent
Transparent operation)

(UART) mode.
1 | APl enabled

APl enabled (with
escaped characters)

2

Default Parameter Value:0

Minimum Firmware Version Required:
v1.x80

Refer to the API Operation section when API operation is enabled
(AP =1 or 2).

AS (Active Scan) Command

<AT Command Mode Options> The AS AT Command: ATAS
command is used to send a Beacon Parameter Range: 0 - 6
Request to a Broadcast :

Address (OxFFFF) and Broadcast PAN gﬁ'rittf:n()bg?_'?gggﬁfgigﬁcfgw
(OxFFFF) on every channel. The Address). DH (Destination High

parameter determings the amount of time Address). ID (PAN ID), CH (Channel)
the RF module will listen for Beacons on — - - —t
Minimum Firmware Version Required:

each channel. A *PanDescriptor’ is created vi x80
and returned for every Beacon received :
from the scan. Each PanDescriptor contains the following
information:

CoordAddress (SH + SL parameters)<CR>
CoordPan|D (ID parameter)<CR>
CoordAddrMode <CR>

0x02 = 16-bit Short Address

0x03 = 64-bit Long Address

Channel (CH parameter) <CR>
SecurityUse<CR>

ACLEntry<CR>

SecurityFailure<CR>
SuperFrameSpec<CR> (2 bytes):

bit 15 - Association Permitted (MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order

GtsPermit<CR>

RSSI<CR> (- RSSl is returned as -dBm)
TimeStamp<CR> (3 bytes)

<CR> (A carriage return <CR> is sent at the end of the AS command.
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The Active Scan is capable of returning up to 5 PanDescriptors in a scan. The actual
scan time on each channel is measured as Time = [(2 * (SD Parameter)) * 15.36] ms.
Total scan time is this time multiplied by the number of channels to be scanned.

NOTE: Refer the scan table in the SD description to determine scan times. If using API
Mode, no <CR>'s are returned in the response. Refer to the APl Mode Operation
section.

AV (I_\DC Volta_ge Reference) Comma_nd AT Command: ATAV
<Serial Interfacing> The AV command is )
used to set/read the ADC reference voltage ~ Parameter Range:0 - 1

switch. Parameter | Configuration
0 VREF Pin
Internal (on-
1 board reference
BD (Interface Data Rate) Command - Veo)
<Serial Interfacing> The BD command is @F@@mﬁmtme:o
used to set and read the serial interface PairemusndrirRevaye derslorfstandard

data rate usedbetween the RF module and raegsed¥3 0% 1C200 (non-
host. This parameterdetermines the rate at stndard rates)

which serial data is sent to the module Parameter | Configuration (bps)
from the host. Modified interface data
rates do not take effect until the CN (Exit 0 1200
AT Command Mode) command is issued 1 2400
and the system returns the 'OK' response.

2 4800
When parameters 0-7 are sent to the
module, the respective interface data rates 3 9600
are used (as shown in the table on the 4 19200
right).

5 38400
The RF data rate is not affected by the BD 6 57600
parameter. Ifthe interface data rate is set
higher than the RF data rate, a flow control 7 115200
configuration may need to be Default Parameter Value:3
implemented.

Non-standard Interface Data Rates:

Any value above 0x07 will be interpreted as an actual baud rate. When a value above
0x07 is sent, the closest interface data rate represented by the number is stored in
the BD register. For example, a rate of 19200 bps can be set by sending the following
command line "ATBD4B00".

When the BD command is sent with a non-standard interface data rate, the UART will
adjust to accommodate the requested interface rate. In most cases, the clock
resolution will cause the stored BD parameter to vary from the parameter that was
sent (refer to the table below). Reading the BD command (send "ATBD" command
without an associated parameter value) will return the value actually stored in the
module's BD register.

Parameters Sent Versus Parameters Stored

BD Parameter Sent BD Parameter Stored
(HEX) Interface Data Rate (bps) (HEX)
0 | 1200 0
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4 19,200 4
7 115,200 7
12C 300 12B
1C200 115,200 1B207

CA (CCA Threshold) Command

<RF Interfacing> CA command is used to

set and read CCA (Clear Channel
Assessment) thresholds.

Prior to transmitting a packet, a CCAis

performed to detect energy on the transmit

AT Command: ATCA

Parameter Range: 0 - 0x50 [-
dBm]

Default Parameter Value: 0x2C
[J(-44 decimal dBm)

channel. If the detected energy is above

the CCA Threshold, the RF module will not

transmit the packet.

CC (Command Sequence Character)
Command

<AT Command Mode Options> The

Minimum Firmware Version
Required: v1.x80

AT Command: ATCC

Parameter Range: 0 - OxFF

CC command i1s used to set and read

the ASCII character used between
guard times of the AT Command Mode

Default Parameter Value: 0x2B (ASCII
")

Related Command: GT (Guard Times)

Sequence (GT + CC + GT). This sequence enters the RF module into AT Command
Mode so that data entering the module from the host is recognized as commands

instead of payload.

The AT Command Sequence is explained further in the AT Command Mode section.

CE (Coordinator Enable) Command

<Serial Interfacing> The CE command is

used to set and read the behavior (End

AT Command: ATCE

Parameter Range:0 - 1

Device vs. Coordinator) of the RF module.

Parameter Configuration
0 End Device
1 Coordinator

Default Parameter Value:0

Minimum Firmware Version Required:
v1.x80
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CH (Channel) Command .
<Networking {Addressing}> The CH AT Command: ATCH
command is used to set/read the
operating channel on which RF
connections are made petween RF Default Parameter Value: 0x0C
modules. The channel is one of three :

dd : i able torth (12 decimal)
a drelssnjr% op t'ﬁns aV?' able oth e Related Commands: ID (PAN
BTB?N LIIS'(IDe other odp)lonfja:jre ti € ti ID), DL (Destination Address

commandy) and destination Low, DH (Destination Address

addresses (DL & DH commands). High)

In order for modules to communicate with each other, the modules must
share the same channel number. Different channels can be used to
prevent modules in one network from listening to transmissions of
another. Adjacent channel rejection is 23 dB.

Parameter Range: Ox0B - Ox1A

The module uses channel numbers of the 802.15.4 standard.
Center Frequency = 2.405 + (CH - 11d) * 5 MHz (d = decimal)

CN (Exit Command Mode) Command

<AT Command Mode Options> The CN AT Command: ATCN
command is used to explicitly exit the RF

module from AT Command Mode.

CT (Command Mode Timeout) Command AT Command: ATCT
<AT Command Mode Options> The CT .
command is used to set and read the Parameter Range:2 - 0xFFFF [x 100

amount of inactive time that elapses before milliseconds]
the RF module automatically exits from AT Default Parameter Value: 0x64 (100
Command Mode and returns to Idle Mode. decimal (which equals 10 decimal
seconds))
Use the CN (EX.Il Command Mode) Number of bytes returned: 2
command to exit AT Command Mode -
manually Related Command: CN (Exit
’ Command Mode)
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DO - D4 (DIOn Configuration) Commands
<I/O Settings> The DO, D1, D2, D3 and D4
commands are used to select/read the
behavior of their respective AD/DIO lines
(pins 20, 19, 18, 17 and 11 respectively).
Options include:

» Analog-to-digital converter

« Digital input

« Digital output

D5 (DIOS Configuration) Command
<I/O Settings> The D5 command is used to
select/read the behavior of the DIOS line
(pin 15).
Options include:
» Associated Indicator (LED blinks
when the module is associated)
» Analog-to-digital converter
« Digital input
« Digital output
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AT Commands: _ ATDO, ATD1,
ATD2, ATD3, ATD4

Parameter Range:0- 5

Parameter Configuration
0 Disabled

1 n/a

2 ADC

3 DI

4 DO low

5 DO high

Default Parameter Value:0

Minimum Firmware
Required: 1.x.A0

Version

AT Command: ATD5

Parameter Range:0 - 5

Parameter Configuration

0 Disabled

1 Asso_ciated
Indicator

2 ADC

3 DI

4 DO low

5 DO high

Default Parameter Value:1

Parameters 2-5 supported as of

firmware version

1.xA0




D6 (DIO6 Configuration)
Command
<I/O Settings> The D6 command
is used to select/read the behavior
of the DIOB line (pin 16).
Options include:

* RTS flow control

+ Analog-to-digital

converter
» Digital input
« Digital output

D7 (DIO7 Configuration)
Command
<|/O Settings> The D7 command
is used to select/read the behavior
of the DIO7 line (pin 12).
Options include:

» CTS flow control

» Analog-to-digital

converter
* Digital input
+ Digital output

D8 (DI8 Configuration)
Command

<|/O Settings> The D8 command
is used to select/read the behavior
of the DI8 line (pin 9).

This command enables configuring
the pin to function as a digital
input. This line is also used

with Pin Sleep.

AT Command: ATD6

Document Number: pnZXTxRM-0712m

Parameter Range:0- 5

Parameter

Configuration

0

Disabled

1

RTS Flow Control

nfa

DI

2
3
4

DO low

5

DO high

Default Parameter Value:0

Parameters 3-5 supported as of firmware

version 1.XA0

AT Command: ATD7

Parameter Range:0- 5

Parameter Configuration
0 Disabled
1 CTS Flow Control
2 n/a
3 DI
4 DO low
5 DO high

Default Parameter Value:1

Parameters 3-5 supported as of firmware version

1.x.A0

AT Command: ATD8

Parameter Range:0-5_(1, 2,4 & 5n/a)

Parameter Configuration
0 Disabled
3 DI

Default Parameter Value:0

Minimum Firmware Version Required: 1.xA0
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DA (Force Disassociation) _
Command AT Command: ATDA

<(Special)> The DA command is Minimum Firmware Version Required: v1.x80
used to immediately disassociate
an End Device from a Coordinator and reattempt to associate.

DB (Received Signal Strength)

Command AT Command: ATDB

<Diagnostics> DB parameter is Parameter Range: 0 - 0x64 [read-only]
used to read the received signal
strength (in dBm) of the last RF packet received. Reported values are accurate
between -40 dBm and the RF module's receiver sensitivity.

Absolute values are reported. For example: 0x58 = -88 dBm (decimal). If no packets
have been received (since last reset, power cycle or sleep event), "0" will be reported.

DH (Destination Address High) AT Command: ATDH

Command

<Networking {Addressing}> The Parameter Range: 0 - OXFFFFFFFF

DH command is used to set and

read the upper 32 bits of the RF Default Parameter Value: 0

Male:s Ba-it destln_anon Related Commands: DL (Destination Address
address. When combined Low), CH (Channel), ID (PAN VID), MY (Source

with the DL (Destination Address Address)
Low) parameter, it defines the
destination address used for transmission.

An module will only communicate with other modules having the same channel (CH
parameter), PAN ID (ID parameter) and destination address (DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL
parameter less than OxFFFF. 0x000000000000FFFF (DL concatenated to DH) is the
broadcast address for the PAN.

DL (Destination Address Low) AT Command: ATDL

Command

<Networking {Addressing}> The Parameter Range: 0 - OXFFFFFFFF

DL command is used to set and ;

read the lower 32 bits of the RF Dt Fatametehvalls 0

module's 64-bit destination Related Commands: DH (Destination Address
address. When combined with the  Highy CH (Channel), ID (PAN VID), MY (Source
DH (Destination Address High) Address)

parameter, it defines the
destination address used for transmission.

A module will only communicate with other modules having the same channel (CH
parameter), PAN ID (ID parameter) and destination address (DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL
parameter less than OxFFFF. 0x000000000000FFFF (DL concatenated to DH) is the
broadcast address for the PAN.

DN (Destination Node) Command
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<Networking {Identification}> The ~ _/T Command: ATDN

DN command is used to resolve a Parameter Range: 20-character ASCI| String
NI (Node Identifier) string to a — - - -
physical address. The following Minimum Firmware Version Required: v1.x80

events occur upon successful
command execution:

1. DL and DH are set to the address of the module with the matching NI (Node
Identifier).

2.'OK'isreturned.

3. RF module automatically exits AT Command Mode.

If there is no response from a modem within 200 msec or a parameter is not specified
(left blank), the command is terminated and an 'ERROR' message is returned.

DP (Disassociation Cyclic Sleep AT Command: ATDP

Period) Command

<Sleep Mode (Low Power)> Parameter Range: 1 - 0x68B0 _ [x 10
milliseconds]

NonBeacon Firmware
End Device - The DP command is Default Parameter Value:0x3E8_ (1000 decimal)
used to set and read the time

period of sleep for cyclic sleeping Related Commands: SM (Sleep Mode), SP

remotes that are configured for (Cyclic Sleep Period), ST (Time before Sleep)
Association but are not associated
to a Coordinator. (i.e. Ifa Minimum Firmware Version Required: v1.x80

device is configured to associate,

configured as a Cyclic Sleep remote, but does not find a Coordinator; it will sleep for
DP time before reattempting association.) Maximum sleep period is 268 seconds
(0x68B0). DP should be > 0 for NonBeacon systems.

EA (ACK Failures) Command

<Diagnostics> The EA command AT Command: ATEA
is used toreset and read the count
of ACK (acknowledgement)
failures. This parameter value Minimum Firmware Version Required: v1.x80
increments when the module
expires its transmission retries without receiving an ACK on a packet transmission.
This count saturates at its maximum value.

Parameter Range:0 - OxFFFF

Set the parameter to "0" to reset count.

EC (CCA Failures) Command

<Diagnostics> The EC command AT Command: ATEC
L;ngit(%:’::gc;?snf;et thezcount Parameter Range:0 - OXFFFF
Assessment) failures. This Related Command: CA (CCA Threshold)
parameter value increments when — - : :
the RF module does not transmit a Minimum Firmware Version Required: v1.x80
packet due to the detection of

energy that is above the CCA threshold level (set with CA command).

This count saturates at its maximum value.

Set the EC parameter to “0" to reset count.

ED {(Energy Scan) Command
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<Networking {Association}> The AT Command: ATED

ED command is used to send an Parameter Range:0 - 6

"Energy Detect Scan”. This Related Command: SD (Scan Duration), SC
parameter determines the length (Scan Channel)

of scan on each channel. The

maximal energy on each channel Minimum Firmware Version Required: v1.x80

is returned and each value is
followed by a carriage return. An additional carriage return is sent at the end of the
command.

The values returned represent the detected energy level in units of -dBm. The actual
scan time on each channel is measured as Time =[(2 * ED PARAM) * 15.36] ms.

Note: Total scan time is this time multiplied by the number of channels to be scanned.
Also refer to the SD (Scan Duration) table. Use the SC (Scan Channel) command to
choose which channels to scan.

EE (AES Encryption Enable) AT Command: ATEE

Command

<Networking {Security}> The EE Parameter Range:0 - 1

command is used to set/read the ;

P Confi t
parameter that disables/enables BERMIC cnfiguration
128-bit AES encryption. 0 Disabled
The Zlinx firmware uses the 1 Enabled

802.15.4 Default Security protocol Default Parameter Value:0
and uses AES encryption with a
128-bit key. AES encryption Related Commands: KY (Encryption Key), AP
dictates that all modules in the (API Enable), MM (MAC Mode)

network use the same key and the
maximum RF packet size is 95
Bytes.

Minimum Firmware Version Required: v1.xA0

When encryption is enabled, the module will always use its 64-bit long address as the
source address for RF packets. This does not affect how the MY (Source Address),
DH (Destination Address High) and DL (Destination Address Low) parameters work

If MM (MAC Mode) > 0 and AP (API Enable) parameter > 0O:
With encryption enabled and a 16-bit short address set, receiving modules will only be
able to issue RX (Receive) 64-bit indicators. This is not an issue when MM = 0.

If a module with a non-matching key detects RF data, but has an incorrect key: When
encryption is enabled, non-encrypted RF packets received will be rejected and will not
be sent out the UART.

Transparent Operation --> All RF packets are sent encrypted if the key is set.

API| Operation --> Receive frames use an option bit to indicate that the packet was
encrypted.
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FP (Force Poll) Command
<Networking (Association)> The
FP command is used to request
indirect messages being held by a
Coordinator.

FR (Software Reset) Command
<8pecial> The FR command is
used to force a software reset on

Document Number: pnZXTxRM-0712m

AT Command: ATFP

Minimum Firmware Version Required: v1.x80

AT Command: ATFR

Minimum Firmware Version Required: v1.x80

the RF module. The reset simulates powering off and then on again the module.

GT (Guard Times) Command
<AT Command Mode Options>
GT Command is used to set the DI
(data in from host) time-of-silence
that surrounds the AT command
sequence character (CC
Command) of the AT Command
Mode sequence (GT + CC + GT).

The DI time-of-silence is used to
prevent inadvertent entrance into
AT Command Mode.

AT Command: ATGT

Parameter Range:2 - 0XOCE4 [x 1 millisecond]

Default Parameter Value:0x3E8 _ (1000 decimal)

Related Command: CC (Command Sequence
Character)

Refer to the Command Mode section for more information regarding the AT

Command Mode Sequence.

HV (Hardware Version)
Command

<Diagnostics> The HV command
is used to read the hardware
version of the RF module.

1A (I/O Input Address) Command
<l/O Settings {I/O Line Passing}>
The |IA command is used to bind a
module output to a specific
address. Outputs will only change
if received from this address. The
IA command can be used to
set/read both 16 and 64-bit
addresses.

AT Command: ATHV

Parameter Range:0 - OxFFFF [Read-only]

Minimum Firmware Version Required: v1.x80

AT Command: ATIA

Parameter Range:0 - OXFFFFFFFFFFFFFFFF

Default Parameter
Value:OxFFFFFFFFFFFFFFFF_ (will not allow any
received I/O packet to change outputs)

Minimum Firmware Version Required: v1.xA0

Setting all bytes to OxFF will not allow the reception of any /O packet to change
outputs. Setting the |A address to OXFFFF will cause the module to accept all I/O

packets.

IC (DIO Change Detect) Command
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<l/O Seftings> The IC command is _/*1 Command: ATIC

used to enable the monitoring of Parameter Range:0 - OxFF [bitfield]

the change detect feature on DIO -

lines 0-7. If a change is detected, Default Parameter Value:0 (disabled)

data is transmitted with DIO data Minimum Firmware Version Required: 1.xA0

only. Any samples queued and
waiting for transmission are sent first.

Refer to the "ADC and Digital I/O Line Support” sections of the “RF Module
Operations” chapter for more information.

Iy (Ran,ID);Commend AT Command: ATID

<Networking {Addressing}> The ID

command is used to set and read Parameter Range: 0 - OxFFFF

the PAN (Personal Area Network)

ID of the RF module. Only Default Parameter Value:0x3332 (13106 decimal)

modules with matching PAN IDs
can communicate with each
other. Unique PAN IDs enable control of which RF packets are received by a module.

Setting the ID parameter to OxFFFF indicates a global transmission for all PANSs. It
does not indicate a global receive.

10 (Digital Output Level) AT Command: ATIO
Command

<|/O Settings> The |O command is
used to set digital output levels.
This allows DIO lines setup as
outputs to be changed through
Command Mode.

Parameter Range: 8-bit bitmap _
(where each bit represents the level of an 1/O
line that is setup as an output.)

Minimum Firmware Version Required: v1.xXA0

IR (Sample Rate) Command AT Command: ATIR

<lfO Seftings> The IR command is Parameter Range: 0 - OXFFFF [x 1 msec]_ (cannot
used to set/read the sample rate. guarantee 1 ms timing when IT=1)
When set, the module will sample

all enabled DIO/ADC lines at a Default Parameter Value:0

specified interval. This command ”

allows periodic reads of the ADC Related Command: IT (Samples before TX)
antd DIO lines in a non-Sleep Mode  Minimum Firmware Version Required: v1.xA0
setup.

Example: When IR = Ox0A, the sample rate is 10 ms (or 100 Hz).

IS (Force Sample) Command

<l/O Settings> The IS command is 1 command: ATIS

used to force a read of all enabled Parameter Range: 1 - OxFF

DIO/ADC lines. The data is

returned through the UART. Default Parameter Value:1

When operating in Transparent Minimum Firmware Version Required: v1.xA0

Mode (AP=0), the data is retuned
in the following format:
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All bytes are converted to ASCII:

number of samples<CR>

channel mask<CR>

DIO data<CR> (If DIO lines are enabled<CR>

ADC channel Data<cr> <-This will repeat for every enabled ADC channel<CR>
<CR> (end of data noted by extra <CR>)

When operating in APl mode (AP > 0), the command will immediately return an 'OK'
response. The data will follow in the normal API format for DIO data.

IT (Samples before TX) AT Command: ATIT

Command

<I/O Settings> The IT command is Parameter Range: 1 - OxFF
used to set/read the number of

DIO and ADC samples to collect Default Parameter Value:1

before transmitting data. Minimum Firmware Version Required: v1.xAQ

One ADC sample is considered complete when all enabled ADC channels have been
read. The module can buffer up to 93 Bytes of sample data. Since the module uses a
10-bit A/D converter, each sample uses two Bytes. This leads to a maximum buffer
size of 46 samples or IT=0x2E.

When Sleep Modes are enabled and IR (Sample Rate) is set, the module will remain
awake until IT samples have been collected.

1U (1/0 Output Enable) Command

<I/O Settings> The IU command is AT Command: ATIU

used to disable/enable I/O UART Parameter Range:0 - 1

output. When enabled (IU = 1), - -

received /O line data packets are Parameter Configuration

sent out the UART. The data is

sent using an API frame Disabled -Received /O

regardless of the current AP 0 line data packets will

parameter value. NOT sent out UART.

Enabled -Received /O
1 line data will be sent out
UART

Default Parameter Value:1

Minimum Firmware Version Required: 1.xA0

KY (AES Encryption Key) AT Command: ATKY

Command

<Networking {Security}> The KY Parameter Range:0 - (any 16-Byte value)
command is used to set the 128- ]

bit AES (Advanced Encryption Default Parameter Value:0

Standard) key for Related Command: EE (Encryption Enable)
encrypting/decrypting data.

Once set, the key cannot be read Minimum Firmware Version Required: v1.xAQ

out of the module by any means.

The entire payload of the packet is encrypted using the key and the CRC is computed
across the ciphertext. When encryption is enabled, each packet carries an additional
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16 Bytes to convey the random CBC Initialization Vector (IV) to the receiver(s). The
KY value may be 0" or any 128-bit value. Any other value, including entering ATKY
by itself with no parameters, will cause an error. A module with the wrong key (or no
key) will receive encrypted data, but the data driven out the serial port will be
meaningless. Likewise, a module with a key will receive unencrypted data sent from a
module without a key, but the output will be meaningless. Because CBC mode is
utilized, repetitive data appears differently in different transmissions due to the
randomly-generated V.

When queried, the system will return an *OK' message and the value of the key will
not be returned.

MO (PWMO Output Level) AT Command: ATMO
Command
<I/O Settings> The MO command ~_ Farameter Range:0 - OxO3FF [steps]

is used to set/read the output level Default Parameter Value:0
of the PWMO line (pin 6).

Related Commands: PO (PWMO Enable), AC

Before setting the line as an (Apply Changes), CN (Exit Command Mode)
output:

1. Enable PWMO output (PO = 2)

2. Apply settings (use CN or AC)

Minimum Firmware Version Required: v1.xA0

The PWM period is 64 usec and there are 0x03FF (1023 decimal) steps within this
period. When MO = 0 (0% PWM), 0x01FF (50% PWM), 0x03FF (100% PWM), etc.

M1 (PWM1 Output Level)
Command AT Command: ATM1
<|/O Settings> The M1 command Parameter Range:0 - 0x03FF

is used to set/read the output level
of the PWM1 line (pin 7). Default Parameter Value:0

Bef ting the i Related Commands: P1 (PWM1 Enable), AC
ojt;’l:f sefingheringasian (Apply Changes), CN (Exit Command Mode)

1. Enable PWM1 output (P1 = 2) Minimum Firmware Version Required: v1.xA0
2. Apply settings (use CN or AC)
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MM (MAC Mode) Command
<Networking {Addressing}> The
MM command is used to set and
read the MAC Mode value. The
MM command disables/enables
the use of a Max-Stream header
contained in the 802.15.4 RF
packet. By default (MM = 0), B&B
Mode is enabled and the module
adds an extra header to the data
portion of the 802.15.4 packet.
This enables the following
features:

* ND and DN command support

* Duplicate packet detection

when using ACKs

The MM command allows users to
turn off the use of the extra

AT Command: ATMM
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Parameter Range:0 - 2

Parameter

Configuration

B&.B Mode
(802.15.4 + B&B
header)

1

802.15.4 (no ACKs)

2

802.15.4 (with ACKs)

Default Parameter Value:0

Related Commands: ND (Node Discover), DN

(Destination Node)

Minimum Firmware Version Required: v1.x80

header. Modes 1 and 2 are strict 802.15.4 modes. If the B&B header is disabled, ND

and DN parameters are also disabled.

Note: When MM > 0, application and CCA failure retries are not supported.

MY (16-bit Source Address)
Command

<Networking {Addressing}> The
MY command is used to set and
read the 16-bit source address of
the RF module.

By setting MY to OXFFFF, the
reception of RF packets having a

AT Command: ATMY

Parameter Range: 0 - OXFFFF

Default Parameter Value: 0

Related Commands: DH (Destination Address
High), DL (Destination Address Low), CH

(Channel), ID (PAN ID)

16-bit address is disabled. The 64-bit address is the module’s serial number and is

always enabled.

ND (Node Discover) Command
<Networking {ldentification}> The
ND command is used to discover
and report all modules on its
current operating channel (CH
parameter) and PAN ID (ID

parameter). ND also accepts an NI

(Node Identifier) value as a
parameter. In this case, only a
module matching the supplied
identifier will respond.

AT Command: ATND

Range: optional 20-character NI value

Related Commands: CH (Channel), ID (Pan ID),
MY (Source Address), SH (Serial Number High),
SL (Serial Number Low), NI (Node |dentifier),

NT (Node Discover Time)

Minimum Firmware Version Required: v1.x80

ND uses a 64-bit long address when sending and responding to an ND request. The
ND command causes a module to transmit a globally addressed ND command
packet. The amount of time allowed for responses is determined by the NT (Node

Discover Time) parameter.

In AT Command mode, command completion is designated by a carriage return
(0x0D). Since two carriage returns end a command response, the application will
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receive three carriage returns at the end of the command. If noresponses are
received, the application should only receive one carriage return. When in APl mode,
the application should receive a frame (with no data) and status (set to 'OK’) at the
end of the command. When the ND command packet is received, the remote sets up
a random time delay (up to 2.2 sec) before replying as follows:

Node Discover Response (AT command mode format - Transparent operation):
MY (Source Address) value<CR>

SH (Serial Number High) value<CR>

SL (Serial Number Low) value<CR>

DB (Received Signal Strength) value<CR>

NI (Node Identifier) value<CR>

<CR> (This is part of the response and not the end of command indicator.)

Node Discover Response (API format - data is binary (except for NI)):

2 bytes for MY (Source Address) value

4 bytes for SH (Serial Number High) value

4 bytes for SL (Serial Number Low) value

1 byte for DB (Received Signal Strength) value

NULL-terminated string for NI (Node Identifier) value (max 20 bytes w/out NULL
terminator)

NI (Node Identifier) Command AT Command: ATNI
<Networking {ldentification}> The
NI command is used to set and

Parameter Range: 20-character ASCII string

read a string for identifying a Related Commands: ND (Node Discover), DN
particular node. (Destination Node)
Rules: Minimum Firmware Version Required: v1.x80
» Register only accepts printable
ASCI| data.

« A string can not start with a space.

« A carriage return ends command

» Command will automatically end when maximum bytes for the string have been
entered.

This string is returned as part of the ND (Node Discover) command. This identifier is
also used with the DN (Destination Node) command.

NT (Node Discover Time) AT Command: ATNT

Command o Parameter Range: 0x01 - OxFC
<Networking {ldentification}> The [x 100 msec]

NT command is used to set the

amount of time a base node will Default: 0x19 (2.5 decimal seconds)

wait for responses from other
nodes when using the ND (Node
Discover) command. The NT value  Minimum Firmware Version Required: 1.xA0
is transmitted with the ND
command.

Related Commands: ND (Node Discover)

Remote nodes will set up a random hold-off time based on this time. The remotes will
adjust this time down by 250 ms to give each node the ability to respond before the
base ends the command. Once the ND command has ended, any response received
on the base would be discarded.

PO (PWMO Configuration) Command
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: : : AT Command: ATP0O_ The second character in
-T-KS §;t;§£rﬂgaguigeu§:§?gug}> the command is the number zero (*0"), not the
select/read the function for letter "O".
PWMO (Pulse Width Modulation Parameter Range: 0 - 2
output 0). This command enables -
the option of translating Parameter Configuration
incoming data to a PWM so that :
the output can be translated back 0 Bisabled
into analog form. 1 RSSI
With the IA (/O Input Address) 2 PWMO Output

parameter correctly set, ADO

: Default Parameter Value: 1
values can automatically be

passed to PWMO.

P1 (PWM1 Configuration) AT Command: ATP1

Command

<I/O Setting {I/O Line Passing}> Parameter Range: 0 - 2

The P1 command is used to Parameter Configuration
select/read the function for

PWM1 (Pulse Width Modulation 0 Disabled
output 1). This command enables 1 RSSI

the option of translating incoming

data to a PWM so that the output 2 PWM1 Output
can be translated back into analog

form. Default Parameter Value: 0

) Minimum Firmware Version Required: v1.xAQ
With the IA (I/O Input Address)

parameter correctly set, AD1 values can automatically be passed to PWM1.

PL (Power Level) Command AT Command: ATPL

<RF Interfacing> The PL Parameter Range: 0-4

command is used to select and

read the power level at which the Parameter

RF

module transmits conducted 0 -10.dBm 10 dBm
power. 1 -6 dBm 12 dBm
WHEN OPERATING IN EUROPE: 2 -4 dBm 14 dBm
modem must be configured to 3 -2 dBm 16 dBm
operate at a maximum transmit

power output 4 0 dBm 18 dBm

level of 10 dBm. The PL parameter
must equal “0" (10 dBm).
Additionally, European regulations stipulate an EIRP power maximum of 12.86 dBm
(19 mW) for the modem and 12.11 dBm for the modem when integrating high-gain
antennas.

Default Parameter Value: 4
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PR (Pull-up Resistor Enable) AT Command: ATPR

Command

<Serial Interfacing> The PR Parameter Range: 0 - OxFF

command is used to set and read

the bit field that is used to Default Parameter Value: OxFF _ (all pull-up
configure internal the pull-up resistors are enabled)

resistor status for /0 lines.
*1" specifies the pull-up resistor is
enabled. "0" specifies no pull up.

Minimum Firmware Version Required: v1.x80

bit 0 - AD4/DIO4 (pin 11)
bit 1 - AD3/DIO3 (pin 17)
bit 2 - AD2/DIO2 (pin 18)
bit 3 - AD1/DIO1 (pin 19)
bit 4 - ADO/DIOO (pin 20)
bit 5 - AD6/DIOB (pin 16)
bit 6 - DI8 (pin 9)

bit 7 - DIN/CONFIG (pin 3)

For example: Sending the command "ATPR 6F" will turn bits 0, 1, 2, 3, 5 and 6 ON;
and bits 4 & 7 will be turned OFF. (The binary equivalent of “0x6F" is “01101111".
Note that 'bit 0" is the last digit in the bitfield.

PT (PWM Output Timeout) AT Command: ATPT

Command

<I/O Settings {I/O Line Passing}> Parameter Range: 0 - OxFF [x 100 msec]
The PT command is used to Default Parameter Value: OxFF

set/read the output timeout o . . .

value for both PWM outputs. Minimum Firmware Version Required: 1.XxA0

When PWM is set to a non-zero value: Due to I/O line passing, a time is started which
when expired will set the PWM output to zero. The timer is reset when a valid I/O
packet is received.

RE (Restore Defaults) Command AT Command: ATRE
<(Special)> The RE command is
used to restore all configurable parameters to their factory default settings. The RE
command does not write restored values to non-volatile (persistent) memory. Issue
the WR (Write) command subsequent to issuing the RE command to save restored
parameter values to non-volatile memory.

RN (Random Delay Slots) AT Command: ATRN
Command P ter R 0-3 t
<Networking & Security> The RN arameler Range: 0.3 [exponent]

command is used to set and read Default Parameter Value: 0
the minimum value of the back-off
exponent in the CSMA-CA algorithm. The CSMA-CA algorithm was engineered for
collision avoidance (random delays are inserted to prevent data loss caused by data
collisions).

If RN = 0, collision avoidance is disabled during the first iteration of the algorithm
(802.15.4 - macMinBE).
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CSMA-CA stands for "Carrier Sense Multiple Access - Collision Avoidance". Unlike
CSMA-CD (reacts to network transmissions after collisions have been detected),
CSMA-CA acts to prevent data collisions before they occur. As soon as a module
receives a packet that is to be transmitted, it checks if the channel is clear (no other
module is transmitting). If the channel is clear, the packet is sent over-the-air. If the
channel is not clear, the module waits for a randomly selected period of time, then
checks again to see if the channel is clear. After a time, the process ends and the
data is lost.

RO (Packetization Timeout) AT Command: ATRO
Command

<Serial Interfacing> RO command
is used to set and read the number
of character times of intercharacter
delay required before
transmission.

Parameter Range:0 - OxFF [x character times]

Default Parameter Value: 3

RF transmission commences when data is detected in the DI (data in from host)
buffer and RO character times of silence are detected on the UART receive lines
(after receiving at least 1 byte).

RF transmission will also commence after 100 Bytes (maximum packet size) are
received in the DI buffer.

Set the RO parameter to '0' to transmit characters as they arrive instead of buffering
them into one RF packet.

RP (RSSI PWM Timer) AT Command: ATRP
Command

<l/O Settings {I/O Line Passing}> Parameter Range: 0 - OxFF
The RP command is used to [x 100 msec]

enable PWM (Pulse Width
Modulation) output on the RF
module. The output is calibrated to show the level a received RF signal is above the
sensitivity level of the module. The PWM pulses vary from 24 to 100%. Zero percent
means PWM output is inactive. One to 24% percent means the received RF signal is
at or below the published sensitivity level of the module. The following table shows
levels above sensitivity and PWM values.

Default Parameter Value: 0x28 (40 decimal)

The total period of the PWM output is 64 us. Because there are 445 steps in the PWM
output, the minimum step size is 144 ns.

PWM Percentages

PWM percentage (high period

dB above Sensitivity total period)

10 41%
20 ‘ 58%
30 75%

A non-zero value defines the time that the PWM output will be active with the RSSI
value of the last received RF packet. After the set time when no RF packets are
received, the PWM output will be set low (0 percent PWM) until another RF packet is
received. The PWM output will also be set low at power-up until the first RF packet is
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received. A parameter value of OxFF permanently enables the PWM output and it will
always reflect the value of the last received RF packet.

RR Command

<Networking {Addressing}> The
RR command is used set/read the
maximum number of retries the
module will execute in addition to
the 3 retries provided by the
802.15.4 MAC.

AT Command: ATRR

Parameter Range: 0 - 6

Default: 0

Minimum Firmware Version Required: 1.xA0

This values does not need to be set on all modules for retries to work. If retries are
enabled, the transmitting module will set a bit in the B&B RF Packet header which
requests the receiving module to send an ACK (acknowledgement). If the transmitting
module does not receive an ACK within 200 msec, it will re-send the packet within a
random period up to 48 msec. Each retry can potentially result in the MAC sending
the packet 4 times (1 try plus 3 retries). Note that retries are not attempted for packets
that are purged when transmitting with a Cyclic Sleep Coordinator.

SC (Scan Channels) Command
<Networking {Association}> The
SC command is used to set and
read the list of channels to scan
for all Active and Energy Scans as
a bit field.

This affects scans initiated in
command mode [AS (Active Scan)
and ED (Energy Scan) commands]
and during End Device Association
and Coordinator startup.

bit 0 - 0x0B bit 4 - 0xOF bit
bit 1 - 0x0C bit 5- 0x10
bit 2 - 0x0D bit 6 - 0x11

bit 3 - 0x0E bit 7 - 0x12

SD (Scan Duration) Command
<Networking {Association}> The
SD command is used to set and
read the exponent value that
determines the duration (in time) of
a scan.

End Device (Duration of Active
Scan during Association) - In a
Beacon system, set SD = BE of

AT Command: ATSC

Parameter Range: 0 - OXFFFF

Default Parameter Value: Ox1FFE

Related Commands: ED (Energy Scan), SD (Scan
Duration)

Minimum Firmware Version Required: v1.x80

8 - 0x13 bit 12 - 0x17

bit 9 - 0x14 bit 13 - 0x18
bit 10 - 0x15 bit 14 - 0x19
bit 11 - 0x16 bit 15 - Ox1A

AT Command: ATSD

Parameter Range: 0 - OxOF

Default Parameter Value: 4

Related Commands: ED (Energy Scan), SC
(Scan Channel)

Minimum Firmware Version Required: v1.x80

the Coordinator. SD must be set at least to the highest BE parameter of any
Beaconing Coordinator with which an End Device or Coordinator wish to discover.

Coordinator - If the '‘ReassignPANID’ option is set on the Coordinator [refer to A2
parameter], the SD parameter determines the length of time the Coordinator will scan
channels to locate existing PANs. If the ‘ReassignChannel’ option is set, SD
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determines how long the Coordinator will perform an Energy Scan to determine which
channel it will operate on.

Scan Time is measured as ((# of Channels to Scan) * (2~ SD) * 15.36ms). The
number of channels to scan is set by the SC command. The modem can scan up to
16 channels (SC = OxFFFF).

Examples: Values below show results for a 12 channel scan

If SD = 0, time = 0.18 sec SD =8, time = 47.19 sec
SD =2, time = 0.74 sec SD =10, time = 3.15 min
SD = 4, time = 2.95 sec SD =12, time = 12.58 min
SD =6, time = 11.80 sec SD = 14, time = 50.33 min

SH (Serial Number High)

Command AT Command: ATSH

<Diagnostics> The SH commandis  parameter Range: 0 - 0xFFFFFFFF [read-only]
used to read the high 32 bits of the
RF module's unique IEEE 64-bit Related Commands: SL (Serial Number Low),
address. MY (Source Address)

The module serial number is set at the factory and is read-only.

SL (Serial Number Low) .
Command AT Command: ATSL
<Diagnostics> The SL command is Parameter Range: 0 - OXFFFFFFFF [read-only]

used to read the low 32 bits of the ; - -
RF module's unique IEEE 64-bit Related Commands: SH (Serial Number High),

address. MY (Source Address)

The module serial number is set at the factory and is read-only.
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SM (Sleep Mode) Command

<Sleep Mode (Low Power)> The AT Command: ATSM

SM command is used to set and

read Sleep Mode settings. By Parameter Range: 0 - 6

default, Sleep Modes are disabled Parameter Configuration

(SM = 0) and the RF module =

remains in Idle/Receive Mode. 0 Disabled

When in this state, the module is 1 Pin Hibernate

constantly

ready to respond to either serial or 2 Pin Doze

RF activity. 3 (reserved)

SM command options vary 4 Cyclic Sleep

according to the networking system Rgmote

type. By default, the module is Cyclic Sleep

configured to operate in a 5 Remote (with Pin

NonBeacon system. Wake-up)
6 Sleep

* The Sleep Coordinator option Coordinator*

(SM=6) only exists for backwards Default Parameter Value: 0

compatibility with firmware version - -

1.x06 only. In all other cases, use Relatgd Commands: SP (Cyclic Sleep Period),

the CE command to enable a ST (Time before Sleep)

Coordinator.

SP (Cyclic Sleep Period) Command
<Sleep Mode (Low Power)> The SP AT Command: ATSP

command is used to set and read P t NonB Fi )

thezdurat ool meinwhich e Range | 1. 0x68BO [x 10 millseconds]
remote RF module sleeps. After the ge:

cyclic sleep period is over, the Default

module wakes and checks for Parameter | NonBeacon Firmware: 0

data. If data is not present, the Value:

module goes back to sleep. The

maximum sleep period is 268 Related Commands: SM (Sleep Mode), ST
seconds (SP = 0x68B0). (Time before Sleep), DP (Disassociation Cyclic

Sleep Period, BE (Beacon Order)

The SP parameter is only valid if the
module is configured to operate in Cyclic Sleep (SM = 4-6). Coordinator and End
Device SP values should always be equal.

To send Direct Messages, set SP = 0.
NonBeacon Firmware
End Device - SP determines the sleep period for cyclic sleeping remotes. Maximum

sleep period is 268 seconds (0x68B0).

Coordinator - If non-zero, SP determines the time to hold an indirect message before
discarding it. A Coordinator will discard indirect messages after a period of (2.5 * SP).

Page

131



ST (Time before Sleep)
Command

<Sleep Mode (Low Power)> The ST
command is used to set and read
the period of inactivity (no serial or
RF data is sent or received) before
activating Sleep Mode.

NonBeacon Firmware
Set/Read time period of inactivity
(no serial or RF data is sent or
received) before activating Sleep
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AT Command: ATST

Parameter | NonBeacon Firmware:

Range: 1 - OXFFFF [x 1 millisecond]
Default . )
Parameter Non Beacqn Firmware: 0x1388
- (5000 decimal)

Related Commands: SM (Sleep Mode), ST
(Time before Sleep)

Mode. ST parameter is only valid with Cyclic Sleep settings (SM =4 - 5).

Coordinator and End Device ST values must be equal.

TO - T7 ((D0-D7) Output Timeout)
Command

<I/O Settings {I/O Line Passing}>
The TO, T1, T2, T3, T4, T5, T6 and
T7 commands are used to set/read
output timeout values for the lines
that correspond with the DO - D7

AT Commands: ATTO - ATT7

Parameter Range:0 - OxFF [x 100 msec]

Default Parameter Value:0xFF

Minimum Firmware Version Required: v1.xA0

parameters. When output is set (due to I/O line passing) to a nondefault level, a timer
is started which when expired, will set the output to its default level. The timer is reset
when a valid I/O packet is received. The Tn parameter defines the permissible
amount of time to stay in a non-default (active) state. If Tn = 0, Output Timeout is
disabled (output levels are held indefinitely).

VL (Firmware Version - Verbose)
<Diagnostics> The VL command is
used to read detailed version
information about the RF module.
The information includes:
application build date; MAC, PHY
and bootloader versions; and build
dates.

VR (Firmware Version) Command

<Diagnostics> The VR command is
used to read which firmware version
is stored in the module.

AT Command: ATVL

Parameter Range: 0 - OxFF
[x 100 milliseconds]

Default Parameter Value: 0x28 (40 decimal)

Minimum Firmware Version Required: v1.x80

AT Command: ATVR

Parameter Range: 0 - OxFFFF [read only]

Version numbers will have four significant digits. The reported number will show three
or four numbers and is stated in hexadecimal notation. A version can be reported as
"ABC" or "ABCD". Digits ABC are the main release number and

D is the revision number from the main release. "D" is not required and if it is not
present, a zero is assumed for D. "B" is a variant designator. The following variants

exist:

+ "0" = Non-Beacon Enabled 802.15.4 Code
+ "1" = Beacon Enabled 802.15.4 Code
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WR (Write) Command
<(Special)> The WR command is
used to write configurable AT Command: ATWR
parameters to the RF module's
nonvolatile memory. Parameter values remain in the module's memory until
overwritten by subsequent use of the WR Command.

If changes are made without writing them to non-volatile memory, the module reverts
back to previously saved parameters the next time the module is powered-on.

NOTE: Once the WR command is sent to the module, no additional characters should
be sent until after the "OK/™ response is received.

API Operation

By default, Zlinx Radio Modems act as a serial line replacement
(Transparent Operation) - all UART data received through the DI pin is
queued up for RF transmission. When the module receives an RF packet,
the data is sent out the DO pin with no additional information.

Inherent to Transparent Operation are the following behaviors:

¢ If module parameter registers are to be set or queried, a special
operation is required for transitioning the module into Command
Mode.

¢ In point-to-multipoint systems, the application must send extra
information so that the receiving module(s) can distinguish between
data coming from different remotes.

As an alternative to the default Transparent Operation, API (Application
Programming Interface) Operations are available. API operation requires
that communication with the module be done through a structured
interface (data is communicated in frames in a defined order). The API
specifies how commands, command responses and module status
messages are sent and received from the module using a UART Data
Frame.

APl Frame Specifications

Two API modes are supported and both can be enabled using the AP (API
Enable) command. Use the following AP parameter values to configure the
module to operate in a particular mode:

e AP = 0 (default): Transparent Operation (UART Serial line
replacement) API modes are disabled.

e AP = 1: API Operation

e AP = 2: API Operation (with escaped characters)
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Any data received prior to the start delimiter is silently discarded. If the
frame is not received correctly or if the checksum fails, the data is silently
discarded.

API| Operation (AP parameter= 1)
When this API mode is enabled (AP = 1), the UART data frame structure is
defined as follows:

UART Data Frame Structure:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2.3) (Bytes d-n) (Byten+ 1)
xTE MSB Lse APl-specific Structure 1 Byte

MSEB = Most Significant Byte, LSB = Least Significant Byte

APl Operation - with Escape Characters (AP parameter = 2)

When this API mode is enabled (&P = 2), the UART data frame structure is
defined as follows:

UART Data Frame Structure with escape control characters:

Start Delimiter Length Frame Data Checksum
(Byte 1) {Bytes 2.3) {Bytes 4-n) {Byten + 1)
xTE MSB LsB APi-specific Structure 1 Byte
L |
Characters Eulapod if Neaded

MSB = Most Significant Byte, LSB = Least Significant Byte

Escape characters. When sending or receiving a UART data frame, specific
data values must be escaped (flagged) so they do not interfere with the
UART or UART data frame operation. To escape an interfering data byte,
insert 0x70 and follow it with the byte to be escaped XOR'd with 0x20.

Data bytes that need to be escaped:
* 0x7E — Frame Delimiter
+ 0x7D — Escape
+ 011 = XON
+ 0x13 — XOFF

Example - Raw UART Data Frame (before escaping interfering bytes):
Ox7E Ox00 0x02 0x23 Ox11 OxCB

0x11 needs to be escaped which results in the following frame:

Ox7E 0x00 0x02 0x23 0x7D 0x31 OxCB

MNote: In the above example, the length of the raw data (excluding the checksum) is
0x0002 and the checksum of the non-escaped data (excluding frame delimiter and
length) is calculated as:

OxFF - (0x23 + 0x11) = {OxFF - 0x34) = 0xCB.

Checksum
To test data integrity, a checksum is calculated and verified on non-escaped data.
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To calculate: Not including frame delimiters and length, add all bytes keeping only
the lowest 8 bits of the result and subtract from OxFF.

To verify. Add all bytes {include checksum, but not the delimiter and length). If the
checksum is correct, the sum will equal OxFF.
3.4.2. API Types

Frame data of the UART data frame forms an APl-specific structure as follows:

UART Data Frame & API specific Structure:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2-3) (Bytes 4.n) (Byte n+ 1)
0xTE MSE LSB APl-specific Structure 1 Byts
| dentifier Identifier-specific Data
emdID cmdData

The cmdID frame (API-identifier) indicates which API messages will be

contained in the cmdData frame (Identifier-specific data). Refer to the sections that

follow for more information regarding the supported API types. Note that multi-byte
values are sent big endian.

Modem Status

API Identifier: 0x8A

RF module status messages are sent from the module in response to specific
conditions.

Modem Status Frames

St Daliralber e Dats © hadumiin
I TE | | MZB | LSB I APLzpediic Siudwre I 1Byl |

Idertifar Mt =)
CoBA omdDala
Status (Byte §)

0 = Hardware ress!

1= Watdhdog timer resst

2= Associaled

3 = Disaszocialed

4 = Synchronization Lost
{Beacon-enabled only

= = Coordnator realignment

6 = Coardnator stariad
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AT Command

AP Identifier Value: 0x08

The "AT Command" API type allows for module parameters to be queried or set.
When using this command ID, new parameter values are applied immediately. This
includes any register set with the "AT Command - Queue Parameter Value" (0x09)
APl type.

AT Command Frames

e Dl Lagh Pravs Daes bk
[ owrE Hnn]m”mqmnam‘u-” 1oy |
AR bt M D
008 omdData
Frame 10 (Byte § AT (Bytes 5.7) Parameter Valus (Byt«(s) 8.0)

MHentifies e LUART data frams for he host 1o Command Nams - Twa ¥ present, ndicates the requacted paramster
comelats wih a b ACK (acknowled ASCH characters that wolue to set the given register.

Haatto 0, no responss is sent. Wentifythe AT Command. ¥no charaderns present regisker is quened.

Example: APl frames when reading the DL parameter value of the module.
Byte 1 Bytes 2.3 Byte d Byte 5 Bytes 6.7 Byte 8

O7E 0x00 | Qx4 08 0x52 (R) | | 0xd4 (D) | 0xdC (L) 15

Start Delimiter Lengh* API Idertifier  Frame D AT Command Chacksum
* Lemghh [ Butis] = API Mestifer = FramelD = AT Commuand
**URY value was arditrandly wlectnd.

Example: APl frames when modifying the DL parameter value of the module.
Byte 1 Bytes 2.3 Byte d Byte 5 Bytes 6.7 Bytes 811 Byte 12

| 07E ]Iomlmoa” 08 IleAD(M)l [M(D}IMC(L)HO:O(DOOFFFH oxocl

Start Delimiter Length® API Mentifier  Frame ID** AT C d P Valus  Chech

* Longth [ Byts] = API Moutifer + Fume 1D + AT Commund = Paramder Value
UMY e arbtrardy sdoc tod.

AT Command - Queue Parameter Value

API Identifier Value: 0x09

This API type allows module parameters to be queried or set. In contrast to the "AT
Command" APl type, new parameter values are queued and not applied until either
the "AT Command” (0x08) API type or the AC (Apply Changes) command isissued.
Register queries (reading parameter values) are returned immediately.

AT Command Frames

(Note that frames are identical to the “AT Command” API type except for the
APl identifier.)

Stoet Dalerame Largh Fraene Dy Chachor
[ 7E IIIIIII.III mwmm” 18yle I
Meavbar . e e’
00 omabata
Frame D Byte 5) AT Command (Bytes 6-7) Parameter Vo (Byto(s) &-n)
Identifies the UART dats frame for the host to Comenend Name - Two I presart, indicates the raquestad perareter
comelats with a suby ACK (ack ascl that whse 1o set the gven ragster.
1 sat to 0, no response is requested. iertify the AT Command. If no charactern present, mgister is quensd.
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AT Command Response
API Identifier Value: 0x88
Response to previous command.

In response to an AT Command message, the module will send an AT Command
Response message. Some commands will send back multiple frames {for example,
the ND {Node Discover) and AS {Active Scan) commands). These commands will end
by sending a frame with a status of ATCMD_OK and no cmdData.

AT Command Response Frames.

[ | [ ] o] [ s ) s )

Idwste N e Dan

] omdbata
'-’-m;l_ﬂ-f AT Command (Bytes 8-7) Status (Byte &) Valus Byle(s) 0-n)
Idertifins the UART data frame bes atacd G Name - Two
Nota: If Frama ID = 0in AT CommandMode, | | ASCII chaeacters thee i L R | b i ey
o AT Cormand Resporse will be given. idertify the AT Command o

TX (Transmit) Request: 64-bit address
API Identifier Value: 0x00
A TX Request message will cause the module to send RF Data as an RF Packet.

TX Packet (64 bit address) Frames
[ | [ e | [ s | o |

g o Sl i

x00 cmcDats
lmlbm“ an“mw ml‘ RF Data
Merikas the UART doa e b e st to MSB frst, LS boet 001 = Disable ACK
ACK (achrwabedpmstl Brosdcadt = (4 = Sord packet with Broadcact Pan 0 | Up to 100 Btes per pecket
s-nnn- 1030 0wl st respanes frows. DR AN athor bits et be ot 0.0,

TX (Transmit) Request: 16-bit address
API Identifier Value: 0x01
A TXRequest message will cause the module to send RF Data as an RF Packet.

TX Packet (16 bit address) Frames

St L L Frwn Dwa Dwchrum
| ore || wse | Lo || amvopemc s || teyie |

o1 cmData
[ t— Frame 10(Byte 5} Deatination Address 3 Options (By1e AF Dwla
lh‘ﬁ-hl.l&'l’uh-lwhh-llo an 130».: | 001 = Disable ACK
u-u.-amw | O = Sard with Brosd-eet Pan 10 Uip to 100 Byten per pecket
10'0 “-"‘ lndhnrbhm-banloo
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TX (Transmit) Status

API Identifier Value: 0x89

When a TX Request is completed, the module sends a TX Status message. This
message will indicate if the packet was transmitted successfully or if there was a
failure.

TX Status Frames

St Delivitar Largh Prasve Disds. Chwckon
I oTE | Ilsa l Ls8 l lvupwuoswm» ” 1Byt ]
Meatber < Con.
w80 omcData
Frame D (Byte 5) Statws (Byte 6
? . 0 = Success
Mertifies LIART data frame being reported. = {Acknowledgemert wvad
Neta: If Frams 1D = Oin the TX Request, no ;:goéz(m )
AT Command Resporne wil be given. =
3 =Pugsd
NOTES:

«"STATUS = 1" occurs when all retries are expired and no ACK is received.

« If transmitter broadcasts (destination address = 0x000000000000FFFF), only
"STATUS = 0 or 2" will be returned.

«"STATUS = 3" occurs when Coordinator times out of an indirect transmission.

Timeout is defined as (2.5 x SP (Cyclic Sleep Period) parameter value).

RX (Receive) Packet: 64-bit Address
API Identifier Value: 0x80
When the module receives an RF packet, it is sent out the UART using this message

type.
RX Packet (64 bit address) Frames

S| Dl Leagn Prave s Cheo b
[ e l[m]Ln\[Mnumnu [ 18yte I
et w_
) JJ cmdData
Source Address Bytos 5.12) R8SI{Byte 13) Optiors (Byte 14) RF Dota (Byte(s) 16.1)
Rcaived Sigrnal Strength Indbcalec - bt 0 [resaevad]
MSE (st sigrificant byte) frt, | | Hesodecimel equivelert of (<Bmjvebss. | | bit 1= Address broadcast i 0 e i
Lse igreficant) last : I R gy otrength = 40 bit 2= PAN broadoast
L } O i e g bits 57 freserved]

RX (Receive) Packet: 16-bit Address
API |dentifier Value: 0x81
When the module receives an RF packet, it is sent out the UART using this message

type.
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RX Packet (16 bit address) Frames

ot e e

I (:;:.”-uTuanup:::nn” 'ml

p“‘l’-ﬁ- &‘b’-:h\

L= 1
[ Souce Atarves s £4) nes bge ) Optens Byte ) RE Data Bytefs) &1
- Racaived Signel Stranggh Incbcator - tit 0 fresarvad]
(st sigrificant byte) fret, | | Headecimel equivalent of (~8m) valus. bit 1 = Addmes broadoast
% & 2 pesteis Up to 100 Bytes per packst
1) RX = =PA
LSE (last sigruficart) lsst se::u«& .g-;:m 40 ::.2}” N beosdoact
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6.6 Firmware Update

6.6.1 Caution

A firmware update should never be interrupted before it is finished.

6.6.2 Firmware update procedure

1. Download the new firmware file and store it in the firmware directory:
C:\Program Files\B&B Electronics\Zlinx\Zlinx Manager\update
2. Connect your PC to the radio modem using a USB cable.

3. From the manager launch screen, click on the radio modem firmware update link.

_oix

BB ELECTRONICS

% Radio Modem Configuration
% Radio Modem Configuration (Offline

ﬁ Radio Modem Firmware Updater
@ Return to Manager Screen

Exit

Figure 6-2 Manager Launch Screen

4. The radio modem communications parameters screen will appear. Verify the
parameters and click the connect button.
B

BsiEB ELECTRONICS

Model: | ZP24D-250RM-SR / ZXT24-RM =
Cam Port S
Baud:  [3600 =
Data Bits | ] o
Paity:  [Hane |
swpBit |y 3
&

Advanced
Command

Connect Return

Auto Search

Figure 6-3 Radio modem communications parameters screen
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Once connected, the software will determine which firmware versions are available on
the PC and what version is loaded in the modem. The firmware updater screen will

appear. This screen is used to choose which firmware version to load:

2Zlinx Radio Modem Firmware Updater

BB ELECTRONICS @
Modem Function Set Wersion
ZP24D-250RM-5R / ZXT24-RM IZLinx 802.15.4 L‘ |1|Jg4 j

[

UPDATE I Exit

Figure 6-1

Firmware Updater Screen

6. Select the firmware and version from the pull down menu.

7. Click the UPDATE button.

Page

The progress bar will indicate that the firmware is being updated. Do not interrupt this
process. When complete, you will be returned to firmware updater screen.
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Section Seven — Use Cases

7.0 Use Cases

With any RF system it is best to set up and bench test before field
installation.

7.1 Point-to-Point Serial

7.1.1 Use Case Parameters
Serial RS-232 wire replacement. RS-232, 115.2 kbps, hardware flow control (CTS/RTS).
900 MHz Radio Modem with encryption.

7.1.1.1 Setup Instructions

Wire your RS-232 devices and power as described in section three.
Connect to the modem using the USB port.

Configure both radio modems the same with the exception of the destination
address.

4. Remember to save your new settings by clicking on the update button.

5. On the Basic Modem Settings Tab, ensure ZXT9-RM is displayed in the
model number box

wn e

o]
Basic Modem Settings | Advanced Modem Settings | RSSI Range Test |
BsB ELECTRONICS

Zlinz-LR

ZPID-115RM-LR / ZXT9-RM =

Function Set Version

[zLnx seooniskHOPPING x| [123 =l
Channel Number 00 3; 00-09
Network Identifier 3332 3: 0000 - 7FFF
Destination Address 0000 3: 0000 - FFFF
Baud Rate 9500 v
Parity None v
Stop Bit 1 Stop Bit =

Flow Control No software flow control =

Update | Exit | Festore Defaults

T
Set/read spread spectrum channel on which modem communicates. Separate channels
minimize interference between multiple sets of modems operating in the same vicinity.
RANGE: 0x0-0x3

6. Select a unique channel number. This is the same for both radio modems.
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7.

148 2linx Radio Modem 3

Basic Modem Settings I Advanced Modem Settings | RSSI Range Test |

-2

BeB ElL ECTRONICS

ZlinzLR
ZP3D-115RM-LR / ZXT3-RM il
Function Set Version

ZLINX 9600/115K HOPPING x| |z X

| ]
Network Identifier 0000 5; 0000 - 7FFF
Destination Address 0000 3; 0000 - FFFF

Baud Rate [0 =]
Paiity Nore =]
Stop Bit 1 Stop Bit [
Flow Control No software flow control -
Update | Esit ] Flestore Defaulls

Set/read spread spectium channel on which modem communicates. Separate channels
minimize interference between multiple sets of modems operating in the same vicinity.
RANGE: 0x0-0:3

Document Number: pnZXTxRM-0712m

Select a unique Network Identifier. This is the same for both radio modems

[l 2linx Radio Modem 1 =10 x|

Basic Modem Setlings | Advanced Modem Setings | RSS! Range Test|

=2

BsB ELECcCTRONICS

Zing LR
ZPID11SAM-LR /ZXT9RM ¥

Function Set Version

ZLINX 9600/115K HOPPING ¥ [123 ~]
Channel Number 01 5; 00-03

I Netwark Identifier = l 0000 - 7FFF
DestinationAddress  [gppg =  0000-FFFF
Baud Rate I
Paiity None *
Stop Bit 1 Stop Bit v]
Flow Control No software flow control =
Update | Exit l Festore Defaults

r

Set/read radio modem Yendor |dentification Number (VID). Only radio modems with
matching VIDs can communicate with each other.
RANGE: 0x0-0x7FFF

8. Select a destination address. This should be different for each radio modem.
For example, radio modem number 1 could be 0001 and radio modem
number two could be 0002. Another option is to leave the destination
address at its default value of 0000 and proceed to the next step.

Page

143



ol
dvanced Modem Settings | RSSI Range Test I
BseB EL ECTRONICS
iz
ZP3D-115RM-LR / ZXT9-RM 'l
Function Set Version
| ZLINX 9600/115K HOPPING '] 123 i
Channel Number [0 = os
Network dentfier — [7/rp =]  0000- 7FFF
l Destination Address 0001 3; 0000 - FFFF
Baud Rate 9500 -
Paiity Nore =]
Stop Bit 1 Stop Bit -]
Flow Contral No software flow control -
Update | Exit | Restore Defaults
r
Set/read module's destination address.
RANGE: 0x0-0xFFFF

Document Number: pnZXTxRM-0712m

9. On the Advanced Modem Settings Tab, under the Networking and Security
Tab, select the Source Address (MY — Source Address). This sets the
address of the modem and should be comparable with the destination
addresses set above. For example, if you set the destination address on
modem number two to 0002, the source address on modem number one
should be 0002. Another option is to leave the source address at its default
value of FFFF. When the source address is FFFF, the source and
destination address are the same (FFFF). Because this could cause cross
talk between networks, it is recommended that you select a unique source
and destination address as previously described.

{2l 2linx Radio Modem 1

Basic Modem Setings  Advanced Modem Settings | RSSI Range Test|

B D
BseB ELECTRONICS
ZinwlH

ZP3D-115RM-LR / ZXT3-RM E

Function Set Version
ZLINX 9600/115K HOPPING o 123 ']

B~ Netwarking/Secuity -
il 1D - Modem VID [3332)
HP - Hopping Channel [0]
DT - Destination Address [0]
MY - Source Address [0002] [|—
MK - Address Mask [FFFF]
FR - Reties [4]
MT - Multiple-Transit [0]
RN - Delay Slats (0]
TT - Streaming Limit [0]
~ | KY - AES Enciyption Key [0]
Seiial Interfacing

B
B~ FFinterfacing

B Diagnostics

B Slmen ] e P =

Update Esit Festore Defaults |

Set/read module’s source address. If set to 0zFFFF, then the DT address is used for
both source and destination addresses.
RANGE: 0x0-0sFFFF

=loix|

10. On the Basic Modem Settings Tab, select 115.2 kbps from the pull down
menu. This should be the same for both radio modems.
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{48 2linx Radio Modem

1o x|
Basic Modem Settings lAdvan:ed Modem Settings | RSS! Range Test |
B %7
( )
BsB ELECTRONICS

ZinzLR

ZP3D-115RM-LR / ZXT9-RM o

Function Set Wersion

ZLINX 9600/115K HOPPING ol 123 ¥

Channel Number [m = o

Network Identifier [7/FF =] 0000-7FFF

Destination Address  [ppg1 =]  0000-FFFF

Baud Rate

Parity

Stop Bit

Flow Control j

Update Exit | Festore Defaults

T
Select serial interface rate (speed for data transfer between radio modem and host).
Serial data rate does not have to match the RF data rate which is adjustable using the
BR command. If the serial data rate is set higher than the RF data rate, CTS may need
to be observed to prevent DI buffer overun,

Document Number: pnZXTxRM-0712m

11. On the Basic Modem Settings Tab, select parity and stop bit as desired.

[48 2linx Radio Modem

Zloix|

Basic Modem Settings l Advanced Modem Settings | RSSI Range Test |

BB ELECTRONICS
Zlinx-LR
ZP3D-115RM-LR / ZXT9-RM ’]
Function Set Version
ZLINX 9600/115K HOPPING '] 123 ']
Channel Number o = 00-09
Network Identifier 7FFF 3; 0000 - 7FFF
Destination Address 0001 3: 0000 - FFFF
Baudate TEECOR
Parity |
Stop Bit 1 Stop Bit vl
Flow Control No software flow control 'I
Update: | Exit | Restore Defaults
T
Select serial interface rate (speed for data transfer between radio modem and host).
Serial data rate does not have to match the RF data rate which is adjustable using the
R command. If the serial data rate is set higher than the RF data rate, CTS may need
to be observed to prevent DI buffer overrun.

12.
13.

Save settings by clicking the update button.

On the Advanced Modem Settings Tab, set encryption. Under the
Networking/Security tree, double click the KY — AES Encryption Key. A
button will appear that says “set”. Click on this button.
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[l Zlinx Radio Modem i

Basic Modem Settings  Advanced Modem Settings I FSSI Range Test |

(B

BsB ELEcTRONICS

iy LR
[zPaDA1ERMLR /ZXTaRM |
Function Set Yersion

IZLINX 9600/115K HOPPING '] 123 ¥

B Networking/Securly
foe 1D - Modem VID [3332]

- @ HP - Hopping Channel [0]
DT - Destination Address [0]
MY - Source Address (0002]
MK - Address Mask [FFFF]
RR - Retries [4]

MT - Multiple-Transmit [0]
RN - Delay Slots [0]

TT - Streaming Limit [0]
KY - AES Ei

neryption Key [0] Set I

[~ Serial

@~  RF Interfacing

@~  Diagnostics

== Sleen il o Priwer] -:.‘
Update Exit | Festore Defaults |

Set/read AES encryption settings. Set 256-bit key (64 hex digits) on multiple radios for
A 3

et to '0' to disable encryption. Reading parameter returns
a'0' [encryption disabled) or 1" (enabled). The key cannot be read for security reasons.

Document Number: pnZXTxRM-0712m

14. The key entry box will appear. Enter up to 64 HEX digits and click OK. Click
the Update Button to save the key. Record this key and save in a safe

location.

[ 2linx Radio Modem

Basic Modem Settings  Advanced Modem Settings I RSSI Range Test |

(B8 4

BsB ELECTRONICS

Ziinx:L R

ZPSD-1ISAMAR /ZXTSAM 7]

Function Set Version

ZUINX 3800/115K HOPPING. ] [123 ~

B Networking/Security -
I i b= ID-Modem VID [3332) —l

[l Set Hex String x|

Clear oK Cancel I

=0 xf}

= E KY - AES Encryption Key [0]

& 5 Set

Serial Interfacing

RF Interfacing

Diagnostics

Slean Lo Pomer! =
Update | Exit | FRestore Defaults |

Set/read AES encryption settings. Set 256-bit key (64 hex digits) on multiple radios for
encrypted RF communication. Set to '0' to disable enciyption. Reading parameter retumns
2 '0' [encryption disabled) or '1* (enabled). The key cannot be read for security reasons.

15. Set the same key on the other radio modem.

16. Your radio modems are now configured. It is recommended to bench test
this configuration before installing in the field.
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7.2 Point-to-Point Serial to Xtreme I/O

7.2.1 Use Case Parameters

Document Number: pnZXTxRM-0712m

In this parameter, a radio modem is being used to connect PLC or similar device to a
remote Xtreme 1/0O module.

1.
2.
3.

oA

Wire the radio modem input and power as described in section three.
Configure the radio modem as described in section 7.1.1.1.
Configure the 1/0 module radio settings to match the radio modem.

¢ T 21X
e e
rdomation  Conligusten | Iopus /Output| Module Configuration e

Whelsss
Tiansmi Powe:

[+10 cim 10 /) ]| | @ PeerioPeer Siave' ‘ .

Channel Number (0 - 8¢

o7

i

I~ Repester Mode. Cormmmurications F aiure Timsout

RE Data Rake: Timeout (10 - 255 sec.} [75

115200 -]

AES 256tk Encryption

 Dissbled

 Hexadsomal Key

 TetKey

& Use EnsingKey SR (Shott Rangs) = 0C 17 iado

Koy, modem ATCH conmend]

: & MR Medum Riange] = 00 - 06 fradio
modem ATHP conmend]

= LR Loy Range) - 10 - 09 jada

modem ATHP conmend)

|Genms Rtk | Network 1D

Networkiderths (11} | (Addesll 259
o |F

3

I crder e the base modubes o
Commiicale wih each othee, the
okt must have he sare network_ 2]

 viclals regudal
ot your reghan and
i whsference to

COM1.115200.0.8.1.n0 flow control

Update Egt -

Channel Number must match the channel selected in section 7.3 step 6.

Network identifier must match the network identifier selected in section 7.1.1.1 step 7.
Set the Modem RF data rate to match the 1/O module. On the Advanced Modem
Settings tab, under the RF interfacing tab, click on BR- RF Data Rate and set the
desired data rate from the pull down menu.

Basic Modem Settings  Advanced Modem Settings ] RSS! Range Test |

(B?

BeB ELECTRONICS

Zinx LR

ZPSDSRMLR /ZXTSRM ¥

Function Set Version

[zLnx ssoos1sk HoPPING =] 123 =

[ 2linx Radio Modem [

=loix|

B

Networking/Security
Seiial Interfacing
RF Interfacing

BR - RF Data Rate [1] [1 - 115200 bps Z

PL - TX Power Level (475500 bps
TX - Transmit Only (0] |FERRTTT

FS - Forced Sync Time [0]
Diagnostics

Sleep (Low Power]

Command Mode Options

Update Exit Restore Defaults

Select RF data rate [over the-air iansmission ate).

If encryption is being used, the same key must be used in the /O module. The radio
modem uses a hexadecimal string. When entering your key in the I/O module, you

must enter it in HEX.
It is recommended that you bench test your configuration before installing it in the

field.
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Section Eight — Testing and Trouble Shooting
8.0 Testing and Trouble Shooting

8.1 RSSI Range Test

The RSSI Range Test is used to check communication between two radio modems.

1.

Connect the first modem to a computer running the Zlinx® Manager software. Set up the
modem for RS-232 operation as described in Section Six.

2.

Configure the second modem to RS-232 operation as described in Section Six. The
second modem will also require a loop-back setup.

a. RS-232 Configuration

1) Set Dip Switch 1 and 2 in the ON Position

3. Inthe Zlinx® Manager Software, click the RSSI Range Test Tab.

84 Zlinx Radio Modem

=101

B asic Modem Settings I Advanced Modem Setting:

For ZPxx-xx-#x connect TD to RD on remote modem
For ZXTxx-xx set DIP switches 1+2 to ON on remote modem

Test Results
Start Total Packets 0 Bad Packetz: 0
Good Packets 0 %

¥ Show Advanced Optians T Test Signal Strength
Transmit Test Data

(1000ms packet delay]
|D1 234567B9ABCDEFGHIKLMNOPRIRS TV WANYE

— lest Mode

& Continuous Test
Packet Delay |1 ooo MEEC

" Send |50 Packets
Receive Timeout |2EIEIEI MSEC |~ S @B

g

St th
Clear Messages and Statistics M)

Figure 8-1 RSSI Range Test Screen

4.

Press the ‘Start’ button in the ZIinx® Manager RSSI Range Test screen. The screen will
change to show the results of the test.
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[ 2linx Radio Modem N =10 x|

Basic Modem Seltings' Advanced Modem Settings  RSS| Range Test I

Warning: Connect TD to RD on remote modem

Good Packets 100 %

Test Results
Stop (Tolal Packets 2  BadPackets O

I” | Show Advanced Options ¥ | Tiest Sianal Stenath
Transmit Test Data (1000ms packet delay)
[Eﬂ 234567834BCDEFGHIKLMNOPERS TUMWXYZ

Signal
Clear Messages and Statistics Strength

10:50:27 AM: RSSI Test Started

10:50:30 AM: 0123456789ABCDEFGHIJKLMNOPQRS TUVWXYZ
10:50:31 AM: 0123456783ABCDEFGHIJKLMNOPQRS TUVWXYZ
10:50:35 AM: 0123456789ABCDEFGHIJKLMNOPQRS TUVWXYZ
10:50:35 AM: 0123456789ABCDEFGHIJKLMNOPQRS TUVWXYZ

Figure 8-2 RSSI Range Test Results Screen

5. RSSI Range Test Features

e Test Results section of the screen shows the total packets sent. The section
also shows the percentage of good packets received back from the modem.

e Test Signal Strength checkbox will turn on/off the Signal Strength value
displaying graphically on the progress bar.

e The Start button will start the range test as configured. Once the test is running
the button will be shown as Stop.

e The list box at the bottom will display all the received packet data both good and
bad. It will display “Timeout waiting for data” for missed packets.

e Clear Messages and Statistics button will clear the list box and packet
count/percentages for a clean start to a new test.

e The Show Advanced Options check box will toggle the advance test options on
to the screen.
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Appendix A — Specifications

A. Appendix A — Specifications

RF Properties

Physical Standard

IEEE 802.15.4

Frequency

ZXT9-RM 900MHz ISM Band (902 — 928 MHz)

ZXT24-RM — 2.4 GHz ISM Band (2.4 — 2.5 GHz)

Transmit Power 1mw
ZXT9-RM 10 mw
100 mW
500 mwW
1w
Software Selectable
Transmit Power 10 mw
ZXT24-RM 16 mw
25 mW
30 mw
63 mW
Software Selectable
Receiver Sensitivity -100 dBm
ZXT9-RM
Receiver Sensitivity -100 dBm
ZXT24-RM
Over the Air Data ZXT9-RM — 9.6 kbps or 115.2 kbps (software selectable)
Rate ZXT24-RM — 250 kbps (fixed)
Range (ZXT9-RM) Supplied Antenna — 14 Miles (23 Kilometers)
Outdoor High Gain Antenna — 40 Miles (64 Kilometers)
Range (ZXT24-RM) Supplied Antenna — 1.5 Miles (2.4 Kilometers)
Outdoor High Gain Antenna — 10 Miles (16 Kilometers)

Range estimates based on optimal RF conditions and an
unobstructed line of sight.

Transmission Method

ZXT9-RM - Frequency Hopping Spread Spectrum (FHSS)

ZXT24-RM - Direct Sequence Spread Spectrum (DSSS)

Modulation

FSK (Freqguency Shift Keying)

Channel Capacity

ZXT9-RM - 10 hop sequences share 50 frequencies

ZXT24-RM 12 Direct Sequence Channels

Network Topologies

Peer-to-Peer, Point-to-Point, Point-to-Multipoint

Encryption 256 bit AES (ZXT9-RM)
Software Zlinx Manager
Support Windows XP (32 and 64 bit), Windows 7 (32 and 64 bit), and Vista

(32 and 64 bit).

Antenna Options

RPSMA Connector

Radio Address

Software Selectable

Serial settings

Baud ZXT9-RM

1.2 kbps to 230.4 kbps

Baud ZXT24-RM

1.2 kbps to 115.2 kbps

Data bit 8
Parity None
Stop bit 1
RS-232
Connector Terminal block
Lines TD, RD, RTS, CTS, GND
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RS-422
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Termination 120 Ohm selectable (in or out)
RS-485 (2/4 Wire)
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Data A (-), Data B (+), GND
SD control Automatic Bit Wise
Termination 120 Ohm Dipswitch selectable
Link Fault Output No wireless signal or RSSI LED’s off
Connector Terminal Block
Output type Open drain 50mA (PNP — Sourcing)

Power Supply

Connector Terminal Block
Input Voltage 10-30vDC
Power Consumption 1.7 Watts Typical
ZXT9-RM 5.8 Watts Maximum
Power Consumption 1.2 Watts Typical
ZXT24-RM 3.5 Watts Maximum
Dimensions 5.12 x5.12 x 2.37in (130.1 x 130.1 x 60.2 mm)
Environmental Intended for indoor and outdoor use
Operating -40 to 74°C (-40 to 165°F)
Temperature

Storage Temperature

-40 to 85°C (-40 to 185°F)

Operating Humidity

0 to 95% non-condensing

Enclosure Rating

Rating IP67
Mounting Wall mounting
Agency Approvals
CE EN55022: 2006 Class A Emissions

EN61000-6-2 Generic Standards for Industrial Environments

EN61000-4-2: 2008 Electro-Static Discharge (ESD)

EN61000-4-3: 2006 Radiated Field Immunity (RFI)

EN61000-4-4: 2004 Electrical Fast Transients-Burst (EFT)

EN61000-4-5: Ed2, 2005 Electrical Surges

EN61000-4-6: 2005 Conducted Immunity

FCC Class A

FCC ID — ZXT9-RM — OUR-9XTEND

FCC ID — ZXT24-RM — OUR-XBEEPRO
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LED Status

Front Panel LED

Status

RSSI (Signal Strength)

8 Green LED’s indicate signal
from weak to strong

Power

Green LED

Receive Data

Green LED - blinks when
SERIAL data is received

Transmit Data

Green LED - blinks when
SERIAL data is transmitted.

Note: In order for the RSSI LED to continuously indicate the signal
strength, set the RP command (RSSI PWM Timer) to FF.
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Appendix B — Default Configuration Settings

B.

Appendix B — Default Configurations

B.1 Restore Default Configurations

B.2

Push Button 1 — Located behind the cover in the upper right corner.

Used to restore default configuration.
Refer to section 2.5.6 and figure 2-4.

ZKT9-RM Default Configuration

Basic Modem Settings

Channel Number — 00

Network ldentifier — 3332

Destination Address — 0000

Baud Rate — 9600

Parity None

Stop Bit — 1 Stop Bit

Flow Control — No Software Flow Control

Advanced Modem Settings

Networking & Security

ID — Modem VID — 3332

HP — Hopping Channel — 0
DT — Destination Address — 0
MY — Source Address — FFFF
MK — Address Mask — FFFF
RR — Retries — A

MT — Multiple Transmit — 0
RN — Delay Slots — 0

TT — Streaming Limit—0

KY — AES Encryption Key — 0

Serial Interfacing

BD — Baud Rate — 3

NB — Parity — 3

SB — Stop Bits — 0

RB — Packetization Threshold — 2048
PK — Maximum RF Packet Size — 3
CS — Pin 9 Configuration — 0

RT — Pin 9 Configuration — 0

CD - Pin 3 Configuration — 3

FL — Software Flow Control — 0

FT — Flow Control Threshold — BEF

RF Interfacing

BR — RF Data Rate — 1

PL — TX Power Level — 4
TX —Transmit Only — 0

FS — Forced Sync Time — 0

Diagnostics
RP — RSSI Timer — 20

Page

153




B.3

Sleep (Low Power)

SM — Sleep Mode — 0

ST — Time Before Sleep — 64

HT — Time Before Wake-up Initializer — FFFF
LH — Wake-up Initializer Timer — 1

PW — Pin Wake-up — 0

Command Mode Options

BT — Guard Time Before — A

CC — Command Sequence Character — 2B
AT — Guard Time After — A

CT — Command Mode Timeout — C8

ZKT24-RM Default Configuration

Basic Modem Settings

Channel Number — 0C
Network ldentifier — 3332
Destination Address — 0000
Baud Rate — 9600

Advanced Modem Settings

Network & Security

CH — Channel-C

ID — Pan ID — 3332

DH — Destination Address High — 0
DL - Destination Address Low — 0
MY — 16 Bit Source Address — 0
RN — Random Delay Slots — 0
MM — MAC Mode — 0

CE - Coordinator Enable — 0

SC - Scan Channels — 1FFE

SD — Scan Duration — 4

Al — End Device Association — 0
A2 — Coordinator Association — 0

RF Interfacing
PL — Power Level — 4
CA — CCA Threshold — 2C

Sleep Mode (Non-beacon)

SM - Sleep Mode — 0

ST — Time Before Sleep — 1388

SP — Cyclic Sleep Period — 0

DP — Disassociated Cyclic Sleep Period — 3E8

Serial Interfacing

BD - Interface Data Rate — 3

RO — Packetization Timeout — 3
D7 — DIO7 Configuration — 1

D6 — DIO6 Configuration — 0

D5 — DIO5 Configuration — 1

PO — PWMO Configuration — 1

AP — APl Enable - 0

PR — Pull-up Resistor Enable — FF

Diagnostics
RP — RSSI PWM Timer — 28
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AT Command Options

CT - AT Command Mode Timeout — 64
GT — Guard Times — 3E8

CC — Command Sequence Character — 2B
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Appendix C — Dimensional Diagram

C. Appendix C - Dimensional Diagram / Mounting Instructions

C.1 Dimensional Diagram
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C.2 Mounting

The radio modem can be mounted directly to a panel or bulkhead or by attaching the supplied
mounting ears. In either case, the cover must be removed to allow access to the screw pass-through
holes. The mounting ears are packaged with screws. If you want to mount the device without using

the ears, you will need to procure longer number 6 screws.

ﬂ ﬁ-l
.,I," (5 ]

Loz
N

)

)

14.2 mm

0.56 in
«

O

34.97 mm
1.381in

O
\/ 15.88 mm

_| | 0.63 in

Extends 20 mm, 0.79 in beyond
edge of enclosure when installed.
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C.3 Supplied Antenna

Document Number: pnZXTxRM-0712m

The supplied antenna has a male RPSMA connector. The antenna is attached to the female RPSMA
jack on the enclosure. In order to operate, the antenna must be vertical.
900 MHz Antenna Diagram

| 6.654 +.118
169,0 = 3,00
€5
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—
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2.4 GHz Antenna Diagram
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Appendix D — Radio Frequency Basics

D. Appendix D - Radio Frequency Basics

D.1 What is dBm?

Radio Frequency (RF) power is measured in milli-Watts (mW) or, more usefully, in a logarithmic
scale of decibels (dB), or decibels referenced to 1 mW of power (dBm). Since RF power attenuates
as a logarithmic function, the dBm scale is most useful. Here are some examples of how these

scales relate:

1mWwW = 0dBm A 2-fold increase in power yields 3dBm of signal.
2mW = 3dBm A 10-fold increase in power yields 10dBm of signal.
4mW = 6dBm A 100-fold increase in power yields 20dBm of signal.
10mW = 10dBm

100mW = 20dBm

1W = 30dBm

D.2 Lower Frequencies = Better Propagation

Industrial applications typically operate in “license free” frequency bands, also referred to as ISM
(Industrial, Scientific and Medical). The frequencies and power of these bands varies from country
to country. The most common frequencies encountered are:

2.4 GHz - nearly worldwide

915 MHz band — North America, South America, some other countries

868 MHz band — Europe

As frequency rises, available bandwidth typically rises, but distance and ability to overcome
obstacles is reduced. For any given distance, a 2.4 GHz installation will have roughly 8.5 dB of
additional path loss when compared to 900 MHz. However, lower frequencies require larger
antennas to achieve the same gain.

D.3 Range is not just a function of transmitter power

The more sensitive the radio, the lower the power signal it can successfully receive, stretching right
down to the noise floor. There is so much variety in “specsmanship” for radio sensitivity, that it is
difficult to make a meaningful comparison between products. The most meaningful specification is
expressed at a particular bit error rate and will be given for an ideal environment shielded from
external noise. Unless you're in a high RF noise environment (typically resulting from numerous
similar-frequency radio transmitters located nearby), the odds are good that the noise floor will be
well below the receive sensitivity, so the manufacturer’s rated receive sensitivity will be a key factor
in your wireless system and range estimates.

Page

160



Document Number: pnZXTxRM-0712m

You can often improve your receive sensitivity, and therefore your range, by reducing data rates
over the air. Receive sensitivity is a function of the transmission baud rate so, as baud rate goes
down, the receive sensitivity goes up. Many radios give the user the ability to reduce the baud rate
to maximize range.

The receive sensitivity of a radio also improves at lower frequencies, providing another significant
range advantage of 900 MHz (vs. 2.4 GHz) - as much as six to twelve dB!

D.4 You must consider RF noise

RF background noise comes from many sources, ranging from solar activity to high frequency
digital products to all forms of other radio communications. That background noise establishes a
noise floor which is the point where the desired signals are lost in the background ruckus. The
noise floor will vary by frequency.

Typically the noise floor will be lower than the receive sensitivity of your radio, so it will not be a
factor in your system design. If, however, you're in an environment where high degrees of RF noise
may exist in your frequency band, then use the noise floor figures instead of radio receive
sensitivity in your calculations. If you suspect this is the case, a simple site survey to determine the
noise floor value can be a high payoff investment.

When in doubt, look about. Antennas are everywhere nowadays - on the sides of buildings, water
towers, billboards, chimneys, even disguised as trees. Many sources of interference may not be
obvious.

D.5 Fade Margin is critical for reliable operation in adverse weather
and interference

Fade margin is a term critical to wireless success. Fade margin describes how many dB a received
signal may be reduced by without causing system performance to fall below an acceptable value.
Walking away from a newly commissioned wireless installation without understanding how much
fade margin exists is the number one cause of wireless woes.

Establishing a fade margin of no less than 10dB in good weather conditions will provide a high
degree of assurance that the system will continue to operate effectively in a variety of weather,
solar, and RF interference conditions.

There are a number of creative ways to estimate fade margin of a system without investing in
specialty gear. Pick one or more of the following and use it to ensure you've got a robust
installation:

Some radios have programmable output power. Reduce the power until performance degrades,
then dial the power back up a minimum of 10dB. Remember again, doubling output power yields 3
dB, and an increase of 10dB requires a ten-fold increase in transmit power.

Invest in a small 10dB attenuator (pick the correct one for your radio frequency!). If you lose
communications when you install the attenuator installed in-line with one of your antennas, you
don’t have enough fade margin.

Antenna cable is lossy, more so at higher frequencies. Specifications vary by type and
manufacturer so check them yourself but, at 900MHz, a coil of RG58 in the range of 50 to 100 feet
(15 to 30 m) will be 10dB. At 2.4GHz, a cable length of 20-40 feet (6 to 12 m) will yield 10dB. If your
system still operates reliably with the test length of cable installed, you've got at least 10dB of fade
margin.
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D.6 Remember Your Math

Contrary to popular opinion, no black art is required to make a reasonable prediction of the range of
a given radio signal. Several simple concepts must be understood first, and then we can apply
some simple rules of thumb.

The equation for successful radio reception is:

TX power + TX antenna gain — Path loss — Cabling loss + RX antenna gain — 10dB fade
margin > RX Radio sensitivity or (less commonly)
RF noise floor

Note that most of the equation’s parameters are easily gleaned from the manufacturer’'s data. That
leaves only path loss and, in cases of heavy RF interference, RF noise floor as the two parameters
that you must established for your particular installation.

In a perfect world, you will measure your path loss and your RF noise conditions. For the majority
of us that don’t, there are rules of thumb to follow to help ensure a reliable radio connection.

D.7 RF Attenuation and Line of Sight

In a clear path through the air, radio signals attenuate with the square of distance. Doubling range
requires a four-fold increase in power, therefore:

Halving the distance decreases path loss by 6dB.

Doubling the distance increases path loss by 6dB.

When indoors, paths tend to be more complex, so use a more aggressive rule of thumb, as follows:

Halving the distance decreases path loss by 9dB.

Doubling the distance increases path loss by 9dB.

Radio manufacturers advertise “line of sight” range figures. Line of sight means that, from antenna
A, you can see antenna B. Being able to see the building that antenna B is in does not count as line
of sight. For every obstacle in the path, de-rate the “line of sight” figure specified for each obstacle
in the path. The type of obstacle, the location of the obstacle, and the number of obstacles will all
play a role in path loss.

Visualize the connection between antennas, picturing lines radiating in an elliptical path between
the antennas in the shape of a football. Directly in the center of the two antennas the RF path is
wide with many pathways. A single obstacle here will have minimal impact on path loss. As you
approach each antenna, the meaningful RF field is concentrated on the antenna itself. Obstructions
located close to the antennas cause dramatic path loss.

Be sure you know the distance between antennas. This is often underestimated. If it is a short-
range application, pace it off. If it is a long-range application, establish the actual distance with a
GPS or Google Maps.

The most effective way to reduce path loss is to elevate the antennas. At approximately 6 feet high
(2 m), line of sight due to the Earth’s curvature is about 3 miles (5 km), so anything taller than a
well-manicured lawn becomes an obstacle.

Weather conditions also play a large role. Increased moisture in the air increases path loss. The
higher the frequency is, the higher the path loss.
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Beware leafy greens. While a few saplings mid-path are tolerable, it's very difficult for RF to
penetrate significant woodlands. If you're crossing a wooded area you must elevate your antennas
over the treetops.

Industrial installations often include many reflective obstacles leading to numerous paths between
the antennas. The received signal is the vector sum of each of these paths. Depending on the
phase of each signal, they can be added or subtracted. In multiple path environments, simply
moving the antenna slightly can significantly change the signal strength.

Some obstacles are mobile. More than one wireless application has been stymied by temporary
obstacles such as a stack of containers, a parked truck or material handling equipment.
Remember, metal is not your friend. An antenna will not transmit out from inside a metal box or
through a storage tank.

D.8 Path Loss Rule of Thumb

To ensure basic fade margin in a perfect line of sight application, never exceed 50% of the
manufacturer’s rated line of sight distance. This in itself yields a theoretical 6dB fade margin —
still short of the required 10dB.

De-rate more aggressively if you have obstacles between the two antennas, but not near the
antennas. De-rate to 10% of the manufacture’s line of sight ratings if you have multiple
obstacles, obstacles located near the antennas, or the antennas are located indoors.

D.9 Antennas

Antennas increase the effective power by focusing the radiated energy in the desired direction.
Using the correct antenna not only focuses power into the desired area but it also reduces the
amount of power broadcast into areas where it is not needed.

Wireless applications have exploded in popularity with everyone seeking out the highest convenient
point to mount their antenna. It's not uncommon to arrive at a job site to find other antennas
sprouting from your installation point. Assuming these systems are spread spectrum and potentially
in other ISM or licensed frequency bands, you still want to maximize the distance from the
antennas as much as possible. Most antennas broadcast in a horizontal pattern, so vertical
separation is more meaningful than horizontal separation. Try to separate antennas with like-
polarization by a minimum of two wavelengths, which is about 26 inches (0.66 m) at 900 MHz, or
10 inches (0.25 m) at 2.4 GHz.

D.10 Cable Loss

Those high frequencies you are piping to your antennas don’t propagate particularly well through
cable and connectors. Use high quality RF cable between the antenna connector and your antenna
and ensure that all connectors are high quality and carefully installed. Factor in a 0.2 dB loss per
coaxial connector in addition to the cable attenuation itself. Typical attenuation figures for two
popular cable types are listed below.

Cable Types
Frequency RG-58U* LMR-400*
900 MHz 1.6 dB 0.4 dB
2.4 GHz 2.8dB 0.7 dB

*Loss per 10 feet (3 meters) of cable length
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While long cable runs to an antenna create signal loss, the benefit of elevating the antenna another
25 feet (7.6 m) can more than compensate for those lost dB.

D.11 Latency and Packetization

Before you lift a finger towards the perfect wireless installation, think about the impact of wireless
communications on your application. Acceptable bit error rates are many orders of magnitude
higher than wired communications. Most radios quietly handle error detection and retries for you -
at the expense of throughput and variable latencies.

Software must be well designed and communication protocols must be tolerant of variable
latencies. Not every protocol can tolerate simply replacing wires with radios. Protocols sensitive to
inter-byte delays may require special attention or specific protocol support from the radio. Do your
homework up front to confirm that your software won’t choke, that the intended radio is friendly
towards your protocol, and that your application software can handle it as well.
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